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New Zealand Ministry of
Foreign Affairs and Trade
Manatu Aorere

195 Lambton Quay

19 November 2025 Private Bag 18—901
Wellington 6160
New Zealand

+64 4 439 8000

+64 4 472 9596
Requesters name redacted for proactive release

OIA 30497

Requesters name redacted for

TEéna koe proactive release

Thank you for your email of 16 October 2025 in which you request the following under
the Official Information Act 1982 (OIA):

1.A list of all Al tools that are currently approved for use by staff at your agency.

2.Any documentation outlining the conditions, guidelines, or policies attached to the
approval and use of these tools.

3.For each approved tool that is not free to use, please provide the number of paid
licenses or subscriptions the agency currently holds. I confirm that I do not
require any commercially sensitive information (e.g. licence costs), merely the
number of authorised users.

4. Copies of all completed Cloud Risk Assessments and Privacy Impact Assessments
(or equivalent documents) for each of the approved Al tools.

If any part of this request is declined, please provide the specific grounds for refusal
under the Act. I would prefer to receive this information in a machine-readable
electronic format.

On 14 November 2025, the timeframes for responding to your request were extended by
an additional 3 working days due to the consultations necessary to make a decision on
your request (section 15A(1)(b) of the OIA refers).

The Ministry of Foreign Affairs and Trade (the Ministry) does not allow the use of Al with
classified information. The Ministry does not yet have the supporting documentation to
assess Al tools though its formal software approval process. Therefore, part one of your
request is refused under section 18(e) of the OIA as the information requested does not
exist. Staff may use online Al sites -except those that are blacklisted- with unclassified
information, providing that they follow the Ministry’s Guide to using Al services at MFAT
(which has been released to you under part 2 of your request). However, following a risk
assessment (which has been released to you under part 2 of your request) the browser-
based Microsoft Co-Pilot Chat is the Ministry’s preferred Al tool.

As the Ministry does not have any approved Al tool’s part three of your request is
therefore refused under section 18(e) of the Official Information Act, as the information
does not exist.
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For a document schedule of the information in scope of part two and part four of your
request please refer to appendix one. Some information is withheld under section 6(a) of
the OIA, to avoid prejudicing the security or defence of New Zealand or the international
relations of the New Zealand Government.

Please note that it is our policy to proactively release our responses to official
information requests where possible. Therefore, our response to your request (with your
personal information removed) may be published on the Ministry website:
www.mfat.govt.nz/en/about-us/contact-us/official-information-act-responses/

If you have any questions about this decision, you can contact us by email at:
DM-ESD@mfat.govt.nz. You have the right to seek an investigation and review by the
Ombudsman of this decision by contacting www.ombudsman.parliament.nz or freephone
0800 802 602.

Naku noa, na

Sarah Corbett
for Secretary of Foreign Affairs and Trade



Appendix 1

Document schedule for information in scope of OIA 30497

Request

Documents in scope

Decision

Document location

2

Any documentation
outlining the conditions,
guidelines, or policies
attached to the approval
and use of these tools.

Information policy

Released in full

Page 1-5 of the collated
document

ICT Acceptable Use Policy

Released in full

Page 6-9 of the collated
document

Guide to using Al services at MFAT

Released in full

Page 10-13 of the
collated document

Copies of all completed
Cloud Risk Assessments
and Privacy Impact
Assessments (or
equivalent documents) for
each of the approved Al
tools.

Privacy Impact Assessment (PIA)

This document is the PIA for all
Microsoft 365 products. Sections
not relating to AI have been
removed as “out of scope”.

Page 14-40 of the
collated document

Cybersecurity considerations

Partially released under the OIA.
Information redacted under the
following sections of the OIA:

- 6(a).

Please note: This assessment was
completed in April 2025 and reflects
the security environment at that
time. Some details may no longer
be accurate.

Please note: Operations “Falcon”
and “Kiwi” referred to in the Cyber
considerations document are
fictional and used as examples only.

Page 41-48 of the
collated document















































































AL
ynaad sso| eyep y3nc
3y3 Sunixa S| uonew
J19d Ajuo jeyy auns i
onewJojul jo Surioy

udisap Aq pauadc
'q ||Im S32INISS S9El

:uayel aq ||im
asnh pua ay1 Aq uon
'ysS [eIUSPIIIE JUDAD

204d jJuswaSeuew
42 5,aINI Suimojjo4

‘'s98ueyd
B2 J4B1S pasuoyine
INSU3 01 10J1U0J 01

un ue yum.(ajy
ys Aj|eusplady e
‘uolewlIoul
sipqtaluanpeul
92SIW 2JeM1J0S
njoul sajdwexa
u yjers Ansiuln
1 S92IAJI3S PNOJI
ulojul jeuossad
9208 |ejUapIdde



Jal
pa
110
dui:
PC
JE
) I
P2
Jul

ZN 10 JeAU0D
ad se paJinbau
Aq payoadxa
11o4ul jeuossad
1ss9004dqns sy
13ISIJ B S12J9Y] T

6 d|didutie



‘paJinba.
)[40} UOIIBWIO4U
3 AISIUNA YL ¢



a:
uo
o
143
o
5,43
iy

Yl
281



410 40 9SN 10U [[IM }O¢
e s1onpoud 3uipinoud t

1|eJisny ay3 o yoea
nd Jay3o Joj elep s,/
1ISOJDIIA JI ‘AjaseT "pa
SOUDIIAl SDIIAIDS JYIC
Jayro asodind Aue.
| 9SN 10U |[IM SI0SSd!
'y3 Sulnsua Joy 3|qr
2 S1JOSOUDIA ‘DI0W
I9S BUI|UO S} JBAIIP
Y3 asn Ajuo o3 usw
JU0D B 9peW Sey




‘e1e(Q S9JIAJSS |BUOISSJOUd ‘Bleq JaU
Buisn wouy payuqiyoud si pue apinoud o
paule1aJ sey 1JOSOUDI|A SIDIAIDS BY1.
01 Ajuo e1eQ |BUOSIS 4O ‘BleQ St
|euoIssaj0.d ‘eleq Jawoisn) asn pue
Aew Jossao04dgns ay3 1ey) 10e43U0d L
€ BIA 24NSUS |[IM 1JOSOIDI|A| “40SSDIC
Aue Buide3ua uayp\ "21sgam 14050401|
540559204dQgNS 1N0CE UOI1BWIOUI 3|
S ew }JOSOUDIA Ydd SIYyl ul suol

S, 1JOS0JDIIAl UM 22uel|dwod ,S10SS3IC
S11 404 9|qIsuodsau S| oSt

,, “luswaaude s Jau
Japun Ajljelnuapijuod Jo uol
S,140S0JDI|A] 01123[gnNs S| el PIS!
40 3uissaooud ||y ‘Juswaa.de s Jau
J2pUn UOI1BWL.OJUI |BIJUSPIIUOD S JaU
SI 1eY3] S92IAJIDS PUE S1ONPOUd Bt
u01199UU0d Ul :
Jayio Aue (p)
S921AJDS |euc
(e) :sueaw e
sasodind Jo4 m
SIY3 ul paqlis
se (T)
ssa20e apinoad uc

S,Jou
8uissadoud Jo asr
Aue Jo s3npouc
Mmau Suneasd e g
‘sasodund |ejous
(q) “Suijiyoud 4
‘e1eq S92IAISS |

llewiojsuel] 9k



“di
e1ep ayi 3sanbau 01 Ay
)] 3dwaie ||Im 1405040
14| ‘Aldwod 01 me| Ag
anbaJ ay1 1034 [|Im 1.
qiyoJd ssajun Jawoisl
JOSOUIA ‘Bleq pass:
14143 Jay1o Aue jo 1dia:

‘me| Aq [
Ayied paiyy Aue ase
348e S} ul $3181S WYt



3sanbau s,

uey1 Jay3o saso
1eyl aueme s|
$s920e (2)Jo ‘U
ay1Jo ereg
uondAiua u
SS920E PaJaa.
(e) :Avied paiya

"4dao 4o (°
ayrjoc

‘pue A1a100s d11el
Asessadau si 1eyn
pue s1ysu |e
109dsaJ $92110¢
me| Ag paJi
ssa20e apinoud

llewiojsuel] 9k

SVIONN

"ISNJ1 <
Aew 31 ‘(0T uo|
BALId 3Y3 Yyoeauq

1DuUa8e JuaWadlo
ed pJiyl o} elep
me[Agipalinbau ¢

ss9201d anp

solauade Ajunos

Aq ssa0e |nyme

‘syjusw

me| ysnoays.
yroq sisanbau |r
pnojd aJoys
9A13e|S139) J
‘salouagde A

me

Jopun apew 3s

)1 3y31S4an0 pue
\9N 01 JejiWis S|
19W240JUD ME|
[e8a] s,eljesisny

22 JUSWIIOJUD
ue Ajjeannsswop
S p|N02 UoIIN|OS
101G ‘suoisinoud
8nouayy AjjeaidAy
0 ‘QUawadJiojua
| Axuoyane |e39)
s3sanbau |njmeT

1sanbay |nymeT



"S9LIU

JO[S1J 9Y1 ISt
SE3SJIN0 J3Y
1eyj uoneoiy
Sn Jo

03 393[gns 3uiac
uj paJo

1oedwl

Yoiym “

UdAD ‘AJ011ID] .
8uissadoe s]

e 0S|e 5,249y
1U3U0d ou

10 Jaawnu mc



sse
ue
po:
es

)
Su

10L
Je:
15 ¢



Joyiny

Ul JUSWIBA|OAU|

€¢0¢

e Alessadau uaym o

op 3m’siseq siyi up
IISIUNAl 9Y3 S@dUBYU

ay3 1@ paynuap! U3



ojidod Szoe/s/

§20z/€0/'
¥¢0t/90/0¢

140D Sz0T/S0/!

deAy sz0z/€0/
¥202/90/0T .

11/

21da0 [euSIq J0j
a3idis



a3idis

| 03 1B34Y3 SNOLISS B S| dJ3Y) dJaYM ‘& tenyis Aousduswsa ul Ajdde 10u s30p SIY3 JoASMOY — Su01329304d
JJ0Jul 9y} (JuswulaA08 u19404 € 01 § 40 uostad udioJ04 e 01 UOIIBWIOJUI |RUOSIDd SSO[ISIP M UBYAL e

24nso[asiq SeassanQ :zT ajdun

19Wo0d TT 40 OT dd| uo uiAjp. Suliag N "Su011da2x3 3yl 40 3U0 S}93W 1l JO Pa1923||0d sem } asodund
)unou3 ajqeuoseaJ aney am ssajun A2 19410 Aue 01 pjoy aMm-UoI1ew.J0ul [euosad 3SOISIp JOUURI SN\ e
‘asodund
S B U3SS9| 01 JO MEB| 3y} JO SduUeUILUI dooxa ssa4dxa.ue s199W 31 pue uoiewJoul [euostad ployamy e
‘asodund 9 ue 40} 9s0dJind SUO 104 PIIIS||0D UOIIBWIOJUI SSN JOUURI SN\ e
{|leuiduio sem 31 asodind ay3 yum pa: 0 YIM DIUBpJ0dJe Ul 9q ISNW 11 UOIIBWIOJUI Y} 9SN 9M USYM\ e

24nso|asiqg pue asn :TT pue QT sa|didul

*}1 @SN 03 ulpualu| aJe am 3J0)3q A|| }' S| UOIIBWIOLUI B3 JBY) ‘D|qISSOd Se Jej Se ‘9JNsud 0} PaaU S\ e
‘paisanbal }1 31 3094402 ued 3jdos 1 SS900B 03 9|ge 9 P|NOYS DM UOIJBWIOU] PO1I3||00 dABY dM §|
"P303]|02 DABY M UOJIBWIOLU| DAS1JIJ 01 9|qe 3q P|NOYS I\ o
fc.-—.-u___ 1IN 1ipIinc 1ad 112117 €CanAD N1 Q1AL AN NINNAITIC IDANIATNTTE Q1T -

uonew.n

‘paal

"passadde Ajuadouadwi JO 1SO| SI UOIIBLUJOUI OU 1BY] 9INSUD 0} Ud)Y
uolje

8uo| moy pue asodund ay1“pa329]|0d Suisq SI UOIIBWIOUI Y] JBY) MO

8u1309]|02 30U aJe NOA Y 1230 "Pa3129[|0d Sulaq S| UOII_WIOLUI 3Y3 YIIL
DI3EWIOLUI B} ‘SUIBIU0D [eNPIAIPUI 3Y3 dd1pNn[aid 30U pjnom 1 }1193||0

"INA

uo

2|cbj40 /M 1en81q 104 VId W04 HoYS
ad3lISSvIONN



3y3 (JenpiAlpul ue AJi1uapl 01 J3ISea }l SXew 1eyl) Jaly

uoIFBWIO4UI JI9Y} 1BY} PUJIIIUOD S|ENPIAIPUI JO UOIIL

o1n93304d Adeand Suipnoul Jo 9jqesedwod aq 03 WaY:

2|cbj40 /M 1en81q 104 VId W04 HoYS

a3idis

e
M |

1 SSi
oM




|L “wes3oad Juswdojanaq xa3uAs pul
2100[e||0) Pal}IIIa) P|OD pue Jauled
'UBAl Yy1daQ e Sy "pue|eaz MaN pue ejjeisny ul Ajjedojpue Ajjeqo|3 yroq 30soudiA Aq pasd
29304d pue ‘SuiSeuew ‘unnesdiw 03 yoeoidde auo-ul-|je ue 3ulid}40 AS| AjJuo ay3 SI JUI0da:
UM AS| JUI0d3JeYS 1JOSOUDIIA 1541} AJISA S,1J0S0IDIIAl JO BUO 3ul9q ‘140S0IDIA YHM diySiaupE

"1e9A Y3 Jo Auedwo) A31INdaS JanIaS/eieq 404 £20T Spiemy Ananaas
pue sddy ay3 Joj spiemy Jeak Yl o Jauried 1JOSOUIA [BCO|D By Ul 1SI|BUl B W edad ‘S|
)2 1SO|A| "SpJeme pue sape|edde AJisnpul snoliea ysnodyl a1emijos Suipea| 193Jew s1i o}

JUIOdOAY PUNOLIG-URD UOIIBWIOLUI BIO|A “XVSIL PUB G9E LOSOIA ‘dINVYPR4 ‘€1 Allunie|
INssy ‘1snuy ‘A3lindas (vSD) douel||y A1ndas pnopd ‘ISNYLIH + Paiyiied || 9dAL 2 D0S ‘6TC
)SSE d7Y| $SUOI1BI1411492 SUIMO||04 By SP|OY pue juswaeuew s jeuoijesado pue Alunds

2|cbj40 /M 1en81q 104 VId W04 HoYS
ad3lISSvIONN



NEW ZEALAND
FOREIGN AFFAIRS & TRADE
Manati Aorere


























