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New Zealand Ministry of
Foreign Affairs and Trade
Manatu Aorere

195 Lambton Quay

19 November 2025 Private Bag 18—901
Wellington 6160
New Zealand

+64 4 439 8000

+64 4 472 9596
Requesters name redacted for proactive release

OIA 30497

Requesters name redacted for

TEéna koe proactive release

Thank you for your email of 16 October 2025 in which you request the following under
the Official Information Act 1982 (OIA):

1.A list of all Al tools that are currently approved for use by staff at your agency.

2.Any documentation outlining the conditions, guidelines, or policies attached to the
approval and use of these tools.

3.For each approved tool that is not free to use, please provide the number of paid
licenses or subscriptions the agency currently holds. I confirm that I do not
require any commercially sensitive information (e.g. licence costs), merely the
number of authorised users.

4. Copies of all completed Cloud Risk Assessments and Privacy Impact Assessments
(or equivalent documents) for each of the approved Al tools.

If any part of this request is declined, please provide the specific grounds for refusal
under the Act. I would prefer to receive this information in a machine-readable
electronic format.

On 14 November 2025, the timeframes for responding to your request were extended by
an additional 3 working days due to the consultations necessary to make a decision on
your request (section 15A(1)(b) of the OIA refers).

The Ministry of Foreign Affairs and Trade (the Ministry) does not allow the use of Al with
classified information. The Ministry does not yet have the supporting documentation to
assess Al tools though its formal software approval process. Therefore, part one of your
request is refused under section 18(e) of the OIA as the information requested does not
exist. Staff may use online Al sites -except those that are blacklisted- with unclassified
information, providing that they follow the Ministry’s Guide to using Al services at MFAT
(which has been released to you under part 2 of your request). However, following a risk
assessment (which has been released to you under part 2 of your request) the browser-
based Microsoft Co-Pilot Chat is the Ministry’s preferred Al tool.

As the Ministry does not have any approved Al tool’s part three of your request is
therefore refused under section 18(e) of the Official Information Act, as the information
does not exist.
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For a document schedule of the information in scope of part two and part four of your
request please refer to appendix one. Some information is withheld under section 6(a) of
the OIA, to avoid prejudicing the security or defence of New Zealand or the international
relations of the New Zealand Government.

Please note that it is our policy to proactively release our responses to official
information requests where possible. Therefore, our response to your request (with your
personal information removed) may be published on the Ministry website:
www.mfat.govt.nz/en/about-us/contact-us/official-information-act-responses/

If you have any questions about this decision, you can contact us by email at:
DM-ESD@mfat.govt.nz. You have the right to seek an investigation and review by the
Ombudsman of this decision by contacting www.ombudsman.parliament.nz or freephone
0800 802 602.

Naku noa, na

Sarah Corbett
for Secretary of Foreign Affairs and Trade



Appendix 1

Document schedule for information in scope of OIA 30497

Request

Documents in scope

Decision

Document location

2

Any documentation
outlining the conditions,
guidelines, or policies
attached to the approval
and use of these tools.

Information policy

Released in full

Page 1-5 of the collated
document

ICT Acceptable Use Policy

Released in full

Page 6-9 of the collated
document

Guide to using Al services at MFAT

Released in full

Page 10-13 of the
collated document

Copies of all completed
Cloud Risk Assessments
and Privacy Impact
Assessments (or
equivalent documents) for
each of the approved Al
tools.

Privacy Impact Assessment (PIA)

This document is the PIA for all
Microsoft 365 products. Sections
not relating to AI have been
removed as “out of scope”.

Page 14-40 of the
collated document

Cybersecurity considerations

Partially released under the OIA.
Information redacted under the
following sections of the OIA:

- 6(a).

Please note: This assessment was
completed in April 2025 and reflects
the security environment at that
time. Some details may no longer
be accurate.

Please note: Operations “Falcon”
and “Kiwi” referred to in the Cyber
considerations document are
fictional and used as examples only.

Page 41-48 of the
collated document
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Access to, use of and sharing of information by Ministry staff must be in

line with our legal requirements and obligations, including the New Zealand
Official Information Act 1982, Privacy Act 2020, Code of Conduct, Contract
and Commercial Law Act 2017, Public Records Act 2005 and the Protective
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relevant division where the deviation is to

1. The deviation must be notified to the

Manager, Audit and Risk.
unauthorised breaches or this policy may be viewed seriously by the Ministry as a breach
of the Code of Conduct. The Code of Conduct states that "employees are expected to
fully comply with Ministry policies in their work". Depending on the circumstances, breach
of this policy may result in disciplinary action, up to and including dismissal. Any such
breaches should be notified to the policy owner and sponsor and the Divisional Manager,
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