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GROWING OUR CREATIVE SECTOR

New Zealand Creative Sector Submission to MFAT
Digital Economic Partnership Agreement Negotiation

This submission is made on behalf of WeCreate, whose members are listed on the WeCreate website,
https://wecreate.org.nz/about-us/members/ In addition to our members we have a number of
Friends that are businesses operating in the creative sector. WeCreate is the alliance of New Zealand’s
creative sector organisations and industries, incorporating over 25,000 members. Our mission is to
catalyse the growth of the sector, advance its collaboration with other sectors and serve as the
interaction point for Government to maximise the opportunities our creativity offers.

2 WeCreate appreciates the opportunity to be consulted on New Zealand’s participation in the
Digital Economy Partnership Agreement (DEPA) negotiations with Singapore and Chile. This
submission focuses on cross-sectoral and general policy issues. It has been informed by engagement
with the creative sector including, inter alia, at the 2017 and 2018 ‘Creative Economy Conversations’
and at the 2019 ‘Creative Economy Digital Trade Conversation’ as well as specifically in the
preparation of this submission. Individual members of WeCreate may have different views on
specific issues.

Summary

3 The New Zealand creative economy is increasingly dependent on, and benefits hugely from,
digital technology. Digital trade — through digital channels including streaming, downloads, platforms,
and licensing of digital content — and digital enablers including the digitisation of services and
production, mean that there is potential for a substantial expansion in creative economy exports from
New Zealand. This would generate benefits for New Zealand including an increase in export revenue
and a contribution to enhanced productivity and broader competitiveness for the economy.

4 However, as is the case for other export sectors, creative economy exporters are increasingly
challenged by measures in the global digital regulatory environment that add costs or difficulty to
cross-border activity. WeCreate accordingly welcomes the efforts by the New Zealand Government
to secure a trade-friendly “global digital marketplace”, including through the WTO e-commerce
negotiations and in its DEPA negotiations with Singapore and Chile. ~ While New Zealand creative
exporters have not encountered significant trade barriers in relation to exports to the latter markets,
we strongly support the efforts of these three small, open, globally-oriented economies to develop a
pathfinder towards a more trade-friendly digital trade environment around the world.

4 WeCreate considers that in the DEPA negotiations, New Zealand negotiators could usefully
emphasise trade-friendly approaches in the following areas:

e Services trade barriers, including around cross-border financial services;

e Challenges in relation to the dominant position of platforms;

e Barriers and restrictions in relation to cross-border data flows, including compliance costs in
relation to privacy regulations and local presence;

e Challenges in relation to the protection of intellectual property rights and online piracy;

e and overall, a streamlining of global regulatory approaches to digital trade, to minimise the
creation of a “digital noodle bowl” of divergent or conflicting approaches.


https://wecreate.org.nz/about-us/members/

Submission

3 Creativity is in New Zealand’s DNA: we benefit from a powerful combination of unique stories,
culture and values; highly-skilled creative people; a long tradition of innovative approaches, and a
ready embrace of modern technologies — all of which enables us to unlock and share our creativity
more broadly, including offshore. The “creative economy” spans a wide range of sectors, including
publishing, recorded music, art, design, architecture and fashion, videogaming, artificial reality and
virtual reality, screen, advertising and other segments. These sectors can be a powerful engine for
broader New Zealand economic growth. Creative industries generate revenue themselves as well as
acting as a multiplier in other sectors, helping to generate broader economic gains in terms of
productivity, international competitiveness and enabling innovative new business models. The
Ministry for Business, Innovation and Employment has estimated that digital goods and services are
already the third-largest New Zealand export sector, and that productivity improvements in the sector
have a multiplier effect on New Zealand’s GDP."

4 The advent of digital and telecommunications technology has meant that the way that
creative content is produced, distributed and consumed has been completely transformed over the
last two decades — not just in New Zealand, but globally. In many cases, creative sectors have become
digitised from end to end, with some industries such as videogaming “born global”, while others such
as screen, music and publishing transformed through digital production, editing and distribution. The
creative sector generates revenue through multiple global digital channels (streaming, downloads,
other online services), e-commerce platforms, performance rights (broadcasting), licensing of digital
content, goods and services and direct sales.  In large part, this trade is ‘weightless’, helping to
contribute to the transition of New Zealand to a more sustainable, low-carbon economy.

5 The digital revolution has also helped to unlock the potential of creative small businesses —
the vast majority of this sector in New Zealand — to participate in cross-border trade at lower cost and
with broader reach in a way that was not possible before.  Physical creative exports traditionally
relied on securing international distributors, territory-by-territory releases, and deep pockets to
finance high legal, marketing and distribution costs. By contrast, digital creative exports can have
global reach from Day One, opening up new opportunities for smaller or independent creators in a
wider of markets and consumers, and enabling rapid growth. Digitisation can lower costs and help
keep content more secure. It can also unlock vertical integration (notably in the gaming sector) and
the potential for value-added ‘spinoff’ products.

6 The global appetite for creative content is growing as the number and reach of disruptive
entertainment platforms increases.” New Zealand creative exports enjoy growing demand in large
emerging markets such as India, China, South-East Asia and the Middle East. In addition to direct
exports, there are also opportunities for co-production with international producers and for supplying
our creative expertise and services as part of international value chains. New Zealand, as a small but
sophisticated and wealthy market, can also serve as a useful ‘test-bed’ for global content (for example,
the Pokemon Go Harry Potter app was tested here).

The Digital Economic Partnership Agreement
7 New Zealand creative economy exporters have not to date encountered significant challenges

or barriers to creative digital exports to Singapore or Chile. This no doubt reflects the general
openness of these economies to digital trade, as is reflected in their very high rankings in the

" Ministry of Business, Innovation and Employment, ‘Building a Digital Nation’, https://www.mbie.govt.nz/info-
services/digital-economy/documents-and-images/building-a-digital-nation.pdf

% See UNCTAD, exports of creative services were estimated at USD$424 billion in 2005, or 3.4% of global trade, with a
growth rate of nearly 9% over the period 2000-05



European Centre for International Political Economy’s ‘Digital Trade Restrictiveness Index’ (DTRI).?
Chile and Singapore rank, respectively, at 56 and 57 out of 65 countries in terms of restrictiveness
(New Zealand, the least-restrictive country in the Index, ranks at 65).

8 Nevertheless, WeCreate supports the DEPA as a “pathfinder” to broader plurilateral or even
global rules: this becomes all the more important when considering that, in the same ECIPE Index, the
top ten most restrictive countries cover nearly half of the world’s population, and a number of these
most-restrictive countries are important creative economy export destinations for New Zealand,
including notable markets around the Asia-Pacific.*

9 Typically, the barriers encountered by creative economy exporters in global markets include
the following broad categories: traditional “services trade” barriers; challenges in relation to the
dominant “platform-based” business model for some sectors; barriers in relation to cross-border data
flows; other burdensome regulatory requirements; and challenges in relation to the protection of
intellectual property rights. In some cases, greater openness to trade also has implications for the
sustained viability of the New Zealand domestic creative economy.

Restrictions or prohibitions on the provision of digital goods or services

10 As for other services exporters, New Zealand creative sector exporters can encounter
traditional “services” trade barriers including:

e restrictions or costs in relation to financial services — including relatively high financial
transfer fees, especially for very large volumes of very low value transactions, or
“microtransactions”, as are common in the video gaming sector;

e discriminatory rules for the provision of online retailing, local presence requirements,
limitations on foreign ownership and licensing and registration requirements;

e |ocal content requirements;

e inability to use VOIP services in some territories;

e high visa costs and processing timeframes for business travel in some markets (especially for
touring performers and offshore screen production activities);

e challenges around enforcement of end-user licensing agreements (for example, liability issues
in relation to end-user licences in some markets e.g. access by a child of unsuitable content).

Challenges in relation to the market power of platforms

11 Digital platforms including e-commerce sites have unlocked significant opportunities for New
Zealand creative sector exporters, providing a path to market that minimises the challenges of
distribution, marketing and back-office functions such as payments and cybersecurity, and enabling
innovative business models that can generate significant value and scale. At the same time, however,
some large platforms exercise significant control over pricing, market intelligence and engagement
with customers. These storefronts may raise challenges for New Zealand creative exporters, which
are often very small and lack sufficient heft to influence large global platforms or their algorithms.
Challenges may include:

e high fees (with few alternatives, such as online competitors or bricks-and-mortar retail
options);

e lack of independent arbiters to settle disputes — dispute terms and settlement processes are
imposed by the platforms;

3 https://ecipe.org/wp-content/uploads/2018/05/DTRI_FINAL.pdf
4 Digital Trade Restrictiveness Index, ECIPE (2018), https://ecipe.org/dte/



e |ack of access to customer- or product-related data (such information is closely-held by
platforms), making it difficult for exporters to respond to market signals;

e |ack of influence over platform algorithms that may be important to discoverability;

e overly-broad limitations on liability of online platforms for intellectual property rights
infringement, or so-called “safe harbours”; and

e platforms may not be regulated sufficiently to safeguard creator IP.

Barriers in relation to data flows

12 Restrictions on cross-border data flows add “hassle” and cost to business activities. Barriers
encountered by New Zealand creative exporters include:

e restrictions on cross-border data flows, especially in relation to some markets, notably China;

e burdensome privacy or cybersecurity requirements, especially GDPR, notably in relation to
monetising content and advertising; overall, ensuring compliance (rather than being
compliant per se) adds significant legal and other costs;

e issues around sovereignty, control and jurisdiction of data;

e forced data localisation — in some cases, business have been able to find work-arounds (e.g.
via licensing) and in some cases this is encountered as a commercial/contractual requirement
rather than a regulated one. But forced data localisation (and/or associated local presence
requirements) add significant costs and “hassle”. The alternative — treating some markets’
data differently to others —would likewise add costs and difficulties, leading to a view that in
some cases it is simply easier not to supply those customers/markets;

e ssues around the use of data in Al; and

e data transfer costs and inefficiencies — e.g. in relation to sending large files from New Zealand
screen production overseas and back to New Zealand for post-production.

Other burdensome regulatory requirements, other issues

13 Other barriers that New Zealand creative exporters have encountered, both regulatory and
otherwise, include:

e regulatory compliance costs across markets — especially where regulatory approaches and
standards differ across markets —work against innovative business models. Territory-specific
advice (and compliance/enforcement) in relation to local regulations and negotiating and
enforcing contracts is both necessary and expensive;

e issues around liability and enforcement (especially in relation to artificial intelligence activity);

e issues around establishing/verifying identity;

e tax treatment;

e legal challenges around cryptocurrency and blockchain; and

e for e-commerce in relation to creative goods, challenges around traceability in supply chain;
freight costs and import duties for inputs.

New Zealand domestic considerations

e global digital distribution offers new opportunities (markets and inputs) but could also mean
that the domestic New Zealand tax base and domestic market, infrastructure and skills are
eroded (local suppliers become relatively less competitive and this has impacts on the
sustainability of domestic businesses); and

e shortage of workers with the right skills.



Intellectual Property

14 WeCreate notes that intellectual property (IP) protection is not mentioned in the briefing
provided to the Minister for Trade and Export Growth, nor in the DEPA statement by New Zealand,
Singapore and Chile. As noted above, creative content is a major driver of digital trade flows and the
use of internet-connective devices around the world, but the expansion of digital trade must be
predicated on both robust intellectual property protections and the ability to enforce such
protections. Such an environment encourages the creation of high-quality creative content because
of the assurance it provides to content creators in relation to the safe dissemination of that content
and their ability to extract value from it. In short, copyright and other IP protections are at the heart
of a successful creative economy, at home and abroad. A recent study on business experiences in the
Asia-Pacific found that 83 percent of small businesses identified enforcement of intellectual property
laws as either a “major” or “minor” problem in their cross-border e-commerce activities. >

15 Specific IP challenges encountered by the New Zealand creative sector include:

e online piracy — New Zealand authors, musicians, filmmakers and other creators have
experienced substantial erosion in the value of their work due to illegal copying via peer-to-
peer or streaming sites. This is a significant issue and an impediment to realising the full
value of digital exports;

e subversion of technological protection measures (TPMs);

e |ack of harmonisation in certain key areas, for example New Zealand’s shorter copyright term
of 50 years compared to 70 years in place in Singapore, Chile and many other OECD
countries;

e overly broad limitations on liability, or “safe harbours”, for online platforms; and

e performance requirements including forced transfer of source code or technology — these
often feature in commercial relationships (e.g. contractual obligations) and are a “business
reality” in some markets — but should not be a regulated requirement.

16 WeCreate urges New Zealand to include intellectual property rights protection in the DEPA
negotiations; this should build on existing approaches in the WTO TRIPS Agreement, WIPO Internet
Treaties and the Comprehensive and Progressive Agreement for Trans-Pacific Partnership (CPTPP),
including in relation to copyright-protected content, copyright term, performance rights, and
enforcement procedures. With regard to cross-border data flows and a free and open internet,
while restrictions can and do act as barriers to trade, provisions on cross-border data flows must not
interfere with the exercise and protection of legitimate intellectual property rights.

New Zealand’s objectives for DEPA

17 New Zealand’s objectives for DEPA should accordingly include the establishment of a rules-
based, open global trading environment that supports cross-border data and digital trade flows (while
recognising the need for certain restrictions to meet legitimate objectives, including the protection of
intellectual property rights). Regulation should be as light-handed as possible, non-discriminatory,
least trade-restrictive, and developed using good regulatory practices and through a process of robust
consultation with stakeholders, including those in the creative economy.

> ABAC (2015), ‘Driving Economic Growth through Cross-Border E-Commerce in APEC: Empowering MSMEs and Eliminating
Barriers’, University of Southern California Marshall School of Business,
https://www2.abaconline.org/assets/2015/4%20Manila/MSMEEWG%2035-
053%20USC%20Marshall%20SMMEs%20in%20e-Commerce%20Research%20Project%20Full%20Report.pdf



https://www2.abaconline.org/assets/2015/4%20Manila/MSMEEWG%2035-053%20USC%20Marshall%20SMMEs%20in%20e-Commerce%20Research%20Project%20Full%20Report.pdf
https://www2.abaconline.org/assets/2015/4%20Manila/MSMEEWG%2035-053%20USC%20Marshall%20SMMEs%20in%20e-Commerce%20Research%20Project%20Full%20Report.pdf

18 Specifically we would endorse approaches that include:

e apermanent moratorium on tariffs on electronic transmissions

e a prohibition on data localisation requirements and other restrictions on cross border data
flows, with a high threshold for any exceptions (including the concept of measures being ‘no
more trade-restrictive than necessary to meet a legitimate objective’)

e electronic authentication and recognition of e-signatures

e adequately resourced and streamlined Customs procedures, including e-border processes
and paperless trading, consistent with the obligations in the WTO Trade Facilitation
Agreement, to smooth trade flows and reduce compliance costs, especially for SMEs

e 2 high de minimis threshold for e-commerce

e cooperation on global approaches to cybersecurity, privacy, access to data for law
enforcement and consumer protection — seeking to align approaches where possible

e further liberalisation of trade in digital services, including through removal of market access
and national treatment restrictions on digitally-provided services

e a prohibition on requirements to provide source code and forced technology transfer

e consultative processes for the development of regulations and technical standards, and
mutual recognition of conformity assessment

e given the crucial role played by e-payments/fintech in e-commerce, trade-enabling
approaches to cross-border financial services

e platforms to be subject to competition policy disciplines that ensure a more level playing field
for SMEs

e transparency (for exporters) around laws and regulations relating to data regulation

ENDS

Recommendations to the Ministry of Foreign Affairs and Trade
19 WeCreate recommends that the Ministry:

a. note WeCreate’s support for the negotiation of an ambitious and trade-friendly global rules
framework for digital trade, based on the approach taken in CPTPP, and drawing on APEC and
ABAC Principles for Non-Tariff Barriers;

b. continue to consult widely with sectors likely to be impacted directly by the negotiations, and
with other stakeholders

WeCreate Inc.
June 2019

For further information:
Paula Browning
Chair, WeCreate

Email: paula@wecreate.org.nz
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1. Introduction

1.1. This submission is made on behalf of the 27 unions affiliated to the New Zealand
Council of Trade Unions Te Kauae Kaimahi (CTU). With over 310,000 members, the
CTU is one of the largest democratic organisations in NewZealand.

1.2. The CTU acknowledges Te Tiriti o Waitangi as the founding document of Aotearoa
New Zealand and formally acknowledges this through Te Rinanga o Nga Kaimahi
Maori o Aotearoa (Te Rinanga) the Maori arm of Te Kauae Kaimahi (CTU) which
represents approximately 60,000 Maori workers.

1.3. While the digital economy, or electronic commerce, can have many benefits, it
raises numerous difficult problems, many of which have only become apparent with
time and experience. They range from privacy and labour rights through to economic
development and taxation of multinationals. By addressing such issues in a trade
negotiation, the emphasis is on commercial advantage rather than taxation or
labour, democratic, consumer or human rights. This submission outlines the issues
as we see them, and states the CTU’s position.

14. “The digital economy” is a very broad term, but many (including the Productivity

Commission) see it as difficult to define and it will become increasinglymeaningless.



As MFAT says in its outline of the proposal for a Digital Economy Partnership
Agreement (DEPA)', quoting the Commission, “there is little to differentiate the
digital economy from the broader economy; in other words, the digital economy is
the economy”. The title of this proposed agreement therefore does nothing to clarify
its purpose. All parts of the economy already contain some digital elements, even if
it is only the use of email and a website. Some are much more sophisticated even
though their end products are not digital. Some are producing “digital” products, but
the issues of the “digital economy” are not simply about them. We are not sure why
this term has been used in preference to “E-commerce” which has been used in
other negotiations (and MFAT says they are used “interchangeably”), nor how it
might differ in practice. We will use the term here for the purposes of the

consultation, and hope that our meaning is clear from the context.

1.5. We note that the start of negotiations towards a Digital Economy Partnership
Agreement with Chile and Singapore was announced on 16 May 2019. The CTU is
represented on the board steering the current trade policy review. We are
disappointed that negotiations such as this are being initiated while that process
continues. The continuation of such negotiations appears to pre-empt any

recommendations the review that will make.
2. The objectives of an agreement on the digital economy

2.1. In broad terms, we see the digital economy presenting opportunities and threats,
which we will outline below. It is growing rapidly. If we consider the objectives of a
DEPA in a wellbeing context (such as the Government has used in the 2019 Budget)
they should encompass not only growth in international trade but other impacts
including people’s rights to privacy and freedom from personal attack (physically or
otherwise), good employment relationships and fair pay, the health and ability of
New Zealand news media to provide good quality information and analysis, and the
ability of our government and other governments to raise revenue. In these
circumstances, “barriers” to a thriving trade are secondary. The most pressing need
is to find ways to regulate to diminish the threats. Yet MFAT gives the primary
objective as being to combat “barriers to digital trade”, and the examples of these

barriers include the very regulation that is urgently needed.

" https://www.mfat.govt.nz/en/trade/free-trade-agreements/digital-economy-partnership-agreement-
depa-negotiations/



https://www.mfat.govt.nz/en/trade/free-trade-agreements/digital-economy-partnership-agreement-depa-negotiations/
https://www.mfat.govt.nz/en/trade/free-trade-agreements/digital-economy-partnership-agreement-depa-negotiations/
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23.

24.

We do not consider that the appropriate context for such an agreement is a trade
agreement. If trade can be enhanced without compromising the need for regulation,
well and good. But the primary objective should be to ensure that the digital
economy is used to enhance New Zealanders’ wellbeing. The methods may include
the regulation of the use of digital technologies; whether or not those are a “barrier
to trade” is secondary. An equal consideration is whether some forms of expansion
of international digital trade may reduce New Zealanders’ wellbeing, for example by

compromising their privacy or their security of employment.

By way of example of the problems of a trade-focussed approach, the CPTPP
Chapter 14 on Electronic Commerce prevents customs duties on electronic
transmissions. It is not clear what that means for services transmitted electronically
and whether it impacts on the ability to tax the services or the suppliers of those
services. It confers a right on businesses to transfer information, including personal
information, across borders by electronic means, allowing regulation only if it is in a
form least restrictive to trade. Recent events, such as incitements to violence and
election interference using digital economy businesses, show that that the transfer of
information should not be regarded as an absolute right, and that constraints on it
may unavoidably be restrictive of trade because the greater public good lies in that
direction. It requires at least as favourable treatment for digital products and services
from another CPTPP country as for local ones, removing options for supporting the
development of our products and services. It bans a country from requiring suppliers
to locate computing facilities (such as storage of personal information) in its own
territory, again allowing only regulation which is least restrictive to trade, putting
protection of privacy out of practical reach for many purposes, removing options for
the development of our own storage-based industries. It prevents governments from
requiring access to software source code from suppliers in another country, even
when that access may be essential to determining whether suppliers are obeying
New Zealand laws (including distributing objectionable materials or discriminating on

a racial or religious basis).

It requires each country to adopt and maintain consumer protection laws, but sets
no standards for such rules and does not strengthen cross-border enforcement of
them. Similarly it requires them to have a legal framework for the protection of the
personal information of the users of electronic commerce, but again sets no
standards nor does it provide for international enforcement. This approach is highly

problematic given that the US, for example, regards privacy as a consumer issue,



25.

‘agreed’ when purchasing a product or service, or governed by voluntary industry
codes, rather than a right such as here and in the EU. It requires each country to

have measures to control unwanted messages (spam).

These cover many areas of human activities and values including privacy, security,
fair treatment free from arbitrary discrimination, effective and adequately-resourced
government, intellectual property rights and local economic development. We submit
that the cart has been put before the horse: a wide ranging discussion is needed

rather than one focussed on enhancing trade.

Some of the issues that require consideration

Employment

3.1.

3.2.

3.3.

3.4.

3.5.

Digital systems are being used in ways that cover every part of our lives. We are of

course particularly concerned about employment.

The online ‘platform economy’ (such as Uber) undermines employment
relationships, increasing insecurity, weakening minimum wage laws, making
collective bargaining difficult or impossible, and increasing the likelihood of

discrimination.

Increasing use of ‘artificial intelligence’ or computer algorithms in hiring, firing,
monitoring workers and customers, and automating tasks has profound implications
for work. For example, the algorithms used for “artificial intelligence” can have in-
built gender, racial or other bias (“Algorithmic prejudice: Facebook’s ad system
seems to discriminate by race and gender,” 2019; “Facebook charged with
discrimination by US Department of Housing,” 2019; Hatton, 2019; Keogh,2019).

This needs greater regulation and oversight, but the e-commerce rules do not help
and in a number of ways make it more difficult (including preventing access to the
code of such algorithms). This requires consideration not only of ensuring the
applicability and enforcement of privacy and other human rights laws but also of

reconsidering intellectual property rights rules that may govern access toalgorithms.

The reach and the enforcement of employment laws across borders requires
international agreement to prevent the use of digital commerce in undermining the
viability of existing good jobs, intensifying work, or making work more insecure.
Current models of labour chapters (such as in the CPTPP) do not address these

issues.



3.6.

Using social media to judge performance (“likes” and “dislikes”) opens the door to
prejudice in ways that can be very harmful to the target’s current and future
employment with none of the usual protections of requiring robust evidence and fair

process.

Competition

3.7.

Some of these corporations have grown to become the largest in the world with
monopolies over major areas of commerce. They are a force in growing inequality.
The need for regulation and competition will grow. The growth in technology,
because of its capital intensity and network effects may lead to greater industry
concentration and increased monopsony power of employers (e.g. Autor, Dorn,
Katz, Patterson, & Reenen, 2017; Mitchell, 2018; Naidu, Posner, & Weyl, 2018).
Competition chapters in current international agreements typically deal only with
domestic competition. The need is for international rules that regulate international

anti-competitive behaviour.

Offensive and harmful use

3.8.

Personal data has become very valuable to companies like Google and Facebook
yet has been used in intrusive, anti-social or anti-democratic ways and the
companies are becoming de facto regulators of what is offensive and what is ‘fake
news’. Increasingly countries are trying to regulate this, but it is made more difficult
or unlawful by rules that restrict regulation of electronic data flows, where computer
facilities are located, and the ability to inspect the algorithms used by these
companies. We need international agreement on ways to regulate such activity
under the various countries’ laws rather than leaving it to corporate censors acting

under a particular country’s law which may or may not govern international activities.

Protection of personal information and privacy

3.9.

There is insufficient protection for personal information and privacy. This concerns
both our daily lives (such as use of social networks) and employers’ use of our
personal data. As noted above, in some countries such as the US, the regulation of
privacy and use of data may be regarded as ‘consumer’ issues rather than as a right
as in New Zealand’s privacy laws. In such circumstances, the privacy and proper
use of individuals’ information is not protected by international agreements that
assume that each country has adequate laws for this purpose. International

agreement on minimum standards for such laws isneeded.



3.10.

3.11.

In addition, if personal data is stored in a country with weak privacy or intrusive
surveillance laws then the rights of users of such services in New Zealand are
curtailed either by law or by difficulties in enforcement of rights. Providers of digital
services may be subject to requirements by governments (such as the US or China)
to provide information or allow access to the information of individuals or
organisations using their services. It may not be clear to individuals which suppliers
are providing such services (particularly for example if they are subcontracted out)
and where storage is located. It may not be their choice if the data is held by an
employer. If international agreements continue to outlaw government requirements
to provide services locally then users are unable to be sure that their information is

protected.

Before making agreements that encourage these circumstances to intensify, the
priority should be to reach international agreement on minimum standards (such as
the European Union’s General Data Protection Regulation) at least consistent with

New Zealand law.

Taxation

3.12.

3.13.

Taxation of corporations like Google, Apple, Facebook and Amazon is already
difficult, heavily constrained by existing trade rules. An international agreement on
their taxation is being discussed at the OECD under an extension of the Base
Erosion and Profit Shifting (BEPS) process, and this would be the best outcome.
However this may be a long time coming because the countries in which these
corporations are based (primarily the US, but possibly also China) will be unwilling to
reduce their rights to taxation and to reduce the competitive advantage of under-
taxation given to “their” corporations. We are therefore likely to depend on a digital

services tax which the Government is currently consulting on.

The ability to levy such a tax is wedged between double taxation treaties which
prevent new approaches to corporate income taxation, and trade (such as WTO)
rules which prevent the use of other forms of tax that might be interpreted as tariffs.
The space is narrowed further by National Treatment requirements that require
overseas suppliers to get no less favourable treatment than local companies.
National Treatment prevent policies that stop double taxation of local companies
who would otherwise be required to pay both company income tax and the digital
services tax. A further constraint is provisions in agreements such as the CPTPP

preventing any requirement for a physical presence in New Zealand. Aphysical



3.14.

presence is a requirement for corporate taxation under current double taxation
treaties. It may be that tariffs on digital trade may have to be considered if other

options are not possible, but that has been ruled out too.

It is not sufficient to say, as is stated in some government material, that “This
agreement will not affect New Zealand's tax settings nor prevent us from imposing
domestic taxes (e.g. GST or income tax) on electronically-transmitted content” (New
Zealand Government, 2019) when there are such barriers to good tax policy.
Positive action is required to enhance the government’s ability to tax and enforce its
collection. While international agreement at the OECD would be the best outcome,
regional agreements could build towards that outcome and agreements covering the
digital economy should include enhanced rights to tax suppliers and for mutual

enforcement of such rights.

Economic development

3.15.

The rules make it more difficult to develop local digitally-based services competing
with large multinationals, limiting our economic development and that of developing

countries.

Impact on local news services

3.16.

Meanwhile, corporations such as Google and Facebook undermine the financial
viability of local news media without contributing to local professional news gathering
or taxes. There is a strong case to tax their activities on the grounds of their impact
on local news services, in order to fund local news gathering and investigative
reporting. This is over and above the need to tax their income as for any other
company active in New Zealand. The right to exact such a tax should be recognised

in international agreements.

Cross-border enforcement

3.17.

Enforcement of New Zealand law against the increasing numbers of cross-border
online employers and service providers (a current example being Switzerland-based
ticket reseller Viagogo) is difficult or impossible. The problem of cross-border
enforcement is not new, but it is multiplied many times by the ease with which
electronically based business can work across borders. It is worsened by provisions
in agreements such as the CPTPP preventing any requirement for a physical
presence in New Zealand which would make consumer and other complaints easier

to bring and enforce. This is likely to prove important in areas like provisionof



medical treatment across borders. Agreement is needed to make international

enforcement much easier.

Public services

3.18.

3.19.

3.20.

41.

42.

4.3.

Our longstanding concerns about the potential impact of trade in services and

investment agreements on public services should be well known toMFAT.

An example relevant to digital services is the cross-border provision of education
services into New Zealand by electronic means. These raise again the important
questions of quality assurance, competition for government funding, cherry-picking
of courses, and undermining of the viability of our public institutions and local
content essential for New Zealand’s economic, social and cultural development and
for the protection of our environment. The growth of large-scale free online courses
(MOOCs or Massive Open Online Courses) is an illustration of the threats and
opportunities, but our concerns would be further intensified if the large technology

companies began provision of courses, either directly or throughsubsidiaries.

As with the other matters we have discussed in this submission, the primary need
and priority is for suitable regulation of such activities to ensure that they increase
New Zealand’s wellbeing rather than treating them primarily as trade and

commercial opportunities.
Conclusion

We agree that international agreements on the digital economy (e-commerce) are
urgently needed. However their focus should be to assist international regulation of
employment practices, protect privacy and consumer rights, and encourage the
development in all countries of digitally based services and industry while helping
authorities break up and regulate international monopolies, gather revenue from

these companies, and enforce our laws.

The current model of E-Commerce agreements, such as in the CPTPP, often work

against these needs.

The government should recognise that digital economy agreements have broad
social and developmental impacts that are not predominantly commercial and
should consult broadly on them before developing an acceptable human-centred

model. They should not be part of free trade and investmentagreements.
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A Sleeping Giant: New Zealand’s Obligations on Electronic Commerce and Digital Services®

Electronic commerce, or digital trade, is the newest and most far-reaching of the 21* century ‘new
issues’ in international trade negotiations. Digital technologies are transforming the world around us
at a breathtaking pace, offering huge advantages to first movers and posing massive challenges for
regulators and for countries seeking to catch up. There are strong parallels to the bonanza of riches
that financial innovators secured in the 1990s and 2000s, thanks to a void in understanding of their
services and products, especially by financial regulators. In both cases, the mega-corporations that
control the technologies and dominate the markets have sought and secured ‘trade’ rules that
protect their positions and will constrain new regulation once the risks and negative consequences

of their activities are betterunderstood.

Prior to the Trans-Pacific Partnership Agreement (TPPA) New Zealand had adopted very few
obligations on electronic commerce in its free trade agreements (FTAs), and almost all of them were
unenforceable. There were also little-known restrictions on the regulation of cross-border and
technology-related services under the World Trade Organization’s (WTO) General Agreement on
Trade in Services (GATS) and cross-border services chapters in FTAs. The TPPA’s electronic
commerce chapter has introduced unprecedented, extensive and enforceable constraints on New
Zealand’s ability to regulate the digital domain. The original TPPA chapter remains unchanged in the
Comprehensive and Progressive Agreement for Trans-Pacific Partnership (CPTPP) or TPPA-11.
According to government documents, that is now considered to be the standard template for future

bilateral, regional and multilateral negotiations.

This paper describes the new digital trade regime as a sleeping giant, which will at worst prevent,
and at least have a chilling effect on, moves by future governments to regulate the digital domain in
the public interest. The basis for this claim is articulated through three levels. At a meta-level, the
disciplines being developed extend far beyond any legitimate notions of trade. They seek to impose
global rules on governance of the digital domain - arguably one of the most complex, multi-
dimensional and hence controversial subjects confronting states and societies this century,
alongside climate change. That portends a contest over their legitimacy that rivals the current crisis
confronting the international investment regime and is centred around development asymmetries,

public interest, wealth distribution, corporate capture, geopolitics andforeignpolicy.

At a meso-level, the location of these rules within a trade liberalisation paradigm prescribes a
particular ideology, historically derived institutional context, legal form and meaning, inclusion and
exclusion. Specifically, it means they are: framed by concepts that privilege market and commercial

interests over all else; devised in undemocratic, usually secretive, trade negotiations to which

TProfessor Jane Kelsey, Faculty of Law, University of Auckland

Hon David Parker to Jane Kelsey, 9 February 2018, Singapore-New Zealand Closer Economic Partnership Upgrade
Negotiations: Closing mandate (undated). Released under the Official Information Act, February 2018. (MFAT OIA)



industry lobbyists have privileged access; located within the prescriptive legal form, drafting and
interpretation precedents, and enforcement mechanisms of free trade agreements; and constructed
by trade officials whose inclination, training and mandates are to bring negotiations to a successful

conclusion through trade-offs, subject to the real politik of the deal.

The final part of the paper applies this argument at the micro-level, reviewing how the New Zealand
government has approached the novelty of trade rules on e-commerce, principally in the TPPA.
Using heavily redacted documents released under the Official Information Act by the Ministry of
Foreign Affairs and Trade (MFAT) and by the Privacy Commission, | try to assess how the meta-level
factors play out in practice and the problems that creates for public interest-based approach to
regulating the digital domain. The analysis uses three quite different examples: privacy, source

codes, and Maori data sovereignty.

| conclude that New Zealand urgently needs to liberate the rules governing the digital domain from
the closed confines of the trade rubric and control of the trade bureaucracy, and conduct an open,
informed debate about what values, priorities and interests should inform our approach as the
technology, our understanding, and its impacts evolve over time. The entry into force of CPTPP has
partly pre-empted our ability of this and for future governments to apply the promised ‘inclusive and
progressive’ strategy to rules on e-commerce. But we can still play an important, critical role in the
regional and multilateral context. Unless we do, the government and our trade negotiators risk
leading the country down a cul-de-sac from which there are very limited options for regulatory exit,

and which will have serious, as yet unforeseen, consequences in the future.
A brief historical context

Electronic commerce appeared as a ‘trade’ issue on the agenda of the WTO in 1998,*> when the US
tabled a proposal to make permanent the moratorium on customs duties on electronic
transmissions adopted at the 1° ministerial meeting in 1996. That was genuinely about trade.
Subsequent discussions at the General Council led to the adoption of a Work Programme on
Electronic Commerce in September 1998, to be conducted through the WTO’s committees on trade
in goods, trade in services, intellectual property, and trade and development.* The mandate defined
electronic commerce as the ‘production, distribution, marketing, sale or delivery of goods and
services by electronic means’. The Work Programme has been renewed at each ministerial

conference, without making significant progress on developing newrules.’

*General Council, ‘Global Electronic Commerce. Proposal by the United States’, WT/GC/W/78, 9 February 1998
*Work Programme on Electronic Commerce. Adopted by the General Council on 25 September 1998, WT/L/274, 30
September 1998, pursuant to the Ministerial Declaration on Global Electronic Commerce, adopted on 20 May 1998,
WT/MIN(98)/DEC/2.

®Jane Kelsey, ‘The development implications of TPP-style e-commerce rules for the GATS acquis’, 21:2 Journal of
International Economic Law 273-295



In parallel, e-commerce has incrementally become more prominent in free trade agreements (FTAs),
with US FTAs taking the lead.® Its scope has moved far from that early definition to now impose
disciplines on broad matters of internet governance, secrecy of source codes and algorithms,
offshore transfer and processing of data, spam, e-signatures for transactions, net neutrality and
access to the internet, and public telecommunications networks. These chapters are complemented

by more expansive chapters on trade in services, financial services and telecommunications.’

Chapter 14: Electronic Commerce in the Trans-Pacific Partnership Agreement (TPPA) 2016 set the
precedent and the basic template. Negotiations were contested, but within narrow US-defined
parameters. As a signal of discomfort, it was not agreed that some of all of the chapter would be
subject to dispute settlement until the end. The recently revised North American Free Trade
Agreement (NAFTA), the US Mexico Canada Agreement 2018 (USMCA), hosts the most
comprehensive ‘digital trade’ chapter to date,® eclipsing the TPPA. Japan has also become a leading
proponent. The Japan Mongolia Economic Partnership Agreement 2016 largely replicated the TPPA.
The final text of the EU Japan Economic Partnership Agreement that entered into force in January
2019 is almost as extensive, aside from the provision on cross-border data flows.” The European
Union has been developing its own model, different in form but substantially the same in substance,

aside from provisions on privacy of personal information.

There was never a leak of the TPPA e-commerce chapter. The first developed text that became
publicly available for analysis was a leak of the e-commerce proposals in the now moribund Trade in
Services Agreement (TiSA),"® which was based on the TPPA. It took several iterations of leaks and
quite extensive debate among academic, legal and technology experts to identify the key questions,
let alone the economic, social, cultural and regulatory implications.'* By that time the TPPA’s e-

commerce chapter had been concluded, with some safeguards inserted into the rules demanded by

®The pre-cursor to the TPPA was Chapter 15 of the US Korea Free Trade Agreement 2012, which covers electronic supply
of services (technological neutrality); non-discrimination and no customs duties on digital products; electronic
authentication and signatures; online consumer protection; paperless trading; principles of access to and use of the
Internet for electronic commerce; and cross-border information flows. The Australia US Free Trade Agreement 2005 did
not include access to and use of the Internet or cross-border information flows. Notably none of these FTAs included non-
disclosure of source code, which was a Japanese initiative in the TPPA.

" See similar proposals in TiSA, Jane Kelsey (2017), TiSA: Foul Play, UNI Global Union, Brussels: telecommunications 58-62,
111-124; financial services 125-133.

8The Chapter 19 provisions cover: 1. Definitions; 2. Scope and General Provisions; 3. Customs duties; 4. Non-discriminatory
treatment of digital products; 5. Domestic electronic transactions framework; 6 Electronic authentication and electronic
signatures; 7. Online consumer protection; 8. Personal Information Protection; 9. Paperless trading; 10. Principles on
access to and use of the Internet for digital trade; 11. Cross-border transfer of information by electronic means; 12.

Location of computing facilities; 13. Unsolicited commercial electronic communications; 14. Cooperation; 15.
Cybersecurity; 16. Source code; 17. Interactive computer services; 18. Open government data.

o Chapter 8, Section F, esp Article 8.81.

Wgee https://wikileaks.org/tisa/ecommerce/

" Jane Kelsey and Burcu Kilic, ‘Briefing on US TiSA Proposal on E-Commerce, Technology Transfer, Cross-Border Data
Flows and Net Neutrality’, 17 December 2014, <http://cdc-ccd.org/IMG/pdf/Briefing_on_TISA_E-Commerce_Final.pdf>
; Tamir Israel, Tisa Annex on Electronic Commerce, https://wikileaks.org/tisa/ecommerce/analysis/Analysis-TiSA-
Electronic-Commerce-Annex.pdf; Jane Kelsey (2017) TiSA: Foul Play, 33-46, 94-106
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the US and subsequently Japan.'? As the negotiations entered their end game, it was impossible to
generate an effective informed public debate to get the text reopened. Meanwhile, Japan was
vigorously promoting the same text through the RCEP, where it met stronger resistance. Not only
was China a party, but more information was available to inform developing countries especially of
the implications. Similar engagement was occurring internationally level, including through the trade
and development division of UNCTAD, and the South Centre in Geneva. In other words, the e-

commerce chapter in the TPPA slipped through largely unnoticed, but it is now highly contested.

New Zealand’s e-commerce obligations have followed a rapid trajectory. Elements such as paperless
trading, and electronic notifications and tendering, were dispersed through various chapters of the
Trans-Pacific Strategic Economic Partnership Agreement or ‘P-4’. The agreement with Thailand in
2005, and those with Hong Kong and with Australia and ASEAN in 2010, had electronic commerce
chapters,13 but the obligations were flexible and, aside from a moratorium on customs duties in the
Thai FTA, were not subject to dispute settlement. The TPPA was a massive step up in both substance
and enforceability. Since agreed to, it has become the new norm. The recent upgrade of the
agreement with Singapore (a party to CPTPP) is apparently incorporating the TPPA model, with
officials describing it as
an exemplar for subsequent efforts towards e-commerce trade liberalisation, including in
future FTA negotiations and within the World Trade Organization (WTO). Many “core”
components of the chapter are based on the CPTPP and consistent with New Zealand’s
standard approach ... **
The European Union (EU) has tabled an electronic commerce text in its negotiations with New
Zealand that takes a different form but covers the same ground,15 and includes a broad definition of
‘computer and related services’ the EU has been promoting for some years to update the

classification of those services that is used in the GATS.*®

New Zealand has also joined a breakaway minority of WTO Members who, unable to secure a
mandate for negotiations on e-commerce at the 11™ ministerial conference in December 2017,
announced their intention to pursue an agreement among themselves.”® During 2018 they held
several meetings in Geneva which were co-chaired by Australia, Singapore and Japan — all TPPA-11

parties. At a side-meeting at the World Economic Forum in Davos in February 2019, trade ministers

*“The e-commerce chapter was reportedly one of the first to be closed, in mid-2014.

13 Chapter 10 of each agreement.

" Pparker to Kelsey, 9 February 2018, page 9 of 20 para 47 (MFAT OIA)

> EU-New Zealand Free Trade Agreement, Title [ ] Digital Trade, 25 September 2018

18 Communication from the European Communities and their Member States, ‘Coverage of CPC 84 — Computer and Related
Services’, TN/S/W/6, S/CSC/W/35, 24 October 2002.

Y The Ministerial Statement only reaffirmed continuation of the moratorium on customs duties. WTO Ministerial
Conference, Eleventh Session, Buenos Aires, 10-13 December 2017, Work Programme on Electronic Commerce. Ministerial
Decision of 13 December 2017, WT/MIN(17)/65, 18 December 2017

B\WTO Ministerial Conference, Eleventh Session, Buenos Aires, 10-13 December 2017, Joint Statement on Electronic
Commerce, WT/MIN(17)/60, 13 December 2017



from over seventy countries™ reaffirmed their intention to launch negotiations for a plurilateral

agreement on electronic commerce.zo

The WTO move raises are many complexities, not least how they will conduct negotiations and
secure adoption of any agreement within the legal parameters of the Marrakesh Agreement.”
Pushing negotiations without a mandate and spurning the Doha round is also highly divisive, and
bound to have a further corrosive impact on an already fractured WTO — a crisis which New Zealand
has vowed to help fix, not exacerbate. Members from the global South are split.”> A group of Friends
of E-commerce for Development, including China, are promoting the new agenda with support from
well-funded think tanks and the divisions of UNCTAD on logistics and trade.”® Major developing
countries like the African group,? the group of Least Developed Countries, and India, supported by a
different UNCTAD department,” supported a continuation of the existing work programme. They
insist that digital industrialisation requires policy space and that the outstanding development
agenda from the Doha round must be addressed before any new issues are negotiated.”® China
decided at the last minute to sign on to this breakaway group, even though — or because - the TPPA
rules were ultimately targeted at China’s digital industrialisation and security strategies. The
Regional Comprehensive Economic Partnership (RCEP) negotiations show there are clear base lines
beyond which China will not go, including at the WTO. These are crucial questions, some of which

are addressed below.
The Meta-level: Wrong Arena, Wrong Agenda, Wrong Goals

E-commerce is shaping up to be the next battleground in the turbulent international trade law
arena. Much of the resistance mirrors the objections that have plunged the international investment
regime into a crisis of legitimacy — development asymmetries, ideological closure, pro-corporate
bias, industry capture, exclusion of affected interests from negotiations and disputes, fetters on
regulatory sovereignty, among others. But unlike foreign investment, the dynamic transformation of

the digital domain is rapid, unpredictable and harmful in as-yet-unforeseen ways, makingpolicy

Y This number includes the European Communities, plus all the EU Member States.

2 Joint Statement on Electronic Commerce, WT/L/1056, 25 January 2019

! Ravi Khanth, ‘Intention to launch e-com pluri talks announced at Davos’ Published in SUNS #8833 dated 28 January 2019;
Ckakravarthi Raghavan and Jomo Sundaram, ‘Beware Proposed E-Commerce Rules’, IPS News, 5 February 2019
http://www.ipsnews.net/2019/02/beware-proposed-e-commerce-rules/

2 5outh Centre, ‘The WTO's Discussions on Electronic Commerce’, SC/AN/TDP/2017/2, January 2017

BThe WTO lists the members as Argentina, Chile, China, Colombia, Costa Rica, Kazakhstan, Kenya, Mexico, Moldova,
Montenegro, Nigeria, Pakistan, Sri Lanka and Uruguay and the MIKTA group (Mexico, Indonesia, Korea, Turkey and
Australia); https://www.wto.org/english/thewto_e/minist_e/mcl11_e/briefing_notes_e/bfecom_e.htm. See also Second
Meeting of Friends for E-Commerce for Development Held in Argentina, Ministry of Commerce, People’s Republic of China,
12 December 2017, http://english.mofcom.gov.cn/article/newsrelease/significantnews/201712/20171202688768.shtml

** General Council, “Work Programme on Electronic Commerce. Communication from the African Group. Draft Ministerial
Decision on Electronic Commerce’, JOB/GC/155, 21 November 2017

%The Division on Globalization and Development Strategies. See South-South Digital Cooperation, a Regional Integration
Agenda, 2018, UNCTAD/GDS/ECIDC/2018/1, and the critique in the Trade and Development Report 2018, Chapter Il

% Ravi Khanth, ‘India rejects WTO push for new global e-commerce rules’, LiveMint, 17 October 2017,
https://www.livemint.com/Industry/tRCUKDsTGvnQUpVyVTLmhJ/India-rejects-WTO-push-for-new-global-ecommerce-
rules.html



http://www.ipsnews.net/2019/02/beware-proposed-e-commerce-rules/
http://www.wto.org/english/thewto_e/minist_e/mc11_e/briefing_notes_e/bfecom_e.htm
http://www.wto.org/english/thewto_e/minist_e/mc11_e/briefing_notes_e/bfecom_e.htm
http://www.wto.org/english/thewto_e/minist_e/mc11_e/briefing_notes_e/bfecom_e.htm
http://english.mofcom.gov.cn/article/newsrelease/significantnews/201712/20171202688768.shtml
http://www.livemint.com/Industry/tRCUKDsTGvnQUpVyVTLmhJ/India-rejects-WTO-push-for-new-global-ecommerce-
http://www.livemint.com/Industry/tRCUKDsTGvnQUpVyVTLmhJ/India-rejects-WTO-push-for-new-global-ecommerce-
http://www.livemint.com/Industry/tRCUKDsTGvnQUpVyVTLmhJ/India-rejects-WTO-push-for-new-global-ecommerce-

space all the more imperative. On top of this, there is a fraught history of moves in other
international institutions and multi-stakeholder forums to develop agreement, or at least principles,

on Internet regulation that have largely been blocked by the proponents of digital trade rules.

The advent of this new ‘trade’ agenda has been heavily contested from within and outside the
international trade regime. The issue has divided developing countries and development-oriented
international organisations. While proponents hail the potential for developing countries to leapfrog
the development divide,”” others warn that the proposed rules will deepen the development
asymmetry beyond the current digital divide and herald a new form of colonialism.?® These tensions

are evident in regional moves to develop e-commerce strategies and associated rules.”

The UNCTAD Trade and Development Report 2018 articulated why many developing countries are

opposed to e-commerce negotiations in the WTO:
Among the most critical additional policy challenge(s) is that of adopting competition and
regulatory frameworks to address potential adverse effects on market structure, innovation and
the distribution of gains from digitalization. The combination of network effects and rent-
seeking behaviour associated with the digitization of data that transcend borders, must also be
closely monitored and carefully managed. Accordingly, developing countries will need to
preserve, and possibly expand, their available policy space to effectively manage integration
into the global digital economy.*

The report goes on to caution against ‘a premature commitment by developing countries to trade

and investment rules driven by one-sided interests and with long-term impacts’. It recommends

instead the pursuit of South-South digital cooperation, including through their regional integration

agendas.? That critique contrasts with numerals panels at UNCTAD e-commerce week in 2017 and

2018 pushing for the launch of negotiations.*

Similar divisions are evident between internet governance and digital rights groups, on one hand
and the industry lobby and its allies on the other. The US industry has aggressively positioned itself

since the late 2000s, pressing a consistent set of demands through industry specific organisations,*

? Director-General Azevedo, Remarks at the Launch of WTO-eWTP-WEF Enabling E-commerce, 11 December 2017,
https://www.wto.org/english/news_e/spra_e/spra206_e.htm

%8 parminder Jeet Singh, ‘Digital Industrialisation in Developing Countries — A Review of the Business and Policy Landscape’,
IT for Change, December 2017, http://itforchange.net/digital-industrialisation-developing-countries-%E2%80%94-a-review-
of-business-and-policy-landscape

2 south-South Digital Cooperation, a Regional Integration Agenda, 2018, UNCTAD/GDS/ECIDC/2018/1,; Jane Kelsey, (2017)
The Risks for ASEAN of Mega-FTAs that Promote the Wrong Model of e-Commerce, Economic Research Institute for ASEAN
and East Asia (ERIA)

39 UNCTAD Trade and Development Report 2018. Power, Platforms and the Free Trade Delusion, UNCTAD/TDR/2018, 69
*!1bid, 70

2eor example, Catherine Saez, ‘Panel: E-commerce crucial for development, some eager to negotiate at WTO’, Intellectual
Property Watch, 18 April 2018, http://www.ip-watch.org/2018/04/18/panel-e-commerce-crucial-development-eager-
negotiate-wto/ ; see 2017: https://unctad.org/en/conferences/e-week2017/Pages/default.aspx; 2018:
https://unctad.org/en/conferences/e-week2018/pages/default.aspx?Ne=10,3,,

3An open letter dated 17 October 2016 was signed by seven groups: the Internet Association, Computer and
Communications Industry Association, Information Technology Industry Council, BSA/Software Alliance, ACT/The App
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and broader industry lobby groups. The massive influence of the Big Tech lobby on US trade strategy
since the late 2000s** was evidenced in the USTR’s ‘digital 2 dozen’ principles® and codified in the
TPPA.* The deputy USTR responsible for e-commerce had spent the previous 23 years as chief
executive of the Software Alliance (BSA). The tech lobby made up fully one-third of the corporate
members of ‘Team TiSA’, hosted by the Coalition of Services Industries (which includes Business NZ).
*’The industry was very active in many guises during the Davos 2019 meeting, where the ‘fourth

industrial revolution’ was the theme. *

The digital rights groups object that these rules extend far beyond ‘trade’ or even electronic
commerce in scope, involving matters of Internet governance and the rules that govern the digital
domain, and should not be made in a trade liberalisation arena. An international coalition of digital
rights groups, calling itself JustNet,*® rejected the intention announced at Davos to develop e-
commerce rules through the WTO and FTAs ‘a global blue-print of a whole new digital social order
which is a form of neo-colonialism that will favour only big business and not ordinary citizens
anywhere’. They called out the hypocrisy of those who were advocating a binding e-commerce
agreement at the WTO, but who long rejected the development of binding intergovernmental
agreements for these matters and blocked initiatives in international organisations with more
relevant mandates, such as the International Telecommunications Union (ITU).* These same
governments who once insisted that all discussions on Internet governance must take place in multi-
stakeholder forums were now proposing ‘closed and non-transparent pluri-lateral

intergovernmental discussions (with business lobbying encouraged)’.

Their statement invoked the Tunis Agenda for the Information Society, agreed at the ITU’s World
Summit on the Information Society in 2005, for ‘enhanced cooperation in the future, to enable
governments, on an equal footing, to carry out their roles and responsibilities, in international public
policy issues pertaining to the Internet, but not in day-to-day technical and operational matters, that
do not impact on international public policy issues’.** That would not happen in the WTO. They

called instead for a new UN based global mechanism to pursue the Tunis mandate, whichwas

Association, Consumer Technology Association, https://internetassociation.org/tisal01716/. Another open letter from the
Internet Association to Hon Robert Lighthizer was dated 16 May 2017, https://cdnl.internetassociation.org/wp-
content/uploads/2017/05/Lighthizer-Letter-5.16.pdf.

** Jane Kelsey, TiSA: Foul Play, 16-21

3 USTR, The Digital 2 Dozen, 13 April 2016, https://ustr.gov/sites/default/files/Digital-2-Dozen-Final.pdf

% Nick Deardon, Press Statement, Global Justice Now, 25 January 2019,
https://www.globaljustice.org.uk/blog/2019/jan/25/big-tech-should-be-taxed-and-regulated-%E2%80%93-davos-elite-
wants-give-amazon-and-facebook

¥ The website, hosted on the Coalition of Services Industries’ website, is defunct. The membership is analysed in Kelsey,
TiSA: Foul Play, 20, Table 2.2.

*®Brad Stone, ‘Stuck in a Trade War, Tech Pitches Davos on Innovation’, Bloomberg, 25 January 2019,
https://www.bloomberg.com/news/articles/2019-01-24/tech-optimism-at-davos-tempered-by-trade-anxiety-and-
regulation

% JustNet Coalition Statement on the Hypocrisy of Proposed Internet and Data Governance in the Name of E-Commerce
Rules, January 2019 https://justnetcoalition.org/2019/WEF and e-com_hypocrisy.pdf

“®Richard Hill (2013) The New International Telecommunications Regulations and the Internet: A Commentary and
Legislative History, Schulthess/Springer: New York

“ http://www.itu.int/net/wsis/docs2/tunis/off/6revl.html, Para 69
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‘languishing due to stone-walling by the very governments that now plan to undertake Internet

governance at closed inter-governmental forums involving select governments or at the WTQO'.

Another significant group of stakeholders, the Trans-Atlantic Consumer Alliance led by Consumers
International, insists any international discussion on digital trade must be transparent, open and
inclusive; puts consumer interests at the centre; and recognises that topics such as cybersecurity,
internet of things, artificial intelligence, net neutrality and data protection do not belong in trade
agreements.*”” The rationale for the new ‘trade’ agenda has also been questioned from the ‘right’.
Simon Lester for Cato Institute obligations noted TPPA rules on online consumer protection and
spam ‘are not about reducing trade barriers, but rather about encouraging governments to adopt

particular domestic policies’, then asked what they were actually intended todo?*

The e-commerce agenda has also generated a broader civil society campaign. The international
movement of trade unions and non-government organisations have long criticised free trade and
investment agreements as partisans of capital that fuel inequalities and work for the 1%. Big Tech is
the latest iteration. Post-Davos, civil society groups warned that ‘threats to economic sovereignty ...
will be greatly amplified if the rapidly evolving digital economic space is governed by rules that were
developed by transnational corporations (TNCs) for their own profit-making around the world.”** The
International Trade Union Congress stressed the need to safeguard governments’ space to regulate
as the tech giants consolidate their power: ‘Algorithmic bias, workplace surveillance, electronic
union blacklisting are realities and workers need their governments to protect them. We must not
allow for a future in which working people’s ability to hold the giants of the digital economy

accountable is limited by trade agreements. Our governments must have full powertoregulate.”*®

These challenges are overlaid by rising geo-political and strategic tensions, being played out in both
the digital and trade arenas between the US and China as the old and new hegemons.* China’s
aggressive digital strategy challenges the technological and commercial dominance of US and
European states and the first mover benefits of their tech-related industries. The recent moves by
the Five Eyes governments and their allies to exclude Huawei commercially and operationally from

the telecommunications networks is accelerating these tensions.*” Digital trade rules are seen asa

*Trans-Atlantic Consumer Dialogue (TACD) Resolution on Digital Trade, 28 January 2019,
http://tacd.org/tacd-urges-wto-negotiators-not-to-interfere-with-digital-rights

* Simon Lester, ‘What are trade rules on e-commerce supposed to do?’, World Trade Law Blog, 27 January 2019,
https://worldtradelaw.typepad.com/ielpblog/2019/01/what-are-trade-rules-on-e-commerce-supposed-to-do.html

4 «Civil society calls on governments to reject WTO e-commerce talks’, 25 January 2019,
https://www.downtoearth.org.in/news/economy/civil-society-calls-on-govts-to-reject-wto-e-commerce-talks-62968

** International Trade Union Congress ‘ “E-commerce” push at WTO threatens to undermine labour standards’, 25 January
2019, https://www.ituc-csi.org/e-commerce-push-at-wto-undermines-workers

*®Jane Kelsey, ‘The Trans-Pacific Partnership Agreement and The Regional Comprehensive Economic Partnership: a
battleground for competing hegemons?’, M. Perry (ed) Perspectives on Free Trade: Hegemony or Harmony, New York:
Springer, 11-34; Henry Gao (2018), ‘Digital or Trade? The Contrasting Approaches of China and the US to Digital Trade’,
21:2 Journal of International Economic Law 297-321

* Nick Beams, “’Five Eyes” Intelligence Agencies Behind Drive Against Chinese Telecom Giant Huawei’, Global Research, 14
December 2018, https://www.globalresearch.ca/five-eyes-intelligence-agencies-behind-drive-against-chinese-telecom-
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means of accessing the massive Chinese market on their own terms and neutralising Chinese
competition in third countries - China was the ultimate, although not only, target of the TPPA’s e-
commerce rules. This context also explains China’s decision to join the breakaway negotiations at
the WTO, and why it will never agree to a TPPA-style outcome there, in the RCEP or any other

negotiation.

Despite the focus on inter-state tension, the oligopoly of the private tech giants poses an equally
fraught foreign policy and national security challenge. The risks of global cyber-warfare, and the
abuses of data and technology, and covert political interference, span the tech giants, foreign states

and private actors.

There is a common misconception that security concerns can be set aside because international
trade agreements give states a self-judging right to breach their trade obligations on the grounds of
national security. To date, the cyber-security provisions in e-commerce texts contain minimalist
promises of cooperation.®® The national security exception is based on Article XIVbis of the GATS,
which is in turn based on Article XXI of the General Agreement on Tariffs and Trade 1944 (GATT).
There is some scholarly dissension over whether objective tests might be applied to its self-judging
elements.* Much less attention is paid to fact there is a closed list of criteria on which governments
can rely. These are essentially procurement to provision a military establishment; actions related to
nuclear materials; war or ‘another emergency in international relations’; or pursuit of obligations
under the UN charter for the maintenance of international peace and security. States taking
retaliatory or pre-emptive action, for example in requiring disclosure of source codes or use of local
computing facilities and servers, may struggle to establish that they are responding to an

‘emergency in international relations’, which the term ‘another’ implies is of severity akin to awar.

The TPPA and USMCA have recognised and resolved this problem by replacing the old provision with
a simple carve-out that gives states carte blanche to invoke national security as a reason for non-
compliance with the agreement, including the e-commerce rules.” Presumably they would want the
same in the WTO, for their own defensive reasons — something similar was proposed by the US,

Australia, Pakistan and Mauritius for the e-commerce annex in TiSA>" - but that would require

giant-huawei/5662933; Fran O’Sullivan, ‘Power of the Five Eyes in Huawei Ban’, New Zealand Herald, 19 December 2018,
https://www.nzherald.co.nz/business/news/article.cfm?c_id=3&objectid=12179007

*® Eg TPPA Article 14.16, and USMCA Article 19.15

49 Akande, D. and Williams, S. (2003) ‘International Adjudication on National Security Issues: What Role for the WTO?’,
Virginia Journal of International Law, 43: 365-404; Hahn, M.J. (1991) ‘Vital Interests and the Law of GATT: An analysis of
GATT'’s security exception’, Michigan Journal of International Law, 12: 558-620; Zillman, D.N. (1994) ‘Energy Trade and the
National Security Exception to the GATT’, Journal of Energy and Natural Resources Law, 12: 117-27; Cann, W.A. (2001)
‘Creating Standards and Accountability for the Use of the WTO Security Exception: Reducing the role of power-based
relations and establishing a new balance between sovereignty and multilateralism’, Yale Journal of International Law, 26:
413-85.

**TPPA Article 29.2; USMCA Article 32.2

SlTiSA, Annex on Electronic Commerce, July 2016, Article 13
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acceptance of separate chapter or amendments to the GATS. However, that sweeping provision

would be available to any signatory to the agreement, including China!
The Straitjacket of the Trade Paradigm

That overview of meta-level issues indicates some of the reasons why the recent negotiation of
digital trade rules is so controversial. The mesa-level question is how the choice of the trade arena
frames and constrains digital governance rules. In particular, are trade ministers, officials and
negotiators sufficiently aware of the implications of these new rules for the government’s ability to
regulate the digital domain in the future, and if they are, do the parameters and priorities of trade
negotiations ensure they are giving them sufficient weight? Further, does the secrecy that has
enveloped negotiations, especially the TPPA, preclude consideration of the broader ramifications

and testing of the advice provided by and to officials in theshadows?

The sweeping catchment of rules in e-commerce chapters mirrors that of trade in services: the
disciplines apply to measures, defined inclusively as any law, regulation, procedure, requirement, or
practice,” that already exist or are adopted in the future by a Party that affect trade by electronic
means.>® As Simon Lester of the Cato Institute observed, the rules may apply to general policies, not
just to trans-border activities. Likewise, the requirement of unfettered transfer of information across
borders applies ‘where the activity is for the conduct of a business’>*, and is agnostic about the value

or otherwise of that business.

A trade paradigm privileges market and commercial considerations over other factors. New
Zealand’s policy briefs on e-commerce were consistently framed in economic terms of contributing
to economic growth, and avoiding or minimising barriers to its use and development.” The TiSA
consultation document on e-commerce asked submitters only to identify barriers, restrictions,

burdens, and risks from an industry perspective.*

Competing public policy priorities, other
economic, social, cultural or considerations, and constitutional, indigenous, human rights and
international treaty obligations are not just subordinated in the consultation process, they are
invisible. Where they do appear in other documents, they follow a template of safeguards,
exceptions and defences that are subject to formulaic chapeaux and contingent language, such as
‘necessary’, ‘legitimate public policy objectives’ and ‘arbitrary or unjustifiable discrimination’, whose
meaning is derived through a trade-liberalisation lens. For example, New Zealand’s approach to TiSA
was to facilitate trade by seeking rules that support information technology services trade and

restrict ‘trade protectionist’ rules, while ensuring that exporters can deliver in the manner oftheir

>*TPPA Article 1.3

>TPPA Article 14.2.2

**TPPA Article 14.11.2

>Tpp Negotiating Mandate, 9 September 2010; ‘Trans-Pacific Partnership: Updated Mandates, 31 March 2012 (MFAT OIA)
*® Information technology services and agreements on services trade, 8 March 2016, (MFAT OIA)
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choosing, and ‘future proofing’ in a fast-moving area by seeking flexibility to respond to ‘legitimate

public policy issues’.”’

The driving presumption of trade liberalisation militates against the protection of policy space to re-
regulate in a more restrictive way. When converting into legal text, it is rare to find policy space
preserved for the future; concessions like non-conforming measures for services and investment
chapters apply only to some provisions, may apply a standstill and ratchet, and are heavily
negotiated. General exceptions apply only to certain public policy objectives (for example, not
explicitly to labour or human rights), most are subject to a necessity test, and all are governed by the
chapeau. It is rare for officials to point out to lay people, including ministers and the public, that the

ordinary meaning of these words is constrained by trade jurisprudence.

The National Interest Analysis was required to address advantages and disadvantages of the
ecommerce chapter. It extolled the potential for e-commerce to generate economic growth and
development, while offering no evidence that the new rules would bring any tangible economic
benefit to New Zealand firms.”® On the disadvantages, it downplayed new obligations. While
acknowledging there were new areas that went beyond the ‘specifically trade’ focus of New
Zealand’s earlier agreements, it portraying them as consistent with internationally developed
frameworks and reciting the bland assurances on legitimate public policy, consistency with
international model frameworks, and supporting consumer confidence.> Potential impacts on the
creative sector of non-discrimination on digital products (not dealt with in this paper) were glossed
over. There was no explicit reference to rights to transfer information offshore until the more
detailed discussion later in the NIA.®° These are omissions which technical experts can fault, but no
general reader or even person from the sector would know. Further on, there are unsubstantiated
claims that the chapter is expected to support New Zealand’s digital culture, with an assurance that
the government has secured current policy settings. These assertions can be made with complete

confidence that even if they are exposed there will benoconsequence.

More frank exchanges may occur between officials — for example, a privacy official’s record of
advice from MFAT, although heavily redacted, appears to show a reservation that ‘arbitrators are

too quick to find’ arbitrary or unjustifiable discrimination, a standard term inthechapeau.®

Very rarely, there may be genuine carve-outs, but even here the scope needs to be read very closely

— for example, an exclusion for ‘government procurement’ in an e-commerce chapter may only

>’ Information technology services and agreements on services trade, 8 March 2016

*8 Trans-Pacific Partnership National Interest Analysis, 25 January 2016, 66-68, 169-71, 258-
59 MFAT, CPTPP National Interest Analysis, February 2018, 50-52

% Trans-Pacific Partnership National Interest Analysis, 25 January 2016, 170

> Noted in Blair Stewart to Marie Shroff, 13 August 2013, Released under the Official Information Act 1982 on 31 January
2019 (Privacy Commissioner OIA)
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apply to the procurement process, not to the substance and terms of performing the contract.®
Does the exclusion for ‘Information held or processed by or on behalf of a Party, or measures related
to such information, including measures related to its collection’® extend to requirements relating
to information made by central or local government under statutes, by-laws or other measures, but

are not on their behalf?

The liberalisation presumption commonly informs governments’ negotiating mandates, which set
current policy and regulatory settings as the base line. The possibility that governments may need to
regulate in ways that impose new constraints on commercial interests is rarely considered. The
implications of a standstill are reasonably predictable for goods, although questionable for policies
like country of origin labelling or alcohol health warnings. Applying a regulatory status quo to
government procurement or investment is more controversial, but the constraints and
consequences are still largely foreseeable. For governments to bind themselves to current
regulatory and policy settings for digital technologies, products and related services, especially cross-

border services, is reckless.

New Zealand’s negotiating mandate for the TPPA on e-commerce began in September 2010 as
‘consistent with current policy settings’ and ‘we should resist the inclusion of provisions that go
beyond our current policy settings’.** However, there was mandate creep even within that framing.
By March 2012 they were ‘working to keep within current policy settings’, with a redaction that
presumably put a caveat on that.®> A year later there was concern about the breadth of the
provision banning requirements to use local computer facilities, including servers, because the
‘possible future applications and public policy dimensions remain unclear’.®® Two months later,
officials were signalling issues where outcomes could fall outside current mandates and where New
Zealand would need to signal flexibilities (details redacted). As the e-commerce negotiations
intensified in September 2013 work on ‘newer and more controversial proposals’ on cross-border
transfer of information, location of computing facilities, and non-discriminatory treatment of digital
products was proving complex, due to their cross-cutting nature and different regulatory approaches
of countries. None, as then drafted, ‘were identified as requiring any changes to New Zealand’s
applicable regulatory settings’. Some issues remained for the chief negotiators. Other topics, notably

e-signatures, are so heavily redacted that | am unable to tell what wasdiscussed.

The function of trade officials also needs to be de-constructed in a de-personalised way. Their

inclination, training and mandates are to bring negotiations to a successful conclusion, with

2TPPA Art 14.2.3(a) needs to be read in light of the Article 1.3 definition that is confined to the ‘process’ of obtaining
goods or services for governmental purposes, and with a view to commercial sale or re-sale or use in production of goods
or services for sale or re-sale — concepts which are undefined.

> TPPA Art 14.2.3(b)

* “TPP Negotiating Mandate’, 9 September 2010, 14 and 22 (MFAT OIA)

8 Cabinet Economic Growth and Infrastructure Committee, ‘Trans-Pacific Partnership: Updated Mandates’, 31 March
2012, para 7 (MFAT OIA)

8 ‘E-commerce: Issues Outstanding on Draft Articles 12 and 14’, 5 May 2013 (MFAT OIA)
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concessions and trade-offs that reflect the relative power of individual countries and alliances and
the significance of the issue vis-a-vis others of greater or lesser importance. The officials can only
operate within the scope of negotiations agreed to at a political level on the advice of senior trade
officials. As negotiations roll, their options are necessarily couched in trade concepts and legal
terminology, however inappropriate that may be to the matters at hand. When they communicate
with outsiders who oppose elements of that agenda, and sometimes ministries whose mandates
require primacy to other policy objectives, they necessarily talk past each other, unless the latter are

prepared to accommodate to the trade liberalisation paradigm.

Negotiators themselves are often stuck in chapter silos where they are not privy to or do not
understand the cross-cutting implications of different chapters, or have a technical function to
ensure legal consistency and coherence across the entire text. Turnover of officials and parallel
negotiations adds to incoherence and loss of institutional knowledge. It was disturbing to read one
communication on the TiSA e-commerce rules in September 2015 that said: ‘what we need to begin
doing is to build up our understanding of the proposals as they relate to our domestic policy
settings, and to work out whether there are any potential fishhooks for us’ — followed by

redactions.®’

Institutional relationships reflect the hierarchy of trade ministry and like-minded economic
ministries over others, aside from peak agencies such as the Department of Prime Minister and
Cabinet and possibly Treasury and the Reserve Bank. Sectoral or subject ministries and outside
agencies are at particular disadvantage, suffering from a knowledge deficit on trade concepts and

language, as well as being bit players in broader negotiations.

These problems are seriously exacerbated by the undemocratic, usually secretive, approach to trade
negotiations, to which industry lobbyists have privileged access.®® Even after the fact it has proved
impossible for me to access the substantive advice provided by and to MFAT on e-commerce
negotiations in the TPPA and TiSA. The request made in November 2017 was finally responded to in
June 2018. The request for review of that has been with the Ombudsman since July 2018 and | have
been told not to expect a draft response to respond to until March 2019. Under the Official
Information Act it is impossible to seek judicial review of the original response until the

Ombudsman’s review is complete.

Micro-level: Three examples of how this played out

(i) Source code

%7 Email from TND to various agencies, all redacted, subject: Re: Trade in Services Agreement: Proposals on Local Content,
Local Technology and Cross Border Data Flows’, 3 September 2015 (MFAT OIA)

B ror example, an email from MBIE to MFAT dated 21 September 2015 noted that MFAT met with InternetNZ, IITP, and
TechNZ met with MFAT on the TPPA. (MFAT OIA)
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Source code is the version of software that is written in programming language that humans can
read which is then transformed into a machine code that can be understood by a computer.Article
14.17 of the TPPA imposes a sweeping ban on requirements to disclose sourcecode:

(1) No Party shall require the transfer of, or access to, source code of software owned by a
person of another Party, as a condition for the import, distribution, sale or use of such
software, or of products containing such software, in itsterritory.

Japan tabled this proposal, not the US, so it did not appear until after Japan joined the negotiations
after the July 2013 round. This is fundamentally a trade secrets provision that belongs to the
intellectual property chapter. It has been suggested that it appeared in the e-commerce chapter
because intellectual property negotiators would never have agreed.®® By this time the e-commerce
text was largely concluded, aside from several key issues. The proposal was discussed at the

ministerial meeting in February 2014.

The ban applies to mass-market software of products or products containing such software. That
includes coding platforms like Microsoft’s GitHub, smart products like refrigerators, fit bits, baby
monitors or cars, and software for checking safety and emissions (as in the Volkswagon software
emissions scandal in 2015). All raise issues of consumer protection, human rights, privacy and
competition. There is serious concern that the ban prevents relevant regulatory authorities from
requiring disclosure of course code to ascertain compliance with national laws. The EU-Japan FTA
made an inept response to this by inserting an exception for ‘requirements by a court,
administrative tribunal or competition authority to remedy a violation of competition law’, but not
for an investigation to establish a violation.”” NAFTA-Il addressed the issue directly after it was
pointed out to US negotiators by preserving the ability of a regulatory body or judicial authority to
require that a source code or algorithm is made available for an investigation or judicial proceeding,
subject to safeguards against unauthorised disclosure.”* Matters other than competition, such as a

breach of anti-discrimination laws, would need to rely on the generalexceptions.

At the time of the TPPA’s release, it was unclear whether source codes included the algorithms that
they communicate. The US later specified algorithms’? in the equivalent provision in the USMCA, so
makes it possible to argue it is not covered in TPPA, depending on the travaux. Once algorithms are
included, the implications of the ban are huge. It would apply to practises like targeted advertising,
dynamic pricing, race and class profiling, employee surveillance, psychometric testing, insurance risk

assessments, and much more.

The MFAT documents reveal no discussion of these implications during the TPPA negotiations. When

briefing the incoming Minister in December 2017, officials assured him that the source code ban

69 . o . . . .
Private communication with a senior negotiator, not from New Zealand.

70Agreement between the European Union and Japan for an Economic Partnership, entered into force on 1 February 2019,
Article 8.73
"L USMCA, Article 19.16.2

"2 Defined in USMCA Article 19.1 simply as ‘a defined sequence of steps, taken to solve a problem or obtain a result’.
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‘would be subject to the same exceptions (including policy space carveouts) as New Zealand’s

services and investment commitments.’”

That doubtless sounded reassuring, but the negative lists
of non-conforming measures for services and investment do not technically transpose to this
provision, and if they did may be subject to a standstill and ratchet. Whether the officials do not
understand the technicalities, they actually believe what they say, or they knowingly provide false
assurance, makes no difference; these statements mislead. The briefing noted that the government
could preserve additional policy space by legislating before the CPTPP comes into force, where there
is a link to the domestic regime or where the NCM was subject to a standstill or ratchet, but officials
did not consider ‘that any of this limited subset of commitments is likely to meaningfully affect the

above commitments’. | have no idea what that means, and the next two paragraphswereredacted.

The MFAT documents did address two issues on source code. The first related to the common
practice of putting source code into escrow, a practice that is governed by contract and protected in
the final provision’””. The second was an exclusion for access to source code on ‘critical
infrastructure’. The final text has a carveout for ‘software used for critical infrastructure’. However,
critical infrastructure was deliberately not defined. Any dispute would refer to the travaux, but that
is only available to the parties. It is clear that the computer-based control systems for services like
transportation, electricity and telecommunications would be covered. At one stage MFAT officials

suggested banking was accepted as critical infrastructure,” but there are no additional examples.

The US Department of Homeland Security defines 16 ‘critical infrastructure’ sectors whose
‘incapacitation or destruction would have a debilitating effect on security, national economic
security, national public health or safety, or any combination thereof’.”® These sectors are chemical,
communications, commercial facilities, critical manufacturing, dams, defence industrial base,
emergency services, energy, financial, food and agriculture, government facilities, healthcare and
public health, information technology, nuclear reactors, materials and waste, transportation, and
water and wastewater systems. However, the focus on infrastructure may be problematic. For
example, the US definition does not, on its face, extend to voting software. While government
procurement is excluded from the chapter, that definition applies only to processes of procurement;
it is unclear whether it would protect contractual requirements. Voting software procured by non-

government agencies would not be protected.

Subsequently, officials advised the new Minister in finalising the SNZCEP upgrade, that ‘the provision
is subject to sufficient safeguards, such as not applying to instances where government is itself
procuring software. The policy constraint it imposes is not a concern in relation to future regulation

in New Zealand.””” The next paragraph is redacted.

> Trade Negotiations Division of MFAT, December 2017, p.2 (find in OIA response)

" TPPA Article 14.17.3(a)

7> Email MBIE to TND, Re: E-Commerce [redacted] proposals, 22 October 2013 MFAT (MFAT OIA)

7% US Presidential Policy Directive 21 (PPD-21): Critical Infrastructure Security and Resilience, 12 February 2013
77 SNZCEP Upgrade Closing Mandate (undated), para 51, (MFAT OIA)
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Cross-border information flows and privacy

Data transfers: It recognised the Law Commission’s review of privacy ‘might recommend the kind of
barriers the US doesn’t like’, even though they were still modest and targeted.”®

The privacy provision in the e-commerce chapter of TPPA is Article 14.8 Personal Information
protection. It requires Parties to have a national legal framework for protection of personal
information of users of e-commerce, but there is no minimum standard.”® Parties ‘should’ take into
account principles and guidelines of relevant international bodies. A footnote to that provision says
this obligation might be met through voluntary undertakings by commercial firms operating from
offshore, including digital platform like Facebook.® If data is being held offshore there is no

guarantee of what privacy rules might apply.

Official Information Act documents provided by the Privacy Commission reveal important insights
into how different agencies view this outcome,®' especially when read alongside the MFAT release. A
Commission official clearly articulated to his counterpart in MFAT the paradigmatic conflict between
the ‘human rights motivation predominantly in the Council of Europe and UN and to a lesser extent
in OECD and EU, with economic and trade considerations predominating in OECD, EU and APEC’.# In
the context of TPPA negotiations, the former necessarily gave way to the latter: a common position
whereby a country that meets baseline requirements should not put barriers in the way of data
flows would, in reality, be constrained by the trade paradigm. The official was clear from the start
that ‘detailed, clear or enforceable data protection rules were not on the TPP agenda’.®
Nevertheless, his early position assumed there should be an equivalence between the treatment of
privacy and data flows: if there is no strong primary obligation for a domestic privacy framework in a
country, then the discouragement of cross-border barriers should be ‘expressed in a very mild
way’.®

The obligation/exception structure of such provisions would not allow for that. As importantly, nor
would the power asymmetry of e-commerce negotiations in which the US was the sole demandeur,
until Japan joined in mid-2013. New Zealand and others with concerns over privacy were negotiating
from the US text, and proposing defensive positions, knowing there would need to be trade-offs to
finalise the overall deal. The potential landing zone for ‘common ground’ on privacy was somewhere

between the original US demand to remove all ‘barriers to cross border data flows’ with no

78 Blair Stewart (Privacy Commission) to Paula Wilson (MFAT), 19 April 2011 (Privacy Commissioner OIA)

7 TPPA Article 14.8.

%0 TPPA Article 14.8 fn 6.

8l Privacy Commissioner to Jane Kelsey, Response to Request under the Official Information Act 1982, 31 January 20190IA
(Privacy Commissioner OIA)

8 Memorandum from Paula Wilson (MFAT) to Blair Stewart (Privacy Commission), ‘E-commerce: Privacy Issues — TPP’, 31
May 2011, 2 (Privacy Commissioner OIA)

8 bid, 9 (Privacy Commissioner OIA)

8 Ibid, 11, (Privacy Commissioner OIA) also OIA16
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corresponding privacy framework, and Australia and New Zealand seeking safeguards that followed
the standard form of exceptions — subjective language of ‘legitimate’ public policy objectives, no
arbitrary or unjustifiable discrimination or disguised barriers to trade, and a necessity test, to be
pleaded as a defence. The US played hardball throughout the negotiations. It was considered to be
huge progress when the US took a ‘more accommodating’ stance as negotiations on the chapter

were almost complete, and acknowledged that safeguards generated trust in e-commerce.®

Another reminder of the importance of perspective was a query on the application of the rules to
information transfers ‘carried out in connection with a covered person’s business’. From a privacy
perspective this was seen as ‘extraordinarily vague and wide’, giving special rights to businesses
above other interests: “What is so significant in the public interest to allow for transfers connected
with a business? ... A person’s business can range from the unremarkable and socially useful right

'8 The trade officials

through to the practices that many societies would find quite abhorrent.
rationalised the reference to ‘conduct of business’ (the final wording®’) as keeping the phrase within

the scope of the agreement.®

The documents also illustrate the hierarchical interplay of ministries, and the relative impotence of
subordinate ministries to influence the potential fallout. As the Ministry responsible, MFAT decided
who would be consulted, when, shown what documents, and what was done with the advice. After
several months of ad hoc discussions with MFAT in 2010, the privacy official being consulted advised
the Commissioner he had :
... raised explicitly the question of providing a formal position from the Privacy Commissioner
on the document. | did this because the consultation to date had been fairly informal but, on
the basis of the drafting | had now seen, | was somewhat worried that the TPP negotiations
could turn out to be a very bad deal for privacy interests. In particular it seems to me that [the
US] may try to require participant economies to forego the right to block cross-border data
flows for reasons of privacy, but without any corresponding guarantee that there would be any
privacy protections in place in the receiving economy. This seemed to me to be a perverse
position to take in terms of a trade agreement trying to establish trust to promote e-
commerce.®’
That memorandum, and two similar documents, were not in the bundle released to me by MFAT

under the Official Information Act.

The Privacy Commission official astutely observed that words are not what they at first seem: closer

inspection of proposed wording ‘revealed that it is not simply an endorsement of privacy protection

¥ Blair Stewart to Marie Shroff, 13 August 2013 (Privacy Commissioner OIA)

& paula Wilson (MFAT) to Blair Stewart (Privacy Commission) 31 May 2011, 2 (Privacy Commissioner OIA); similarly Blair
Stewart (Privacy Commission) to Michelle Slade (MFAT), 5 December 2012, heavily redacted, (Privacy Commissioner OIA)
¥ TppA, Article 14.11.2

# Blair Stewart to Marie Shroff, 13 August 2013 (Privacy Commissioner OIA)

8 Blair Stewart to Marie Shroff, 1 June 2011 (Privacy Commissioner OIA)
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as much as a limitation on privacy protection’.”’ Likewise, the commitment for each Party to have a
‘legal framework’ for privacy would still allow a range of appreciation, including industry self-
regulation schemes backed by contract law” - as, indeed, the final TPPA provision explicitly allows.”
Further, the proposal that each party merely protects data ‘in a manner it considers appropriate and
necessary’ was ‘problematic’, ‘vague’, and ‘potentially very weak’, because it anticipated countries
deciding for themselves what standards are appropriate and expect others to respect that decision.
Not knowing the standard of protection being offered was ‘a blind trust, rather than rational trust’.
Including such terms would lead external stakeholders to look very cynically and suspiciously on the

TPP agreement.”® While that wording was not retained, that remains the effect of the article.

Non-trade officials are dependent on the information and legal analysis provided to them, for
example on the framing of the ‘safeguard’ around the standard chapeau in the exceptions and a
necessity test. Equally, terms like ‘legitimate public policy objectives’ and ‘proportionality’ (aka a
necessity test) that appear in other international documents seem reassuring®®; yet they have quite
different meanings when viewed from the perspective of a trade panel and through the lens of a
human right to privacy. A more positive example cited earlier appears to show a reservation that
‘arbitrators are too quick to find’ arbitrary or unjustifiable discrimination.” In another internal
communication, the official said his concerns tended to lie in another area, on which he lacked
expertise.”® What that topic was is totally redacted. It might have been ISDS, or financial services

and/or data flows, or something else, but it is impossible to know.

Elsewhere, the official noted the suggestion that another part of TPP dealt with privacy or personal
information, and his response might be quite different depending on how that other party
proceeds.” It seems that provision had not been provided. That might refer to the sub-paragraph on
privacy in the general exception, transposed from GATS Article XIV into the e-commerce chapter,*®
and which would be relied on if the safeguards in Article 14.8 were deemed not to apply. | can see
no explanation of the exception or its severe limitations. For the exception to provide a defence, the
impugned privacy measure must not only be implementing legislation that is itself compliant with
the entire TPPA, including the e-commerce chapter, but it is also subject to a necessity test, meaning
the approach adopted must impose the least burden on the affected commercial interests of the
options that are reasonably available to the government, and is subject to the standard chapeau
that it not constitute unreasonable or unjustifiable discrimination or a disguised restriction on trade

to the benefit of local firms.

% Blair Stewart (Privacy Commission) to Paula Wilson (MFAT), 22 June 2011, 2 (Privacy Commissioner OIA)
1 Blair Stewart (Privacy Commission) to Paula Wilson (MFAT), 31 May 2011, 3 (Privacy Commissioner OIA)

2. TPPA Article 14.8.2 fn 6
Blair Stewart (Privacy Commission) to Paula Wilson (MFAT), 31 May 2011, 3 (Privacy Commissioner OIA)

% Blair Stewart (Privacy Commission) to Michelle Slade (MFAT), 5 December 2012, 3 (Privacy Commissioner OIA)
% Noted in Blair Stewart to Marie Shroff, 13 August 2013, (Privacy Commissioner OIA)

% Blair Stewart to John Edwards (Privacy Commissioner) 13 January 2016 (Privacy Commissioner OIA)

% Blair Stewart (Privacy Commission) to Paula Wilson (MFAT), 22 June 2011, 4 (Privacy Commissioner OIA)

8 TPPA Article 29.1.3 importing GATS Article XIV(c).
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The Privacy Commission has its own constituency and stakeholders with whom it needs to maintain
a long-term relationship, and statutory independence from government policy. It was acutely aware
that TPPA rules could become publicly controversial and urged MFAT to recognise the potential
fallout. The private view of the Commission’s expert was quite sceptical of the privacy protections.
But it publicly aligned itself with the government’s position. It wrote only two blogs on the TPPA and
privacy, right at the end of the negotiations, providing bland information from the ministerial
statement and the text.”® The section on privacy in the National Interest Analysis raised no flags."® A
carefully crafted statement on the CPTPP ran the government line that significant changes had been
made in the revised agreement — which was irrelevant to the privacy mandate — although there

were no changes in the privacy area.’®

Other internal communications reveal a different assessment. The Commission official anticipated
mistrust from stakeholders, citing a critique by Australia’s former deputy privacy commissioner Nigel
By the end

of negotiations, the Commissioner’s briefing to the Minister of Justice said ‘we have been

Waters of the APEC rules that New Zealand and others were using as reference points.'%*

encouraged by the gradual shift over many rounds of negotiations to an end point that is looking
more supportable than earlier proposals’; however, the paragraph on public concerns was largely

d.'® An internal email in January 2016 on a critical article on the TPP on privacy'® was more

redacte
direct:
| don’t have any concluded view on TPP but | think many of the concerns in the article are
fairly reasonably based. It’s not a proper answer to Graham [Greenleaf]’s concerns to say
the agreement is much better (less bad?) for privacy than what [the US] really wanted in the
early negotiations but it might set things in perspective. The final agreement is soft on the

positive privacy side of the ledger but not entirely silent.'®

While the Privacy Commissioner’s OIA response was much more helpful than MFAT's, there are still
some important lacunae. Notably, the final TPPA included a side-letter between Australia and the US
extending any new US commitments on treatment of personal information in its future FTAs to
Australia, and an ‘endeavour’ do so for any more extensive privacy protections.’® The text of a draft

letter from the Privacy Commissioner to Ministers on that matter in January 2016 was withheld in

% Blair Stewart, ‘TPP and Electronic Commerce’, 6 October 2015, https://www.privacy.org.nz/blog/tpp-and-electronic-
commerce/; Blair Stewart, ‘TPP Text on Protecting Personal Information’, 10 Nov 2015
https://www.privacy.org.nz/blog/tpp-text-on-personal-information/

100 MFAT, Comprehensive and Progressive Agreement for Trans-Pacific Partnership. National Interest Analysis, February
2018, 50-51

101 Bjair Stewart, What’s happening with the Trans-Pacific Partnership?, Privacy Commissioner, 15 December 2017
Blair Stewart to Marie Shroff, 13 August 2013 (Privacy Commissioner OIA)

193 Marie Schroff, Privacy Commissioner, to Hon Judith Collins, Minister of Justice, 4 September 2013, 2-3 (Privacy
Commissioner OIA)

104 Graham Greenleaf, ‘The TPP Agreement: An Anti-privacy treaty for most of APEC’, in Privacy Laws & Business, Issue 138,
December 2015
195 g|air Stewart to John Edwards, 13 January 2016, (Privacy Commissioner OIA)

Hon Andrew Robb to Hon Michael Froman, 4 February 2016
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full.’®” It is unclear whether it was sent to ministers, and if so which ones, and if it was whether the
reactions recommended New Zealand seek to follow suit and was rebuffed, by the US or did not

recommend doing so and why.

Te Tiriti and Maori data sovereignty

Perhaps the starkest illustration of trade myopia on e-commerce is the monocultural
conceptualisation of data and the arrogation by MFAT of the right to decide whether there might be
a Tiriti issue. It apparently never occurred to MFAT officials that Maori had any interests in this
chapter that might require them to engage, so as to understand Maori views and actively protect
Maori interests. For the purposes of this discussion, such action is posited as a minimum
requirement under te Tiriti. Had they engaged with the knowledgeable people in the right way, they
would have discovered that Maori data is a taonga protected in te Tiriti and over which they have

tino rangatiratanga.

Faced with that conceptual dilemma, | am pretty certain that officials would have reframed the
argument as an exception and looked for safeguards within the chapter and the Treaty of Waitangi
Exception. As it stands MFAT did none of that. Its omissions, and the Crown’s obligation to provide
protection for data as taonga in the face of e-commerce rules, stand to be tested in Stage 2 of the
Waitangi Tribunal claim on the TPPA (Wai-2522). The arguments are slated for hearing sometime in
the first half of 2019.

The starting point is that data is a taonga. Data, and its uses or abuses, relate to whakapapa and
identity, culture and language, spiritual and physical wellbeing. Data is at the core of matauranga.
Personal data is imbued with whakapapa and mana. ‘Any data set identified as being a taonga ...
has an inherent mana, which needs maintenance through its use and application’.'®® Data is the
vehicle through which Maori culture is depicted, transmitted, manipulated and commercialised. In
all these senses, data is a taonga, protected by Te Tiriti, governed by tino rangatiratanga, and
subject to corresponding obligations and responsibilities on the Crown. Maori have the right to
exercise tino rangatiratanga over those taonga, as well as responsibilities as kaitiaki. The Crown has
a corresponding obligation to recognise and actively protect that right. Failure to do so constitutes a

denial of Maori Data Sovereignty and a breach of teTiriti.

The charter of Te Mana Raraunga, a Maori data sovereignty network of prominent kaumatua and
academics, asserts that Maori data is subject to the rights articulated in the Treaty of Waitangi and

the UN’s Declaration on the Rights of Indigenous Peoples. Indigenous Data Sovereignty is

197 BJair Stewart to John Edwards, 29 January 2016 (Privacy Commissioner OIA)

Maui Hudson, Tiriana Anderson, Te Kuru Dewes, Pou Temara, Hemi Whaanga, Tom Roa, “He Matapihi ki te Mana
Raraunga” — Conceptualising Big Data through a Maori Lens’, in H. Whaanga, T. Keegan and M. Apperley, He Whare
Hangarau Maori — Language, culture & technology, Te Whare Wananga o Waikato at 64-73 at 69.
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recognised as ‘a significant issue for indigenous peoples as a means to exert control over their data
resources’ and:'*
Establishes a frame of reference that expects Indigenous involvement in the
governance of data and raises questions regarding the proper locus of ownership
and management of data that are about Indigenous peoples, their territories and
ways of life ... Indigenous Data Sovereignty reflects a desire for protecting
collective interests in data which centre on access to data for governance (e.g. to
realise Indigenous community aspirations), and governance of data (e.g., to control
access to and use of Indigenousdata).
Further, ‘Maori Data Sovereignty recognises that Maori data should be subject to Maori governance
and that Maori organisations should be able to access Maori data to support their development

aspirations’.'*°

The need for effective and informed consent to the primary collection of data, a central concern in
the Wai 262 claim on traditional knowledge, is particularly acute with digital technologies, where
consent may be asserted on the grounds of passive consent or lack of information or effective
choice. Secondary uses of data are even less likely to be consensual and potentially more exploitive:
‘Subsequent uses, without explicit permission, through data linkage, data sharing, or data

aggregation, create the potential for kaiatanga or (mis)appropriation’.'*!

This articulation of a Tiriti and tikanga based approach to data encapsulates the systemic problem
with the narrow conceptualisation of the digital domain and its shoehorning into the rubric of
‘trade’, the primacy of commercial interests and objectives, and the exclusionary identity of the
players and the process. Suggestions that measure to actively protect Maori interests are
adequately safeguarded as a ‘legitimate public policy objective’ would, | am confident, be views as
intrinsically offensive, as well as unconvincing. Even where the legitimacy of the objective is not
contested, the measure must not constitute a means of arbitrary or unjustifiable discrimination or a
disguised restriction on trade, and must ‘not impose restrictions on transfers of information greater
y 112

than are required to achieve the objective’.”™ As noted earlier, less restrictive alternatives might be

said to include unenforceable voluntary arrangements.

The fall-back would be the Treaty of Waitangi Exception, included in all New Zealand’s FTAs since
2000, albeit without consulting Maori. However, it can only apply to breaches of these e-commerce
rules where the measure gives more favourable treatment to Maori. Given the nature of data and
electronic transmissions, Maori-specific rules would be intrinsically difficult without first adopting

general regulations, that do not give preferential treatment. A two-step process would likely be

199 hid at 64-65.

Ibid at65.
Ibid at68.
TPPA Article 14.11.3.
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necessary, such as a requirement that data is held inside the country, which is then subject to a

Tiriti-compliant regime consistent with Maori Data Sovereignty.

Reflections

Few developments in international trade law will be more significant than the highly contested
pursuit of global, or even regional, rules in the name of electronic commerce or digital trade. As yet,
digital trade or e-commerce chapters are poorly understood, even by those who are negotiating
them. Governments are signing on to them in ignorance. As new digital technologies, applications
and abuses pose additional policy and regulatory challenges, this sleeping giant will stir. If these
rules are adopted, expanded and enforced they will at worst prevent, and at least have a chilling

effect on, the ability of future governments to regulate the digital domain in the publicinterest.

This paper has dissected the giant and traced its pathology through three levels: the meta-level
issues of development, public interest, wealth distribution, geopolitics and security that already
infuse debates about the future direction of global trade rules, and are at the core of emerging
challenges to the digital trade agenda; the meso-level at which those broader concepts, concerns
and interests are converted into the subject of trade negotiations and agreements; and how this
plays out at the micro-level through the engagement of New Zealand’s trade bureaucracy with
specific matters of privacy, source codes and Maori data sovereignty. That analysis leads me to
conclude that we are being led down cul-de-sac from which there few options for regulatory exit. It
is too late to prevent that mistake in relation to the CPTPP, at least until it is reviewed. But we
should not replicate it elsewhere. We need a commitment to preserve the remainder of our space to
regulate the digital domain into the unforeseeable future. The government promised a new inclusive

and progressive trade strategy. This is where it shouldstart.
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1 July 2019

Ministry of Foreign Affairs and Trade
Wellington

New Zealand

Via email: e-commerce@mfat.govt.nz

DIGITAL ECONOMY PARTNERSHIP AGREEMENT (DEPA)
NEGOTIATIONS

About ExportNz

ExportNZ is a national industry association comprising of eight regional offices
and representing a diverse range of exporters throughout New Zealand.
ExportNZ is a division of BusinessNZ, New Zealand’s peak business advocacy
body.

We are a membership organisation and across our two brands have
approximately 2,000 members. We also have four regional partners: Employers
Manufacturers Association (Upper North Island), Business Central (Lower North
Island), Canterbury Employers Chamber of Commerce (Upper South Island)
and Otago Southland Employers Association (Lower SouthIsland).

Our value proposition for members is a mixture of policy and advocacy,
education and training, networking, trade missions and inspiration through
awards events and conferences.

Submission

ExportNZ welcomes the opportunity to submit on the Ministry of Foreign Affairs
and Trade consultation on the Digital Economy Partnership Agreement (DEPA)
negotiations.

The digital economy has enabled a wide range of businesses to engage with
global markets, without the traditional barriers of needing to ensure scalability
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or the same scale of in-market investment to gain proofs of concept. For the
New Zealand context, this has many advantages. We have many businesses in
our ExportNZ network that have used e-commerce platforms and/or digital
marketing to test market responsiveness and build market profile and customer
engagement before expanding into a traditional in-market presence. This has
also enabled them to build relationships directly with their customer audiences
and increase the probability of tangible sales discussions. E-commerce
solutions and digital marketing also provides opportunities for small and
medium enterprises (or in the global context, often micro enterprises) to gain

a global customer base, allowing a more diverse range of businesses to spring
up in NZ, exploit niches, and achieve success that may not be sustainable if the
business relies solely on domestic sales.

We see a strong rules-based multilateral system as critical to promoting trade
and digitally-enabled trade ensuring continued growth across all exporting
sectors. This applies to micro, small and medium sized enterprises (SMEs) also,
in developed and developing countries alike. However, that multilateral system
must remain relevant to the commercial challenges facing businesses both large
and small while fostering inclusive economicgrowth.

For services, this means that the multilateral rules must be expanded to
encompass and promote digital trade, including cross-border data flows,
prohibitions on requiring data localization, a permanent moratorium on e-
commerce tariffs, non-discriminatory treatment of digital products, relevant
market access commitments in areas such as financial services, ICT and
logistics, and trade facilitation.

All trade in goods and services — from the placing of an order to confirmation
of delivery — now involves the electronic transfer of data. Data-transfer is
today’s all-purpose means of business communication, spurring economic
growth and innovation in all industries. We see with concern, for example, the
appearance of certain forced data localisation policies and practices, that may
threaten to disrupt the continued growth and success of trade and commerce
worldwide.

In taking on the task of forging DEPA and crafting rules that facilitate the flow
of trade in goods and services, there needs to be trust among individuals that
their personal data will be securely held and handled according to local privacy
rules; and there needs to be certainty for businesses that data protection
regimes will be transparent, predictable, and as least trade restrictive as
possible. We recognise that data-security and appropriate and effective
protection of personal data are essential and must be assured through
compliance with local privacy and security regulations. Any exceptions to the
principles promoting cross-border data flow and avoiding forced localisation
should be Ilimited to legitimate public policy objectives and be non-
discriminatory. In fact, we believe New Zealand could use DEPA as an
opportunity to define a framework for data localisation rules with our
negotiating partners.



We also recognise the focus on data must also be accompanied by appreciating
the linkages between the digital economy and the physical movement of goods.
While the digital environment opens up many new avenues for consumers,
customs authorities must ensure border procedures support the movement of
goods across borders as seamlessly as possible.

While there are challenges in the swiftly changing digital economy environment,
we see the digital economy as holding many additional opportunities for our
government’s key priorities. Given the Trade For All agenda, the digital
economy has the ability to support SMEs, women in trade and Maori business.
There are also opportunities for NZ to support Pacific Island countries in
enabling their growth through utilising e-commerce platforms rather than
traditional means of trade.

It is critical that New Zealand, especially as a small nation heavily reliant on the
global trade market, is instrumental in shaping a trade-friendly global
framework for the digital economy, and we support NZ'sinvolvement.

Thank you for the opportunity to submit on the consultation on the Digital
Economy Partnership Agreement (DEPA) negotiations.

Yours Sincerely,

Catherine Beard
Executive Director
ExportNZ
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Ministry of Foreign Affairs and Trade
Via email: e-commerce@mfat.govi.nz

Dear Sir or Madam,
Digital Economy Partnership Agreement (DEPA) negotiations

Chartered Accountants Australia and New Zealand (CA ANZ) welcomes the opportunity to provide a
submission to the Ministry of Foreign Affairs and Trade (MFAT) on the Digital Economy Partnership
Agreement (DEPA) negotiations.

We have focused our feedback on the key areas where we consider we can add the most value.
Appendix A provides our detailed submission and Appendix B provides more information about CA ANZ.

Key Points:

¢ We recommend the Government nominates an entity, such as the Ministry of Business, Innovation
and Employment, to raise awareness of, and provide education on, the risks and support available to
digital economy participants.

¢ The Government should consider practical support for small to medium entities (SMEs) as they adapt
their business infrastructure to the changing nature of payment practices through digitaltechnologies.

¢ We support progressing e-invoicing through DEPA.
¢ We suggest DEPA includes provisions safeguarding consumer and SME access to internet
communications and minimising the risk of anti-competitive behaviour by dominant players. This

could be achieved through a commitment to net neutrality.

e Privacy and data protection safeguards that appropriately balance privacy rights andencourage
innovation in the use of data sets should be built in to DEPA.

e We support DEPA including provisions for an Artificial Intelligence ethical framework.
Should you have any questions about the matters discussed in this submission or wish to discuss them

further, please contact Karen McWilliams via email at karen.mcwilliams@charteredaccountantsanz.com
or phone

Yours sincerely

L]

i L g

AT
Peter Vial FCA Karen McWilliams FCA
Group Executive — New Zealand &Pacific Business Reform Leader
Chartered Accountants Australia and Advocacy & Professional Standing
New Zealand Chartered Accountants Australia and New
Zealand
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Appendix A

1 July

General comments

Chartered Accountants ANZ supports the Digital Economy Partnership Agreement (DEPA) negotiations
and MFAT’s openness to including the views of the public in shaping negotiations. These negotiations are
timely given New Zealand’s changing export mix, and will encourage further development of higher value
services-based trade.

In 2018, Chartered Accountants ANZ provided a submission to the Ministry of Foreign Affairs and Trade
on the Trade for all Policy. In this submission we provided key recommendations to Government including
working with businesses to examine the barriers to service export growth and the importance of digital
technology. We also provided in the submission general comments from our two thought leadership
papers in 2017, Quest for Prosperity — How can New Zealand keep living standards rising for all? and

The Future of Trade- Are we ready to embrace the opportunities? MFAT may wish to consider them in the
lead up to DEPA negotiations.

Encouraging digital economyparticipation

In our view, a nominated government entity, such as the Ministry of Business, Innovation and
Employment, should raise awareness and provide education on the risks of, and support available to,
users (including businesses and consumers) in a digital economy. The nominated entity could play an
active role in building trust by highlighting the benefits for business and consumers of buying and selling
(and other related activities) in a digital environment.

We recommend that Government examines existing consumer support mechanisms to determine how
these can be adapted to keep up with the changing pace of trade in the digital era.

Small to Medium business

Some of our members who either own or work within small to medium businesses have continued to note
that late payments, and other adverse payment practices, are critical issues. As digital trade increases in
popularity, many small to medium sized businesses may not have the resources to adapt their
businesses’ infrastructure to the changing nature of payment practices. We recommend that Government
considers practical support, in particular to those transitioning to the use of digital technologies for the first
time.

E-invoicing

E-invoicing has the potential to make billing and payments processes faster, more accurate, and more
efficient through the exchange of invoice data between suppliers’ and buyers’ financial systems. This can
assist cash flow management, a major factor in the success and failure of small businesses due to the
often significant disparities in payments terms between small and large businesses.

We support progressing e-invoicing through DEPA. The Australian and New Zealand Governments
recently announced that the trans-Tasman e-invoicing initiative will use the Pan European Public
Procurement Online (PEPPOL) framework, which is also in use in Singapore and in other countries
across Europe, Asia and North America. We recommend that the PEPPOL framework also be the basis
for e-invoicing interoperability in DEPA.
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Alevel playing field online

Access to fast and high quality internet communications is critical in a thriving digital economy. We
recommend that the Government consider including net neutrality requirements in DEPA. Net neutrality,
in essence, is the principle that internet service providers (ISPs) treat access to data equally irrespective
of the content (so long as it is legal), platform, application, or method of communication. Where ISPs are
able to discriminate, for example by throttling data or charging more for data for certain platforms or
websites, there is a risk of anti-competitive behaviour by dominant players. Those most affected are likely
to be non-market dominant SMEs and consumers.

We understand that Singapore and Chile both have some form of legal protections for net neutrality /
internet access. We recommend that the New Zealand Government ensures through DEPA that New
Zealand companies and consumers are protected and that unencumbered access to internet
communications services in Singapore and Chile is assured on the same basis as for local companies
and consumers.

Privacy safeguards and data protection

Consumers are increasingly concerned with protection of their personal data, particularly in the age of big
data and social media. At the same time, big data sets and an open global information economy provide
commercial opportunities. It is important that our trading partners have appropriate safeguards for
personal data and that there are clear and easy to follow rules for businesses. We recommend that DEPA
ensures there are appropriate privacy and data protection standards in New Zealand, Chile and
Singapore.

DEPA policy goals alignment and the digital services tax proposal

We support the Government’s intention to promote digital trade and to implement robust, transparent and
interoperable trade rules. DEPA negotiations can directly contribute to achieving these goals. However,
the Government’s proposal for a unilateral digital services tax is incongruent with these policy goals; our
view is that it will dis-incentivise innovation and investment in digital commerce in New Zealand, actively
working against what DEPA seeks to achieve. We are submitting separately to Inland Revenue on the
digital services tax proposal and our support for New Zealand continuing to seek a multilateral agreement
through the OECD. We consider it important that all parts of Government are working cohesively towards
the same policy goals.

Open data

Wecommend the Government for its commitment to open data in New Zealand; improving accessibilityto
public data can promote transparency, confidence in institutions, and provide opportunities for
commercial and public sector innovation. New Zealand and Chile have adopted the International Open
Data Charter, which contains the principle that government data should be open by default. Singapore
however has not adopted the charter. We support DEPA including commitments to open data in all three
countries and suggest that officials explore the possibility of progressing open data interoperability
standards.

Artificial intelligence

There is the potential for significant commercial opportunities through artificial intelligence (Al) technology
but these come with risks, for example privacy impacts and the ethical implications of automated
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decision-making on consumers and workers. We have previously considered some of these issues in our
discussion paper Machines can learn, but what will we teach them?

We note that Australia is currently developing an ethical framework for Al. We support DEPA including
provisions for an Al ethical framework or a process to develop agreed minimum standards for Al use and
development across the three countries.
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Dairy for life

Fonterra position paper on e-commerce
Introduction

E-commerce is growing in prominence as a channel to an increasing number of markets for
Fonterra’s products, and e-commerce models operating globally are evolving rapidly to meet
growing consumer demand and preferences. As a major dairy exporter exporting to more
than 140 markets and with sales offices, customers, and consumers around the world,
Fonterra has a strong interest in e-commerce disciplines being developed in key markets.
Related issues around data, privacy and cybersecurity are particularly important, with
disciplines developed through domestic policy and regulatory mechanisms, as well as the
World Trade Organisation (WTO) and New Zealand’s Free Trade Agreements (FTAs). This
paper aims to provide an overview of Fonterra’s current and future e-commerce interests, and
recommendations for policy-makers and negotiators.

E-commerce overview

2 Fonterra is currently utilising e-commerce platforms as a channel to market in a
number of different ways, including Global Dairy Trade marketplace (online store for dairy
ingredients), general e-commerce trade (B2B or B2B2C) and cross border e-commerce
(CBEC) which involve the sale of goods across e-commerce platforms. A brief overview of
the models is outlined below:

e General e-commerce trade (B2B or B2B2C) The maijority of Fonterra’s e-commerce
trade is carried out via e-commerce sales within national borders. This means that
products are either imported directly, or manufactured locally, and then sold on an e-
commerce platform, with the customer invoiced by a local entity. All these activities
occur within the national borders of the country.

o Alternatively, bulk product may be sent to a free trade zone or bonded warehouse
where the product is then repackaged or sent directly by fast freight (e.g. FedEx) to
the consumer (B2B2C).

e The regulatory, customs and tax requirements in key markets such as China generally
remain the same as for general trade. Fonterra is selling products via e-commerce
platforms using these models in a number of markets including China, Australia, South
East Asia, and the United States.

e Cross border e-commerce (CBEC) In addition, a small but growing percentage of
Fonterra’s e-commerce trade is exported via the CBEC channel, directly from Fonterra
to the consumer via an e-commerce platform or distributor.

e Currently, Fonterra is only engaged in cross-border e-commerce in China, where the
Chinese Government has established specific regulations to govern the trade of CBEC
for goods included on a ‘positive list’. The regulatory and customs requirements for
export from New Zealand remain the same, but for the goods entering China there is
no tariff, a reduced sales tax, modified language labelling requirements and Chinese
consumers are limited to a regulated amount and value of product each year. At a
general level, this approach has supported the growth of Fonterra’s CBEC trade into
China.



1July, Given the high value products that are typically traded via CBEC channels, we expect

to see continued growth in this channel and the expansion of its use into new markets.

o Global Dairy Trade (GDT) Marketplace GDT Marketplace is an online dairy trading
hub that provides a platform for buying and selling dairy globally, acting like a global
shop front and directly connecting businesses. While it is owned by Fonterra
Cooperative Group, it is operationally and physically separate from Fonterra. The
regulatory, customs and tax requirements remain the same as for generaltrade.

E-commerce: a growing and valuable channel for Fonterra

3 As noted above, e-commerce is growing in prominence as a channel to an increasing
number of markets for Fonterra, and e-commerce models operating globally continue to
evolve.

4 To give a sense of the scale of cross-border trade for Fonterra, e-commerce and
omnichannel (a multichannel approach to sales that seeks to provide customers with a
seamless shopping experience, whether shopping online from a desktop or mobile device, by
telephone, or in a brick-and-mortar store) now accounts for 55%+ of total Fonterra sales in
China. China is, Fonterra’s largest market and sales via these channels have grown at ~80%+
volume p.a. over the past 3-4 years.

5 The majority of Fonterra’s e-commerce trade occurs via general e-commerce trade,
with a small but growing percentage (approximately 5%) of Fonterra’s e-commerce trade with
China exported via the cross- border e-commerce (CBEC) channel directly to the consumer
through a Fonterra distributor.

6 Fonterra utilises global e-commerce platforms such as GDT, Alibaba (China), Amazon
(US, Australia), or Lazada (South East Asia). As such, while this trade is subject to regulations
and customs requirements in both the importing/exporting country, the specific terms of the
transaction — such as customer data, trading terms, pricing etc - are determined by the specific
e-commerce platforms. The size and relative influence of these platforms in key markets can
mean that there is little room to negotiate or shape these terms forexporters.

7 Looking ahead at how these channels may evolve, and reflecting the growing inter-
connectedness of global supply chains, it is possible to envisage Fonterra utilising a
centralised hub for re-exporting via e-commerce channels (e.g. where in theory product is
exported from New Zealand, stored in Malaysia, and re-exported toVietnam).

8 Given the high value products that are typically traded via cross-border channels, we
expect to see continued growth in this channel, and the expansion of its use into new markets
and models based on the trends observed in China. As noted above, where specific policy
approaches have been developed, these appear to have been driven by specific e-commerce
platforms, or individual countries, rather than through a global ormultilateralapproach.

Considerations around data, privacy, and cybersecurity

9 As a global company headquartered in New Zealand and exporting to more than 140
markets worldwide, Fonterra collects, stores, manages, analyses and transfers significant
amounts of data within and between jurisdictions. The type of information includes, but is not
limited to, data relating to customers, employees, vendors, suppliers, products, consumers,
sales, and financials.



10 In addition, an authorised third party (such as a Fonterra supplier, vendor or partner)

1 }Hé)} collect data on behalf of Fonterra and is subject to local laws and regulation in the
jurisdiction in which they operate.

11 The ways in which Fonterra is utilising and managing these types of data across our
supply chain and wider business is not static and is constantly evolving. Currently, existing
uses for data within Fonterra can range from customer-related data contained in our
Salesforce customer management system, to the use of blockchain technology and Quick
Response (QR) codes across our supply chain to enhance traceability and transparency and
ensure food safety and quality.

12 Fonterra’s ability to move data freely within and across borders, while ensuring the
safety and security of sensitive information (such as IP, customer, or economic and market
sensitive data) is critical.

13 The diversity of regulatory approaches to issues around cross-border data flows,
interoperability and standards, or approaches to personal data protection and privacy globally
does not reflect the global nature of commerce and creates operating challenges, adds
complexity and uncertainty, and significantly increases compliance costs for a company like
Fonterra which is operating at scale across multiple jurisdictions.

14 While some of these approaches are aimed at meeting a legitimate public policy goal,
the design of the policy or regulation may unintentionally restrict trade more than necessary
to meet the objective. In other instances, the purpose of such restrictions may be outright
protectionist, designed to favour domestic competitors or create localjobs.

15 Fonterra therefore supports disciplines and regulatory approaches that enhance
transparency, the free flow of data across borders, privacy and cybersecurity in order to
facilitate commerce, enhance trust and social licence to operate.

16 We recommend that such approaches must be consistent and transparent, developed
using good regulatory practice, and in close consultation with the private sector to ensure they
do not unnecessarily restrict trade and commercial activity.

17 Consistent with this approach, we provide the following recommendations for policy-
makers and trade negotiators.

Recommendations

18 Fonterra recommends that when considering domestic policy development and in the
WTO/Digital Economy Partnership Agreement (DEPA) e-commerce negotiations and e-
commerce chapters in other FTA negotiations currently underway, the New Zealand
Government build on e-commerce provisions in existing FTAs (such as the Comprehensive
and Progressive Trans-Pacific Partnership Agreement, CPTPP) to facilitate e-commerce and
the free flow of data across borders, whilst at the same time ensuring consumer safety and
rights.

19 This could include the following:

1) Consider New Zealand domestic policy settings (customs, biosecurity, food safety, tax
etc) to enable businesses to capture the value generated through cross-border e-
commerce channels, whilst maintaining our regulatory standards and reputation as a
reliable trading partner and producer of high-quality, safe and suitableproducts.
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This includes ensuring that New Zealand’s domestic tax regime is supportive of e-
commerce transactions (for both imports and exports) and in line with OECD
Frameworks in order to deliver on the G20’s stated aim of avoiding uncoordinated and
unilateral actions.

Identify and develop international best practice and alignment for customs clearance,
tax and regulatory requirements for e-commerce trade in goods, (particularly where
these differ from general trade requirements) through relevant international
organisations (e.g. WTO, WCO, OECD, APEC) and encourage greater transparency,
harmonisation and/or systems recognition, particularly in relation to the following
issues:

a. Simplification of labelling requirements, including language requirements

b. Simplification of product and factory registrations

c. Product eligibility requirements (e.g. health certificates, halal, composition,
certificate of origin requirements) as well as label registrations.

d. Tax requirements, particularly where these differ from generaltrade

e. Tariff treatment, particularly where these differ from generaltrade

f.  Volume limitations, particularly where these differ from generaltrade

Best practice recommendations should also be considered for inclusion of relevant
ongoing workstreams (e.g. the WCO Working Group on e-commerce, the Agreement
on Trade Facilitation and the Revised Kyoto Convention (currently under review)).

The application of trusted trader principles/approaches for general trade (ie. New
Zealand Customs Secure Export Scheme) to be considered for e-commerce.
Inspection rates for trusted/approved exporters should be very low, compared to a
package from a new provider or infrequent supplier. These principles should be
aligned with those used for commercial shipments and focus on ‘high risk’ cargo/export
countries.

Encouraging countries to adopt a consistent and high de minimis threshold for e-
commerce trade. In addition, when the value of products imported via cross-border e-
commerce for personal consumption is less than the de minimis level, such products
should also be exempt from market access and regulatory requirements that
commercial quantities are subject to. This approach would be facilitative and
supportive of growing high value CBEC exports in a wider range of markets.

Enhanced and standardised electronic certification and paperless trading systems and
provisions to allow the sharing of information to streamline clearance processes,
reduce costs and improve efficiencies.

A prohibition on data localisation requirements and other restrictions on cross border
data flows, including on the basis of cybersecurity or national security concerns. Any
exceptions to this should be required to be on the basis that they are designed to meet
a legitimate public policy outcome and be as least trade restrictiveaspossible.

While recognising the rights of countries to regulate, domestic laws relating to the
mandatory provision of data should only be permissible in countries with equivalent
privacy protections and with a stated intent for use only for legitimate and specific
purposes e.g. criminal enforcement.

Policy approaches to personal privacy or cybersecurity requirements that are no more
burdensome than necessary to meet the stated objective.



9) Greater coherence around regulatory and legislative approaches to privacy, data and

1 July cybersecurity to reduce complexity and costs for businesses operating across multiple
jurisdictions.

10) Ensuring New Zealand’s ‘adequate country status’ enjoyed under the previous EU data
protection directive is maintained in the EU’s General Data Protection Regulation
(GDPR).

11) The application of competition policy to e-commerce platforms in order to enhance
transparency, support consumer choice, and competition.

12) A permanent moratorium on tariffs on electronictransmissions.

13) Provisions that provide regular opportunities for e-commerce provisions to be reviewed
and enhanced with appropriate private sector input, recognising the potential growth
and rapid evolution in supply chain and e-commerce technology.

Trade Strategy and Global Stakeholder Affairs
Fonterra Co-operative Group
1 July 2019
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OVERVIEW

The central premise of New Zealand's effort to negotiate Digital Economy Partnership Agreements (DEPA)
should be arecognition that data and data-driven innovation, and by extension, digital trade, are a force for
good.' Across society, data innovation —the use of data to create value —is creating more productive and
innovativeeconomies, transparentand responsive governments,and better social outcomes (improved health
care, safer and smarter cities, etc.).?But to maximize the innovative and productivity benefits of data,
countries need to putin place therules for an open, rules-based global digital trading system. Some issues will
require prescriptive rules to support digital trade and to prohibit existing and potential barriers to digital
trade. Others will require afocus on common principles and references to existing and emerging international
best practicesin order to create interoperable systems for data governance that support data flows and digital
trade. New Zealand needs to keep pushing for new rules as the potential benefits of an open, innovative, and
rules-based global digital economy areatriskasadiverserange of countries — especially China, India,
Indonesia, and Russia —enact ever more extensive barriers to data flows and digital trade.?

Asarelatively small, trade-dependent economy, New Zealand needs to deepen and extend its regional and
global ambitionsin digital tradeif it wants to create the space for its firms to thrive in the global digital
economy. New Zealand policymakers and firms need to recognize that there are multiple entry pointsinto the
global digital economy, many of whichhavebeen utilized by Estonia, Singapore, Sweden, and others to
transform themselvesinto global technology leaders.* With the right domestic and international trade policies,
the size of these economies does not have to be a limitation. Technology allows firms to access international
markets with small “asset footprints,” leading to the emergence of so-called micro-multinationals and the
born-global firms that quickly attain global reach with minimal cross-border investment.” But New Zealand
needs to enact the rules that protect the ability of domestic firms to leverage digital technologies to engage in
digital trade.

New Zealand (along with Chileand Singapore) needstousedigital trade policy to build the economies of
scalethatarecritical tothesuccess of data-driven firms. Onereason Chinaand the United Stateshavehad
considerable success in the digital economy is that their large internal markets allow local firms to achieve
economies of scale. Recognizing this, the European Union (EU) is now striving to internally harmonize its
ownlawsandregulations, even whileinadvertently erecting new barriers. New Zealand isin competition with
these countries and regions that are making data-driveninnovation and digital development and adoptiona
centerpiece of their policies. To achieve similar scale and integration, New Zealand and likeminded partners
must pursue an even more ambitious digital tradeframework.

Failure to seize the initiative with an ambitious DEPA will hold back New Zealand’s digital competitiveness.
New Zealand's firms already face considerable barriers trying to engage in digital trade with China, India, and
many other countries. These difficulties will only grow if new rules do not curb such barriers. Obviously, the
global digital economy already owes policymakers from New Zealand and its partners in the Trans-Pacific
Strategic Economic Partnership (knownas the P4) a debt of gratitude for puttingin motion theinitiative
which eventually culminated with the Comprehensive and Progressive Agreement for Trans-Pacific
Partnership (CPTPP), an ultimately positive development for digital trade protections. However, more needs
tobedonetoachievealarger, moreseamless digitalmarket for New Zealand firms. Anambitious DEPA



would also send a clear signal to other trade partners as to where the gold standard lies in terms of new and
better rules for a truly open, competitive, innovative, and rules-based global digital economy.

Part of the challenge for New Zealand and its efforts for DEPA lies in looking ahead to address the challenges
and opportunities as the next wave of information communication technology (ICT)-based innovations
emerge. Advanced nations and regions are in the beginning stages of a major technology wave signifying a
transformation toa more sophisticated, powerful, and wide-ranging digital system. This system will be much
more connected (amassive number of “things” will be connected through moreadvanced networks),
automated (devices and systems will enable more work tobe done by “machines”), and smart (algorithms will
play important roles in making sense of and acting upon information). As a shorthand, we call this system
connected, automated, and smart (CAS).* Digital trade policy needs to account for these issues in the most
effective and expedient way possible.

Obviously, an ambitious, proactive digital trade policy is only one part of the strategy New Zealand needs to
implement to support its domestic digital economy. As it faces this next wave, New Zealand will need to
consider three principal types of digital economy policies: foundational, field clearing,and proactive.
Foundational policy activities are focused on addressing potential harms from ICT or ICT companies. Field-
clearing policies are focused on clearing barriers and limiting future barriers to digital innovation. Proactive
policies seek not only to open markets and enable digital entrants to compete, but to actively support digital
transformation throughout New Zealand. Proactive policies represent an area of differentiation between
economies. They include policies to expand and improve the resources firms rely on for success, including
ICT research and development, data, broadband networks, and digital skills. Often implemented through
public-private partnerships, proactive policies also support digital innovation and adoption in key technology
areas that New Zealand wants to consider within DEPA, such as artificial intelligence (Al) and digital IDs.
Other potential issuesinclude high-performance computing, robotics,and key applicationareas such as health
IT, smart grids, and smart cities.

New Zealand should use DEPA to set anew gold standard for digital trade. New Zealand should maintainits
pragmatic approach to working with aninitially small group of members to set aninitially high bar in terms
of new rules, before opening it up for others tojoin, but to vet potential partners based on their willingness to
work towards the same level of ambition. This is far preferable to the two alternative approaches that define
Internet policy —universalism and Balkanism.” These opposing approaches are why there has been little
substantive progressincreatingaframework for resolving the many conflicts over Internet policy as countries
try to enforce their views on the rest of the world. Universalism fails because it attempts to apply a particular
nation’s worldview, such as promoting democracy and freedom of expression (as in the case of the United
States), or a certain view of privacy (as in the case of the EU). Meanwhile, Balkanism stems from an
unyielding desire to maintain political control (asin the case of nations such as China and Russia).* The
DEPAand World Trade Organization (WTO)negotiations one-commerce provideabetteralternativein
that they represent arealistic effort to achieve an ambitious agreement between a sub-group of countries that
together recognize the value of an open, rules-based, and innovative global digital economy.



The following submission details the policy principles and rules that ITIF recommends for New Zealand's
upcoming talks with Chileand Singapore. These recommendations exclude some of the obvious digital trade
policies that New Zealand has already enacted, such as the prohibition of duties on digital products, on the
grounds that they do not warrant further debate in a nation with an already-advanced digital trade policy.

SUMMARY OF POLICY RECOMMENDATIONS

1. DEPAshould enactstrongerrulesto protect cross-border data flows by strengthening provisions that
prohibit barriers to data flows by limiting the potential for countries to misuse broad, self-defined
general exceptionstoenactforcedlocal datastorage (knownasdatalocalization). New Zealand
should pushforlanguage thatexplicitly states that datalocalizationisnotalegitimate policy to
protect the privacy or security of data under most scenarios.

2. New Zealand should use DEPA negotiations to enact a framework for “global protections through
local accountability” in relation to data flows, data-related legal responsibilities (such as for privacy,
data protection, and regulatory access to data), and cooperation with counterparts on shared concerns
raised by cross-border data flows (such asjoint privacy investigations). Rather than tell firms where
they can store or process data (i.e. data localization), policymakers should emphasize that they will
hold firms accountable for managing data they collect, regardless of where they store or process it.

a. New Zealand should use DEPA negotiations to announce thatit plans tojoin the Asia
Pacific Economic Community’s (APEC) Cross-Border Privacy Rules (CBPR) system.
Afterwards, it should reference APEC CBPR as an example of interoperability in DEPA text.

b.  New Zealand should use DEPA negotiations to prohibit measures that prevent the transfer
of financial, tax, accounting, and payments data, and data associated with publicly listed
companies. New Zealand should advocate for provisions that makes clear that what matters
isnot thelocation of data storage, but that relevantregulatory authorities have timely access
to data (upon request). In line with this, New Zealand should remove its Inland Revenue
Service’s forced local data storage requirement for business records.

3. Intandem with DEPA negotiations, New Zealand should seek new or updated mechanisms with
Chileand Singapore for managing cross-borderrequestsforaccessto dataforlaw enforcement
purposes. Existing legal processes and treaties (such as mutual legal assistance treaties) are woefully
out of date, needlessly complex, and often delayed due to poorly resourced local agencies.
Policymakers enacting data localization often cite law enforcement concerns. The cooperation section
ofadigital trade chapterin DEPA could reference this cooperation to highlight the fact that the
partiesareaddressing (ina positive way) thelegitimate concernslaw enforcement agenciesmighthave
while still allowing data to flow freely as part of digital trade.

4. New Zealand should use DEPA to enactrules thatexplicitly allow trade partners to stop data flows of
illegal content, especially relating to copyright infringement (for digital trade) and violent material
(givenNew Zealand'sinterestin thisissue). New Zealand should enacta clear, detailed, and balanced
legal framework that allows rightsholders at home to use website blocking as a tool to block access to
offshore websites that facilitate access to large amounts of copyright-infringing material (as seen
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already in Australia, Singapore, the United Kingdom, and many of New Zealand’s trading partner
countries).

New Zealand should protect encryption’srole in securing data flows and digital trade by enacting
rules that prohibit governments from requiring firms to build “back doors” into their encryption or
to otherwise modify the design of their systems to facilitate access to law enforcement. By putting
such commitments in DEPA, New Zealand would be joining other countries, such as Germany and
the Netherlands, in clearly and publicly disavowing such measures.

New Zealand should ensure DEPA’s new digital trade rules protect the Internet-based services that
are key agents of digital trade as they provide the communication, media, and other services thatare
increasingly popular with consumers around the world. A growing number of countries are using
behind-the-border regulations (in the form of legacy regulatory frameworks) to discriminate against
these foreign providers as traditional telecommunication and cable service providers struggle to
compete. New Zealand’s goal should be to create a regulatory framework that is transparent and
evidence-based to ensure that policymakerslooking to “level the playing field” (often a euphemism
for protectionist policy) between industries and firms are focused more on equivalent protection, not
equivalent regulation.

New Zealand should use DEPA negotiations to protect the intellectual property tied up in the source
codebehind algorithms whereby countriesuse “algorithmic transparency” requirementsasa
mercantilist measure to unfairly acquire the sourcecode.

New Zealand should pursue the principles and policies for anambitious open data framework in each
country. Such aninitiative creates value for everyone, as it increases both the quantity and quality of
data that firms can use to provide new, data-driven goods and services. New Zealand should push for
aspecific section on open data, which should recognize that opening up public information for re-use
has considerable and widespread benefits to government, industry, and the public. Such a section
should reference international agreements and partnerships that signal a country is committed to
enacting policy best practices, such as the G8 Open Data Charter and the Open Government
Declaration.

New Zealand should use DEPA to setup a framework for members to allow electronic labeling for
the ICT products that drive the digital economy. DEPA should include a mechanism for domestic
agencies to cooperate and exchange information about their electronic labeling requirements, with
the goal of facilitating compatibility and prohibiting country-specific technical standards (whichact
as a barrier to trade).

New Zealand should work with Singapore and Chile in DEPA to share informationand best
practices on “open data” frameworks, such as in the banking sector. This could include hortatory
language in a digital trade chapter about the role that open application programming interfaces
(APIs) can play in facilitating access to data in certain sectors and about how such access promotes
innovation, competition, and trade. The parties should also work together on enacting compatible
APl standards. These mechanisms are a key tool to help facilitate access to data in certain public and
private sectors that hold valuable and sensitive data but lack the ability to securely and efficiently



share it with one another. However, as this is an emerging issue, there’s the potential for countries to
enactcountry-specific technical standards that prevent foreign firms from easily accessing domestic
data.

11. New Zealand should use DEPA negotiations to ensure countries haveinteroperable legal frameworks
forelectronicsignatures and invoices that donotinclude country-specific technical standards (such as
for encryption) that can act as a barrier to digital trade. New Zealand should ensure that electronic
signatures and invoicingissues are explicitly mentioned as topics for regulatory cooperation between
trading partners to ensure there isa mechanism for respective agencies to work together. Ultimately,
New Zealand and its DEPA partners should aim to mutually recognize each other’s digital certificates
and electronic signatures.

DEPA SHOULD LEAD TO STRONGER RULES TO PROTECT CROSS BORDER DATA FLOWS

New Zealand's digital trade policy should be built on the central feature of the global digital economy — the
free flow of data. Data will naturally flow across borders unless governments enact artificial barriers that
prevent it from doing so. Businesses use data to create value and many can only maximize that value when
data can flow freely across borders. Rules and frameworks that protect the free flow of data —all types, such as
health, tax, financial, and other personal data — arecritical to thisas there is uncertainty about whether
current WTOtraderulesapplytodata. Countrieshaveexploited this uncertainty toenactbarriersto data
tlows as part of efforts to protect and supportlocal companies at the expense of foreign firms and their goods
and services. The CPTPP’s e-commerce chapter took many steps in the right direction to protect cross-border
dataflows, but more needsto be donetostrengthen these protections. Inmany cases, theideas outlined
below do not address specific barriers to digital trade in Singapore or Chile, but reference policies considered
orenacted inother countriesthatwould help pushbackagainst growing global digital protectionismin
setting a new global norm if more countries sign onto DEPA.

Whileseemingly semantic, akey difference between the CPTPP and the United States-Mexico-Canada
(USMCA) free trade agreements is that the latter strengthens provisions that prohibit barriers to data flows by
limiting the potential for countries to misuse general exceptions to enact forced data localization (a policy that
ITIF showsdoesnot, inmostinstances, increase commercial privacy or datasecurity).” Forexample, the
USMCA’sprovisiononcomputing facilitiesis the same as the CPTPP’sin thatitis simple and definitive,
stating that “No Party shall requirea covered persontouse or locate computing facilities in that Party’s
territory as a condition for conducting business in that territory.”** However, the USMCA provision does not
include sub-sections about exceptions to this provision, namely that a country would be able to enact barriers
to data flows if it was needed to achieve a “legitimate public policy” objective, which could include privacy
and public interest and moralsissues.

Thisis alooming challenge for global digital trade as some countries consider datalocalization alegitimate
public policy tool (without explaining why itis necessary and why alternative policies are not used) and
therefore look to use these types of overly broad exceptions to enact the very policies they are designed to
prohibit. For instance, Vietnam directly references similarly broad exceptions for national security and the
public interest in WTO agreements in justifying data localization requirements under the nation’s new



cybersecurity policy." Inasimilarway, the EUisadvocatinganapproach todataflowsand privacy that
createsasimilar self-judgingloopholeby including digital trade provisions thatallow a party to enact
whatever measuresit “deems appropriate to ensure the protection of personal data and privacy, including
through the adoptionand application of rules for the cross-border transfer of personal data.”*? Essentially, as
long as a country states that data localization is for data privacy, the policy is valid within the EU trade policy
framework, thus legitimizing the very policies the EU vision apparently opposes.” The scenario whereby
countries defend data localization on their broad, self-judging (and spurious) definitions of privacy and
cybersecurity (never mind the vague term of the public interest) would render useless any rules that
supposedly protect data flows.

Similar to USMCA, New Zealand should therefore push to narrow the potential misuse of exceptions by
explicitly stating that data localizationis not a legitimate policy for achieving privacy or cybersecurity.

NEWZEALAND SHOULD USE DEPATO CREATE AFRAMEWORK BASED ON “GLOBAL
PROTECTIONS THROUGH LOCAL ACCOUNTABILITY”

Accountability and interoperability should lie at the heart of New Zealand’s approach to managing data flows
and data-related responsibilities in DEPA, especially asit relates to privacy provisions, regulatory concerns
over access to data, and data protection. The following section explains why New Zealand should use DEPA
negotiations to enacta framework for “global protections through local accountability” involving data flows,
data-related legal responsibilities (such as for privacy, data protection, and regulatory access to data), and
cooperation with counterparts on shared concerns raised by cross-border data flows (such as joint privacy
investigations).Inlinewith this, New Zealand should use DEPA negotiations toannounce thatit plansto
join the APEC Cross-Border Privacy Rules (CBPR), perhaps alongside Chile, which alsoisn’t a member. New
Zealandisalready amember of APEC’s Cross-border Privacy Enforcement Arrangement (Singaporeisaswell,
but Chile is not). It should also explicitly mention APEC CBPR in DEPA provisions as an example of
interoperability (similar to USMCA) and push for USMCA-like provisions that focus on regulatory access to
data (rather thanlocation) in order to address related concerns over financial oversight.

When policymakers deal with data governance and cross-border data flows, the basic expectation should be
that when it comes to handling data, companies doing business in a country should be responsible and held
accountableunder thatnation’slawsandregulations, for both their ownactionsand theactions of their
agents and business partners, regardless of whether they’relocated inside or outside the country wherea firm
collects or manages data. Therefore, the focus for policymakersin making data-related laws and regulationsis
ensuring they hold firms accountable regardless of where the firms store, process, or transfer data.

This accountability principleis based on two key points: A firm with “legal nexus” ina country’s jurisdiction
hasto abide by its data-related laws (evenif the company transfers data abroad), and each country’s domestic
data governance needs to be global in scope and interoperable in practice given the globally distributed nature
of the Internet.

First, policymakers should focus on ensuring that theirlegal frameworks and trade agreements make clear that
firms with alegal nexus in their jurisdiction are responsible for managing data in a certain way, wherever the
datais transferred and stored. This expectation could be made clear inlaw by declaring that companies doing



businessinacountry are legally responsible for any failures to manage data (such as personal data) from that
country, regardless of whether those failures are the fault of a domestic or foreign firm or an affiliate or
business partner in that country or abroad. In other words, a country’s data-protection rules would travel with
the data. Companies doing business in a given country would have a strong incentive to assist their business
partners outside that country in adhering to its privacy protections, because citizens and the government
couldseekremediesfromthatcompany forany privacy violations,suchasadatabreach, irrespective of
whether that company or its partners were at fault.

Focusingonthiskeylegalnexusconcept would cover thebehavior of many firms thatattractregulatory
scrutiny. Justasaglobal bank or manufacturer with branches or plantsina givennationissubject to that
nation’s privacy and security laws and regulations, foreign technology (or any other) firms cannot escape from
complying withanation’slaws by transferring data overseas. But what about companies withoutlegal nexus
inaparticular country (i.e., the firm has no physical presence, business activity, or marketing directed toward
aspecific foreign country)? For example, the citizens of nation A might visit the website of a small company
located in nation B, which has different privacy and security laws. This company did not have a legal nexusin
country A,soitcannotbeexpected toabideby thelawsthere. Inthiscase, the only waynation A’slawscan
be enforced —whether or not they require data localization —is if they simply cut off their citizens” access to
all foreign websites. This is not the case for most businesses involved in foreign digital activity, as they have
legal nexus, butit highlights the fallacy of countries trying to enact policies that affect the entire Internet and
cannot be contained within borders.

This accountability-based approach is shared by most nations, after all, including for data privacy. Both New
Zealand’sPrivacy Actandits HealthInformation Privacy Code protect personalinformationand health
information even when itis transferred outside of New Zealand." Likewise in the United States. Even though
itdoesnothavean “adequacy” standard such asin the EU, most companies in the United States must
disclose certain data-privacy practices and adhere to those requirements. Even when processing data outside
the country, companies remain responsible for the data. U.S. companies mitigate these risks by stipulating
requirementsinrelevant data-handling and processing contracts they implement with other companies. For
example, foreign companies operating in the United States must comply with the privacy provisions of the
Health Insurance Portability and Accountability Act (HIPAA), whichregulates U.S. citizens’ privacy rights
forhealth data—evenif they move data outside the United States. And, ifaforeign company’s affiliates
overseas violate HIPAA, then U.S. regulators can bring legal action against the foreign company’s operations
in the United States. Such an approach demonstrates how firms already comply with data-related laws and
regulations, as well as being akey part of existing data-transfer mechanisms used by countries and firms alike
(suchas model contracts, binding corporate rules, the EU-US Privacy Shield, and the APEC CBPR.*

New Zealand needs to use DEPA negotiations to build out an accountability-based framework rather than
onein which countries force firms to exclusively store data locally (a concept known as “datalocalization”) in
the mistaken belief that this is the only way to enforce data-handling requirements on foreign organizations.
While any country can demand extraterritorial application of its laws, it may not always be able to enforce
them (as this can be quite complex). Multiple criteria are used by courts to determine when a country has the
authority to impose its laws on actors outside of its borders."



However, aslong as a firm has a legal nexus within a country’sjurisdiction, it must abide by the laws of that
country, regardless of where it stores data. Just as international financial firms operating in a foreign country
fallunder the purview of that country’slocal regulatory agencies, regardless of where they transfer money to,
sotoo dofirmsthat collectand use dataas partof their business within thatregion. For example, many
businesses haveforeignworkers (e.g., salesteams) or foreignassets (e.g., real estate, products, or bank
accounts) thatgive foreign countries viable mechanisms for enforcement of failures toabide by civil or
criminallaws. Policymakershaveleverage overfirms doing business virtually because they canblockaccessto
domestic markets through tactics like prohibition of local advertising.

Second, this accountability principle is based on the fact that modern technology, especially the Internet and
cloud data storage, means thateach country’s domestic regulatory regime for data (such as for privacy) needs
tobe globally interoperable given that each country faces the same challenge in applying its laws to firms that
may transfer data betweenjurisdictions. Interoperable privacy frameworks are theinternational extension of
this accountability-based approach such that datais still able to flow between different privacy regimes, and

countries”” data protection rules flow with it. The goal for interoperability also reflects the fact that there will
be no one globally harmonized privacy regime. Itis no surprise that interoperability —not harmonization or

evenadequacy —isakey objective of several of the leading data-protectioninitiatives, such as those from the
Organization for Economic Cooperation and Development (OECD) and APEC.

No doubt, domesticregulators need supportand resources to fully operationalize such a framework in order
to givethem greater confidenceintheir ability toenforcelocallawsin the Internetera. In part, thiscanbe
done through additional international mechanisms that support the development and application of shared
principlesand cooperationbetweenregulatory authorities. Forexample, thereis obviously roomfor
improvement in facilitating greater cooperation between different countries” privacy regulators. For example,
New Zealand could use its membership in the Global Privacy Enforcement Network to better work with
other members on shared privacy issues.” Another example is its membership of the APEC Cross-border
Privacy Enforcement Arrangement (CPEA), which creates aregional framework forinformation sharing and
cooperation on enforcement among privacy regulators.” At the level below this, New Zealand’s privacy
regulators should set up bilateral arrangements (e.g., memorandums of understanding) with counterparts.
Countries can then use these bilateral mechanisms to both share information and best practices and to
cooperate onjointinvestigations (as the U.S. Federal Trade Commission has done with overa

dozen countries)."”

The 2015 data breach at Ashley Madison (an adult dating website) provides a valuable example for how New
Zealand's privacy regulators can operationalize these interoperability mechanisms. Ashley Madison is
headquartered in Canada, butits websites have a global reach, with usersin 50 countries, including Australia.
Although the firm that owns Ashley Madison does not have a physical presence in Australia, it conducts
marketing in Australia, targetsits services to Australian residents, and collects information from citizens in
Australia. Itthereforefallsunder Australianlaw. Canada’s privacy regulator (the Office of the Privacy
Commissioner of Canada) initiated a joint investigation with its Australian counterpart (the Office of the
Australian Information Commissioner) based on each nation’s respective participation in the APEC CPEA —
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whichallowed for cooperationand the exchange of information on certain aspects of the investigation, despite
eachside conducting their owninvestigationaccording to their respective data privacy laws. Thefinal analysis
was that Ashley Madison held significant amounts of personal data (much of it sensitive) and should have had
security measuresin place, such asanexplicitrisk-management process toidentify information security risks.
Ashley Madison agreed toa compliance and enforcement undertaking with both the Australian and Canadian
privacy regulators to implement the regulators’recommendations.”

Beyond interoperability, the two alternative approaches to data governance — datalocalization and the EU’s
General Data Protection Regulation (GDPR) —are problematic in their own ways. The EU’s GDPR regime is
problematic because it pushes for harmonization and tries to make foreign countries responsible for enforcing
European data privacy standards instead of using domestic regulations to hold companies responsible for
breaches of European data privacy laws. GDPR imposes a general prohibition on transfers of EU personal
datatoonlyasmall group offoreign countriesithasdetermined (as part ofanopaqueand ad hoc process)
providean“adequate” level of protection equal to data protection at home. A critical flaw inthe EU’s
approach is the mistaken logic that this country-by-country assessment approach is effective in promoting
better data privacy and protection by companies that manage personal data.”

Furthermore, the EU’s top-down approach is ultimately untenable, as differences in social, cultural, and
political values, norms, and institutions are behind countriesnotregulating privacy thesame way. For
example, given the country’sapproach to data protectionand privacy, itisinconceivable China would ever be
deemed “adequate” from a European perspective. Yet, the fact that Europe has not applied to China the same
standardsitapplies to the United States with regard to EU personal data highlights the arbitrary nature of its
approach.”? Ultimately, an interoperable framework for global protections through local accountability
represents a more realistic and tenable approach to global data privacy —as, so far, outside of European and
Britishterritories, only six countrieshavereceived anationaladequacy finding fromthe EU: Argentina,
Uruguay, Israel, Japan, Switzerland, and New Zealand.

Meanwhile, data localization is becoming more common as a growing number of countries are forcing firms
tostoredatalocally in the mistaken belief that datais more privateand secure whenitis stored withina
country’s borders (which is not true) and that it needs to be stored locally to ensure regulatory oversight for
data-related issues (also not true, as detailed in see the subsequent section).” As to the former, controlling
where organizations store data does notimpact how they collect and use it (privacy) — or how they store and
transmit it (security). Policies thatlead tolocal data storage can actually undermine personal data protection,
as withoutanindependentjudiciary and set of legal protections, governments can bring more pressure and
tools to bear in forcing local providers to disclose data (for both social and political purposes). Evenif a data
privacy framework only requires a copy of data to be stored locally, rather than prohibiting transfers of all
data, itneverthelesslaysthe groundwork for suchan outcome. Furthermore, wherever data privacy intersects
withcybersecurity, forced local data storage can make personal datamore susceptibletoinadvertent
disclosures (i.e., data breaches) if the local data center is not committed to enacting best-in-class cybersecurity
measures. Suchinadvertent disclosures are the result of security failures. Whenit comes to data storage and
protection, it isimportant the company involved (which either runs its own networks or uses a third-party
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cloud provider) be dedicated toimplementing the most advanced methods to prevent such disclosures. The
location of these systems has no bearing on the security of data.

New Zealand should use DEPA to announce that it plans to join APEC’s CBPR, given it is a clear example of
aninteroperable data governance systems thatfocuses on “global protections throughlocal accountability.” In
this way, it would be similar to USMCA (Article 19.3.6), which explicitly recognizes APEC’s CBPR as one of
these valid mechanisms tofacilitate cross-borderinformation transfers while protecting personal information.
GivenChilealsoisn’tamember (butSingaporeis), New Zealand could dothisconcurrently with Chile.In
the text of a digital trade chapter, New Zealand and its trade partners could make clear the relevant point that
acountry can enforce its rules on any foreign or domestic organization withlegal nexus. Moreover, a country
can enforce its rules on these organizations based on how they handle the data they collect, even if that data
handling occurs abroad or with a third party. Given that rigorous local enforcement is needed to protect data
globally, New Zealand could indicate in DEPA thatit wishes to expand its enforcement capabilities by
entering into cooperative agreements that allow foreignregulators to investigatejointly, share findings, and
impose penalties on violators, thereby strengthening the hands of regulators globally.

New Zealand, Singapore, and Chile should enacta data-governance framework based onlocal accountability
and interoperability in order to provide a clearer, and better, alternative to the two other main, contrasting
approaches:effortsby countries (mainly European) tomake other countriesadopt their (universalist)
approachtodataprivacyinorder tomake themresponsible for enforcement (instead of holding firms
responsible) and countries forcing firms to only store data locally.

Tax, Financial, and Securities Regulators Should Focus on Firms Providing Access to Data (Not Where
Data is Stored)

New Zealand should use DEPA negotiations to enact rules that make clear thatit and its trading partners will
not create barriers to the transfer of financial, tax, accounting, and payments data, and data associated with
publicly listed companies. Furthermore, New Zealand should advocate for provisions that clarify that what
matters is not the location of data storage, but that relevant regulatory authorities have timely access to data
(uponrequest). Companies that fail to provide data for legitimate regulatory purposes should face legal and
financial penalties. Asa clear signal of its commitment to the free flow of dataand interoperable data
governance frameworks, New Zealand should reviseits ownapproach, given that the Inland Revenue Service
issued a “Revenue Alert” that outlines that companies are required to store business records in data centers
located in New Zealand in order to comply with the Inland Revenue Acts.?

New Zealand, Chile, and Singapore should pursue a clear and detailed framework that highlights that what
matters is that companies are able to provide access to data upon request, regardless of where itis stored, asa
growing number of countries, including China, India, Indonesia, Russia, and Turkey, are misusing regulatory
concerns toenact datalocalization requirements as part of financial oversight frameworks.” At one stage, even
the United States pursued trade policy provisions that created the potential for localization, but it has since
revised its approach.” While many countries (such as India and Russia) use regulatory concerns as cover for
protectionist intentions, there are other cases where underlying regulatory concerns over access to data are
legitimate, albeit mistaken, and used to justify data localization policies.
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Similar to USMCA, New Zealand should use DEPA negotiations to set out a legal framework for financial
data, asitis among the most commonly targeted data categories (besides personal data). Policymakers are
enacting data localization requirements in the mistaken belief that they are the best and only way for data to
remainaccessible to governmentagencies forregulatory oversight. Policymakers are wrong to believe firms
canavoid oversight (and requests for data) by simply transferring dataoutof a given country. Thisis
especially true for financial firms and firms listed on alocal stock exchange, as they already have aclearlegal
nexus in a jurisdiction and have likely had to seek regulatory approval from local financial authorities to
operateina givenjurisdiction. Indicative of many issuesinvolving data, there are likely to be cases wherein
jurisdictions come into conflict over access to data due to local laws and regulations (such as privacy). But
similar concerns over other financial oversightissues have not prevented a more integrated global financial
system. Norshould they, inthe case of data governance. In contrast they haveled to the International
Monetary Fund, the Financial Stability Board, and others working together onsuchshared concerns,
including on data, as they recognize the mutual benefits of cooperation.

New Zealand should apply anaccountability-based approachin ensuring that firms provide timely access to
datainresponse torequests for data from tax and financial regulatory authorities (in the case of financial and
payment services firms) and stock exchange administrators (for publicly listed companies). Modern cloud
computing, which allows transfers of data with the mere click of a button, enables firms to provide timely
accessas partofregulatory oversight, whilestillallowing them tomove financial data freely inorderto
provide secure, innovative, global services. Given the clear legal nexus of these firms, regulators should be
confident they can ensure firms comply with data requests, regardless of where those firms store data. The
focus for anation’s data governance frameworks should be onregulatory access to firms’ data being timely,
direct,and complete, regardless of where this datais stored. Obviously, if firms are unable to provide
authoritieswithtimely accessto data, they should facelegal penalties. Butagain, thefocus should beon
holding firms accountable regardless of where they store data. In this way, justas consumer safety and other
lawsapply totangible goods that flowinand outof acountry as part of international trade, regulatory,
cybersecurity, and other rules should apply to both data and the financial firms that move and store data in
other nations.

Therespectiveapproaches of the United States and the European Commission (EC) provide examples
regarding regulatory oversight and access to data. As part of efforts to build a Digital Single Market, the ECis
working to remove barriers to the transfer of company, tax, bookkeeping, and financial data, and asking that
member states focus on mandating access.” For example, in 2015, Denmark changed its local data storage
requirementforaccountingdatasuchthatcompaniescouldstoretheir dataanywhere, aslongas Danish
authoritieswere giveneasy accesstoitonrequest.? Thisis wherethe focusshould be: puttingin placethe
legal framework to ensure companies can provide data toregulatory authoritiesina timely manner.

ReformstotheU.S.’sdomesticdata governanceregimealsoserveasareference pointforNew Zealand’s

domestic arrangements (given its own rules about local data storage for tax data) and inregard toits plans for
DEPA negotiations. During the global financial crisis, U.S. regulators faced issues gaining access to data in
key banks’ (such as Lehman Brothers’) IT systems.” This made it difficult during bankruptcy proceedings for
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the regulators to access the data needed to unwind positions and ascertain what money was owed to whom.*
However, subsequentlegal reformsinthe United States (e.g., the Dodd-Frank Act, enacted in2010) have
addressed these concerns by focusing on how companies disclose to regulators the way they manage their IT
and data as part of regular prudential compliance activities. In the event of a crisis, regulators know companies
willbeabletoprovidethedatathey want.” Thesenew mechanismsensure thatregulatorsknowhow U.S.
firms manage and secure their IT systems and how they store, access, and manage data on an ongoing basis (as
part of periodic compliance activities).*

U.S. trade policy compliments this domestic data governance framework with detailed, access-focused
provisions that make data localization truly a last resort. Initially, the United States created aloophole in the
Trans-Pacific Partnership tradeagreement for datalocalization by excluding financial data fromthe
agreement’s prohibitions on data transfer restrictions and not specifying (in detail) the exact interests and
emergency scenarios in which this would be acceptable.® Recognizing this risk, the United States revised its
approachin the USMCA to show how legitimate issues raised by cross-border data flows can be addressed
while allowing the free flow of data as the default and predominant policy approach. It is important to note
thatthe USMCA still treatsfinancial services data differently (which,inanideal world,itwould not),as
neither the provisions that prohibit data localization nor data flow provisions apply to financial services.
USMCA parties agreed to recognize “that immediate, direct, complete, and ongoing access by a Party’s
financial regulatory authorities to information of covered persons, including information underlying the
transactions and operations of such persons, is critical tofinancial regulationand supervision, and recognize
the need to eliminate any potential limitations on thataccess.”*

Akeylessonfrom USMCA thatNew Zealand should consider emulatingis thateach memberagreed to
provide firms with a reasonable opportunity to make changes to their IT systems (i.e., shift data storage from
one jurisdiction to another) if they find they are unable to provide regulators with immediate and ongoing
access to data. Highlighting (again) the central focus on access to data, the USMCA details that whenever a
financial regulator requires a firm to change where it stores data, that new location does not necessarily have
to be to the firm’s computing facilities in its home country, and may instead be a third-country jurisdictionin
which both the firm and its domestic regulators are confident they would have access. In designing these and
other provisions, the United States Trade Representative’s Office designed narrow and detailed language that
facilitates government access to data for regulatory purposes, while ensuring countries remain committed to
avoiding policies that require data localization or other barriers to data flows.*

PARALLEL EFFORT TO DEPA: NEW ZEALAND SHOULD SEEK NEW OR UPDATED MECHANISMS TO
MANAGE CROSS-BORDER ACCESS TO DATA FOR LAW ENFORCEMENT PURPOSES

Many countries enact barriers to cross-border data flows due to law enforcement concerns over access to data
needed for investigatory purposes. While not strictly within the context of trade agreements, New Zealand
should use the DEPA process to draw respective legal and law enforcement authorities together to putin place
new or updated mechanisms to better manage cross-border access to data for law enforcement purposes. This
cooperationand engagementcould thenbereferenced ina general provisioninacooperationsectionofa
digitaltradechaptertohighlightthefactthatthepartiesareaddressing (inapositive way) thelegitimate
concerns law enforcement agencies might have while still allowing data to flow freely as part of digital trade.
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Anupdated/new framework to access data, law enforcement authorities could be certain that they can access
data stored in other jurisdictions in a timely manner should the legitimate need arise. This would assuage
authorities’ concernsand enable thefree flow of data. The problemisexistinglegal processesand treaties
(suchas mutuallegal assistance treaties) are woefully out of date, needlessly complex, and often delayed due to
poorly resourced local agencies. In New Zealand, mutual legal assistance islargely governed by the Mutual
Assistancein Criminal Matters Act of 1992, which allows for requests to be made to New Zealand by an
already-authorized list of other countries (such as Australia, the United Kingdom, and the United States),
while laying out criteria for any other country to make a request.*

The broad problem s that countries have mismatched legal assistance treaties, conflicting laws, and differing
norms. Indeed, thereis currently nocomprehensive framework for how to successfully navigate cross-border
jurisdictional disputes, especially those involving the digital economy. As the threat of cybercrimerises, there
isanincreasing need for clarity on these questions, particularly regarding governmentaccess to data outside of
itsborders. The challenge facingNew Zealand and other likeminded countries that value international
cooperationand the broader benefits of data flowsis working together to establishnew and improved
international legal standards and mechanisms for facilitating legitimate law enforcement requests for cross-
borderaccesstodata.” Thealternative some countries are pursuing under the guise of law enforcement
interests — data localization — threatens to undermine the global digital economy, especially if such an
approach becomes the norm, as it would raise the specter of many —or perhaps even all —countries being
stymied in their pursuit of cross-border criminal investigations (as each country would horde datalocally). It
would be better for countries to recognize the mutual benefit inimplementing new and better mechanisms to
help each other, given theincreasing frequency in whichlocal authorities encounter investigations thatinvolve
data held in another jurisdiction.

The United States’ experience withits relatively new legislation — the Clarifying Lawful Overseas Use of Data
Act(CLOUD) Act — provides an example of the types of law enforcement cases thatcanarisein today’s
global digital economy, and how policymakers should respond in creating new mechanisms to facilitate cross-
border law enforcementrequests for data. The CLOUD Actstemmed froma caseinlate 2013 when U.S.
federallaw enforcementofficialsobtained awarrantas partofananti-narcoticsinvestigationtoseizethe
contents of an email account belonging to a Microsoft customer whose data the company stored in Dublin,
Ireland.®Microsoftrefused tocomply with the order, arguing thatthe U.S. governmentcould notforcea
private party to do what U.S.law enforcement has no authority to do itself: use a warrant to conduct a search-
and-seizure operation on foreign soil. This case exposed the cracks in the foundation of the current framework
used by law enforcement agencies to access digital information and determine jurisdiction on the Internet.

Inresponse, U.S. policymakers enacted the CLOUD Acttoreformthe currentsystemand address the
problemsraised in the Microsoft case, while protecting consumer privacy, enhancing the capabilities of law
enforcement, and preserving international comity. The legislation authorizes the U.S. government to form
reciprocal data-sharing agreements (called “executive agreements”) with other countries, giving theman
incentive to remove barriers to sharing data with U.S.law enforcement. It also creates a statutory right for
companies to challenge datarequests fromlaw enforcement that conflict with other nations’ laws.*
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Importantly, asitrelatesto digital trade, the CLOUD Actrequires the U.SDepartment of Justice (DOJ) to
provide a written certification thata country (with whom it enters an executive agreement) “demonstrates a
commitment to promoteand protect the global free flow of informationand the open, distributed, and
interconnected nature of the Internet.”* Even though the ability to make such a certification is one of many
factors DOJ must consider when entering into an agreement with another country, a requirement tolocalize
datasuggests DOJ would consider this as acontravention of the CLOUD Act’s criteria.

One option for New Zealand would be to improve existing mutual legal assistance treaty (MLAT) processes
and tools used to manage cross-border law enforcement requests for data. In this way, countries can
implement the individual building blocks that support the longer-term goal of a new multilateral agreement.
To encourage more countries to adopt new or updated MLATSs with each other, leading countries should also
standardize and strengthen these agreements. New Zealand should work with major economic organizations
and forumstoestablishand adoptmodel MLATlanguage, ora“MLAT 2.0.” This treaty should createa
common process so that governments do not necessarily need to negotiate agreements with each individual
country, butinstead, allows them to use fairly standardized agreements across many nations. The goals of an
MLAT 2.0 would be fourfold.

First, MLAT 2.0 should create a common framework for when and how countries may use domestic
authorizationstoaccess dataoutside their borders. Thismay include arrangements suchasreciprocal
recognition of domestic search warrants (when countries meet certain legal standards) in order to expedite the
process. Similarly, the agreement may include comity analyses or notice requirements as a condition of this
reciprocal recognition.

Second, MLAT 2.0 should commit countries to modernizing their methods for responding to foreign data
requests, such as through the processes outlined in the previous recommendation.

Third, countries should commit to complying with their counterparts’ lawful requests for data in a timely
fashion, unlessthoserequestswould violate mutually agreed upon provisions, suchasfornational
security reasons.

Fourth, countriesshould reportthenumber of requests they receive, thenumber of requests they fulfill,
responsetimes,and progressintheirmodernizationefforts. The goal ofreportingistohold participating
nations publicly accountable for their timeliness in adopting and modernizing MLAT processes, as well as to
identify inefficienciesin the process. Onceadopted, New Zealand and others could push their trading
partners to agree to MLAT 2.0s alongside trade negotiations (given the trade implications of data
localization), thereby encouraging more countries to adoptimproved MLATs with one another. New Zealand
could lead by example in pushing for such an outcome in tandem with DEPA negotiations with Singapore
and Chile. Similar to other countries, New Zealand could use MLAT 2.0 agreements with Chile and
Singapore as part of a broader upgrade to the global framework for the exchange of law enforcement data.
This would complement U.S. efforts to negotiate CLOUD Act executive agreements with the United
Kingdom and others, while the EU is updating its “e-evidence” rules for its member states, while also starting
negotiations onanew mechanism toexchange law enforcement data with the United States.*
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Ideally (given the global nature of the Internet), the goal for New Zealand, Chile, Singapore, the United
States, the EU, and others would be for countries to come together to negotiate a new multilateral
agreement—a Geneva Convention on the Status of Data —to establish international rules for transparency,
settle questions of jurisdiction, engender cooperation for better coordination of international law enforcement
requests, and limit unnecessary government access to data on citizens of other countries.* This would also
help countries follow similar rules and procedures for cross-border law enforcement requests and actions.®
Finally, itwould address the issues of localization and barriers to data flows, with parties agreeing not to enact
data localization (as this would undermine the central point of the agreement).

Suchamultilateral initiative would be based on national sovereignty, as different nations have different sets of
values, priorities, and legal systems. And because Internet companies offer services over global networks, itis
oftenthecasethattwo ormore countrieshaveinterestsinthesame data. Thisinitiativeshould notforcea
particular nation’s policies, such as promoting the strict standard of probable cause to gather evidence (asin
the case of the United States) or allowing government access to evidence at the detriment of personal
freedoms (as in the case of nations such as China and Russia), on the rest of the world. Therefore, each
businessshould be subjecttothelaws of each country inwhich they havealegal presence. This principle
would ensure nocompany canescape complying with anation’s laws by merely transferring data overseas. It
is simply a matter of coming up with a framework to create interoperability between different
countries’ approaches.

As countries sign up to the Geneva Convention on the Status of Data and this network of new MLATs
emerges, responsible member countries will be better placed toidentify those countries thatact to circumvent
good faithefforts and international legal processes for providing law enforcement agencies withlawful access
todata as “datahavens.” Under these respective agreements, nations will (ideally) also have the authority to
block data flowsto, or bancompanies frombasing serversin, these scofflaw datahavens, as they have
demonstrated they cannot be trusted to work with their counterparts on shared interests in the global digital
economy such as cross-border law enforcementinvestigations.

DEPASHOULD ALLOWCOUNTRIES TO (RESPONSIBLY) STOP DATAFLOWS OF ILLEGAL CONTENT

New Zealand should use DEPA to enact rules that explicitly allow trade partners to stop data flows of illegal
content, especially as it relates to copyright infringement (for digital trade) and violent material (given New
Zealand’s interest in this issue). In line with this, New Zealand should enact a clear, detailed, and balanced
legal framework that allows rightsholders at home to use website blocking as a tool to block access to offshore
websites that facilitate access to large amounts of copyright-infringing material (as used in Singapore and
many otherkey trading partners). Some peopleinterpretthe conceptof freeflow of dataacrossbordersto
mean that all data should be allowed to traverse borders without barriers. But within the concepts of digital
freetradeand thefreeflow of data,itisimportanttorecognize thatnotall dataflowsshould betreated the
same, as some data flows arerightly illegal. Thus, there is nothing contradictory about strongly supporting the
global free flow of data whilealso supporting theblockage of the flow of illegal data, any more thanitis to
strongly supportthefreetrade of goods, whilesupportingtheblocking of tradeinendangered speciesor
human trafficking. While this section largely focuses on the use of website blocking for copyright enforcement
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purposes, many of the same principles apply to the use of website blocking for preventing access to
violent material.

While policymakers can obviously implement domesticlaws to manageillegal online activity within their own
country, duetotheglobally distributed nature of the Internet, suchactivity oftenremainsaccessiblefrom
foreign providers. Froma pragmatic perspective, thisiswhya growingnumber of countries (including
Australia, Singapore, India, and the United Kingdom) ask their Internet service providers (ISPs) toblock
access to websites engaged inillegal activities — such as those facilitating cybercrime, child pornography, or
terrorism — becauseitis one of thefew meansavailable to authoritiesresponding toillegal servicesand
materials hosted abroad. Blocking websites engaged in intentional and systematic copyright infringement
should not be considered any differently. Obviously, itis important that any such framework be transparent
and include legal checks and balances to ensureitis used appropriately, butits growing use around the world
shows that this is eminently achievable and that website blocking can be an effective part of a country’s policy
tool box to promote and protect creativity and innovation in the global digital economy.*

Many countries use website blocking to apply both new and existing legislation to a range of legitimate public
policy goals that involve the Internet.

Examples of the types of websites countries block include:

= child pornography (many countries);

* malware (e.g., Australia);*

* investment fraud (e.g., Australia);*

= online gambling (e.g., Quebec, Canada and Singapore );

= pornography (e.g., India);*

= prostitution (e.g., India);*

= terrorism (e.g., the United Kingdom, Australia, France, and India);** and
= copyright-infringing content (at least 42nations).”

Asanexample, website blocking is used extensively to block child pornography websites. The 190 members of
thelnternational Criminal Police Organization (INTERPOL) voted unanimously to promote theuseofall
technical tools, including website blocking, to fight child pornography. INTERPOL maintains a list of
domains containing websites that disseminate the most severe child abuse material worldwide as part of a
“worstof” list.*Italso provides domains,not URLs, for blocking. AsSINTERPOL explains, blocking does
not by itself remove the offending content, but it does dramatically reduce the amount that is accessible and
available to most users. As with many other issues, website blocking is used in conjunction with

other measures.

PolicymakersinNew Zealand should recognize that website blocking isa constructiveintellectual property
(IP) policy tool for copyright enforcement and to enact changes that allow website blocking. Such formal
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recognition would reflect the fact that website blocking for copyright infringement has finally been
normalized as an anti-piracy tool around the world. For online copyright infringement, there are at least 42
countries thathaveeither adopted and implemented, orarelegally obligated to adopt, measures ensuring ISPs
block access to copyright-infringing websites, as demonstrated in Figure 1.” The first website blocked for
copyright infringement was AllofMP3 in Denmark in 2006. In the decade thereafter, fewer than 1,000
websiteswereblocked. However, over the pastthree years, countrieshaveblocked more than3,000new
piracy websites. The actual figure is likely much higher, as some countries, such as the United Kingdom, do
notrelease specific details on which websites are being blocked so as not to alert website operators. In
February 2019, a Motion Picture Association of America presentation outlined that countries block a total of
3,966 websites and 8,150 domain names. Europe is home to the most countries that allow website blocking.
Portugal and Italy have each blocked 944 and 855 websites respectively.” Furthermore, some countries, such
as India, Singapore, and the United Kingdom, now allow “dynamic” blocking orders that extend to proxy
websites that piracy operators create after their primary sites are blocked, and are to be enacted during live
sportingevents.*Some of thelessonstotakeaway from the growing use of website blockingis thatforitto
be effective and workable, it needs to be predictable, transparent, accountable, low-cost, and quick to
implement. If countries enact a framework along these lines, it can be a reasonable and useful tool to reduce
piracy and encourage consumption of legal content.

Figure 1: Countries that allow website blocking for copyright infringing content®

Argentina, Australia, Austria, Belgium, Bulgaria, Croatia, Czech Republic, Cyprus, Denmark, Estonia, Finland, France,
Germany, Greece, Hungary, Iceland, India, Indonesia, Ireland, Israel, Italy, Korea, Latvia, Liechtenstein, Lithuania,
Luxembourg, Malaysia, Malta, Mexico, Netherlands, Norway, Poland, Portugal, Romania, Russia, Singapore, Slovakia,
Slovenia, Spain, Sweden, Thailand, and the United Kingdom.

Website blocking is a logical weapon to use given all the targets and tools countries have in their toolbox to
fight digital piracy. Domestically, the first of these is straightforward and already well underway: enacting
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policies that support anincrease in the number of legal service providersin order to make it easier and cheaper
for users to get legal media content online instead of using piracy sites. Alongside this, countries can enact
legal remedies to combat certain activities. For example, for domestically hosted content in the United States,
copyright holders rely on remedies in the Digital Millennium Copyright Act, which has a “notice and
takedown” processforrightsholdersto get website operators toremoveinfringing material. Domestic
stakeholders, suchas brand owners, advertising intermediaries, and rightsholders, can also work together to
voluntarily address aspects of the digital piracy ecosystem, such as by ensuring ads fromreputable brands are
not placed on piracy websites (thus cutting off a source of their income).*®

Fighting digital piracy getsmuchharderattheinternationallevel. Thefirstoptionisforlaw enforcement
agencies to specifically target website owners who operate digital piracy sites.” However, in most cases, law
enforcement cannot get cooperation from their counterparts in other countries to remove infringing material.
This problem reveals that many countries are home to digital piracy sites, as they have governments that will
not or cannot shut them down, either because there are weak or nonexistent intellectual property protections
orfor political reasons. Despite the fact that virtually every nation thatactsasahavenfor piratesitesisa
member of WTOand World Intellectual Property Organization (WIPO) and hassigned ontomultilateral
agreements protecting intellectual property —suchasthe Trade-related Aspects of Intellectual Property Rights
(TRIPS) agreement — many nations refuse to effectively address digital piracy in their own jurisdictions (asis
thecasefor Brazil, Pakistan, Russia,and Ukraine).® Thisweakenstrustintheseagreements. Thus,absent
changes to these institutions, or achange in the attitude of governments of scofflaw nations, governments will
need to work with Internet intermediaries as the mainsolution.

Website blocking for piracy, child pornography, or other illegal material is never going to be the silver bullet
instopping the distribution oraccesstocertainillicit material, butitcan definitely play arole. While there
may be ways for users and piracy site operators to circumvent these methods (such as the use of virtual private
networks), itisimportant toremember that the aim of website blocking is not to eliminate online piracy
altogether, but to change consumers’ behavior by raising the cost —in terms of time, risk, and willingness to
find alternative sites and circumvention tools — of accessing illegal contentand making legal sources and their
creators more appealing.

Forexample,an April 2016 Carnegie Mellon University study shows that website blocking in the United
Kingdom has been effective in fighting digital piracy. The study used consumer data to analyze the impact of
a court order for ISPs to block 53 websites in the United Kingdom in November 2014. It showed that
website blocking, when done onalarge-enoughscale, canshift consumers fromaccessing copyright-infringing
material toconsuminglegal contentonline.” Thestudy provesanintuitive understanding aboutonline
copyright enforcement: If enough piracy sites are blocked, then people will shift to legal sources, especially
given the growing number of such services.

Proposals to use website blocking often face a range of ideological opposition, especially that blocking are
antithetical to efforts to preserve a “free and open” Internet. While thisis arightly and broadly supported
goal, atleastin most democratic nations, it does not mean every website should be freely accessible.” Just as
supporting bans on theimportation ofivory or cross-border human trafficking doesnot make onea
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protectionist, supporting website blocking for sites dedicated to piracy does not make one an opponent ofa
freeand open Internet. Clearly, society should want aslittle as possible to be blocked or taken off the
Internet, and that such processes should have appropriate legal checks and balances. But this does not mean
policymakers should oppose attempts to block online materials thatare clearly illegal.

Critics alsoassert that website blocking will establish a negative precedentif used by democratic countriesand
will weakenthe moralauthority of democraticnations tocriticize totalitarian governments for limiting
Internet access unrelated to intellectual property. Critics claim these governments would point to democratic
nations’ use of website blocking to justify their own Internet censorship. But there is no comparison between
acountry thatusesdetailed and transparentlegal means, supported by anindependentlegal system, to
administer and enforce intellectual property online and a country simply censoring political speech online.
Likewise, the U.S. government has not abandoned laws requiring child pornography to be blocked because it
thinks doing so would give carte blanche approval to dictatorships that want to block dissenting websites.
Online intellectual property enforcement is far from alone in being a public policy that could be misused in
order to pursue unrelated or illegitimate objectives. In each case, what matters is the actual intent and the
integrity of the process involved in administrating these policies.

DEPA SHOULD PROTECT ENCRYPTION’S ROLE IN SECURING DATA FLOWS AND DIGITAL TRADE
New Zealand has already taken a step in the right direction by agreeing to rules that protect ICT products
that use cryptography as part of the CPTPP (Annex 8-B), which prohibits parties from enacting a range of
discriminatory and restrictive measures as a condition of market entry or sale of commercially-focused ICT
goods.® However, New Zealand should build on this by enacting rules that prohibit governments from
mandating firms from building mandatory “back doors” into their encryption or providing unspecified
technical assistance to law enforcement authorities.

For data to flow “with trust,” New Zealand needs to take into consideration encryption, the key technology
that people and businesses rely on to ensure the confidentiality of data.* Encryptionis a process that secures
information from unauthorized access or use, mainly by changing information which can be read (plaintext)
to make it so it cannot be read (cipher text).® Over the last few decades, researchers and firms have steadily
gotten significantly better at using encryption to secure the privacy and integrity of data— which has been
integrated into goods and services in order to improve security for consumers and businesses. In particular,
the development of public-key cryptography, which allows users tocommunicate securely overan untrusted
network such as the Internet, has underpinned most modernICT products and services. As such, encryption
hasbecome afundamental component of improving cybersecurity, aslaw enforcement, civil society, security
experts, and even the former president of the United States allagree onits benefits.* AsITIFargued in
“Unlocking Encryption: InformationSecurity and the Ruleof Law,” the problemis thatas the methods
citizens and businesses use to secure their information have evolved, some governments, citing law
enforcementand national security concerns, have pushed back and proposed or enacted laws that undermine
encryption and the beneficial role it plays in today’s economy.*

Encryptionisincreasingly important to the global digital economy, as it protects the confidentiality and
security of data. Whether consumers realize it or not, encryption is as ubiquitous as the many ICT devices
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they use in their daily lives. Even without a user’s interaction, devices may use encryption when
communicating to other devices to ensure commands received from one device are authenticated before being
executed.®® Assuch, encryption allows consumers and firms to securely engage in a variety of online activities,
such as through access to services (e.g., logons, passwords, e-commerce applications) and privacy of
communications (e.g.,email, instant messaging, virtual privatenetworks). Businesses use encryptiontoensure
their research is keptconfidential from competitorsand hackers, and to ensure transactions with their
suppliers and customers are authentic. Essentially, strong encryption helps firms and consumers securely
communicate withsystems and individuals around the world, thereby facilitating the transactions that allow
the global digital economy to grow.”

Furthermore, firms use encryption to ensure, and prove, compliance with laws and regulations that require
they use “technical measures” to protect data, such as for privacy, financial, data security, and other issues.
Such encryption-related provisions focus on firms using technological tools to ensure they protect certain
categories of data, while still preserving their ability to transfer, share, and use data. For example: HIPAA uses
encryption to protect personal health information; encryption of cardholder data is an acceptable method of
rendering data unreadable in order to meet the Payment Card Industry Data Security Standard, whichis a set
of security controls (an industry-required standard) businesses are required to implement to protect credit
card data; and the EU’s GDPR emphasizes data governance and accountability when firms manage personal
data, requiringthemtoassesstherisk of datalossand databreachand commit themtoconsider technical
“state of the art” measures to mitigate those risks, including encryption.”

Proposed and enacted government policies that undermine encryption have taken on a few forms:

* requirements that firms license or register encryption with government agencies,
* requirements that firms only use a government-mandated encryption standard,
* local encryption key storage,

* prohibitions on client-side encryption,

* firms disclosing source code, and

* legalandadministrativerequirementsthatfirmsprovidevague, arbitrarfz, andnontransparent
decryption or technical supportto government agencies, including installing “back doors” into

their products.

New Zealand should look to the USMCA as a model as it expands upon CPTPP (to a degree) in providing
clearer detailsastothenarrow exceptionsfor therulesby elaboratingupon exactly whatagenciesand
processes it does not cover.” However, New Zealand should go beyond USMCA to prohibit parties from
forcing firms to build backdoors or to otherwise modify the design of their systems to facilitate access to law
enforcement as this undermines the strength and role of encryptionin today’s digital economy. By putting
such commitments in a DEPA, New Zealand would be joining other countries, such as Germany and the
Netherlands, in clearly and publicly disavowing such measures.”
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Mostrecently, Australia, China, and the United Kingdomhave enacted laws mandating that tech firms
cooperate with governments to install back doors into ICT products and services.” Beyond Germany and the
Netherlands, the United States considered suchlaws, but decided against them. Previous government efforts
tolimitencryption have had variouslevels of success inrestricting wider use of secure technology, such as the
much-maligned Clipper Chip proposalinthe1990s.” Otherattempts have beenclandestine, generating
distrust among the general public, foreign governments, and industry stakeholders, such as the National
Security Agency’s surreptitious efforts to introduce backdoors into U.S. products and hide security
vulnerabilities it has discovered in commercial systems in order for the government to exploit

those weaknesses.”

Governments should not restrict or weaken encryption. Any government attempt to undermine encryption
reduces the overall security of law-abiding citizens and businesses, makes it more difficult for companies from
countries with weakened encryption to compete in global markets, and limits advancements in information
security. For example, mandating companies build so-called back doors into their products or to facilitate
government access undermines theintegrity of firms” encryption products. A weakness or opening provided
for one stakeholder inevitably weakens the overall level of protection, as it provides an opening for others,
suchas hackers. Furthermore, such requirements raise arange of concerns for firms, such as defining technical
requirements based only on a particular government’s subjective view of what is reasonable and practical,
without dueregard for how encryptionis developed, how it works, or how itis deployed globally.”

Moreover, attempts to restrict or weaken encryption would be ineffective at keeping this technology out of
thehands of criminalsand terrorists, who would be able to access encryption technology on their own.”
Furthermore, suchrequirements donoteven guarantee success. Inthe case of dataatrest (in electronic
storage), even if alaw enforcement agency gets a court order to access a person’s data stored by a third-party
provider (e.g., a cloud storage company), it would not be able to make sense of the data if it is encrypted and
thatagency doesnothave thekey. If firms that provide services donot have the key to their customers’
encrypted data, then they will be unable to comply with requests by intelligence agencies to search through
this data. For data in motion (information moving between two or more endpoints), law enforcement may try
to gain access through court-ordered wiretaps to monitor specific communications. Again, law enforcement
may be able to gain access to messages passed through a messaging service, but if the communications are
encrypted end-to-end so only the endpoints (i.e. users) have keys, law enforcement officials will be unable to
decipher it.

Whilemany governmentshave enacted (or considered) such policies forlaw enforcementand national
security reasons, others have used these concerns as a disguise for mercantilism. Encryption products are often
at the cutting edge of technological innovation, so some countries view regulatory requirements as a way to
help local firms catch up by providing copies or access to source code and related material. Similarly, some
countries see regulatory restrictions as a way to discriminate against foreign firms and their products. For
example, arequirement for local encryption key storage would resultin a firm or its customer having to set up
alocal server to facilitate the authentication and encryption process.
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DEPA SHOULD PROTECT INTERNET-BASED SERVICES/APPS THAT PROVIDE COMMUNICATION,
MEDIA, AND OTHER SERVICES

New Zealand should ensure DEPA’snew digital traderules protectkey agents of digital trade — those
Internet-based platformsthat providecommunication, media, and other services thatareincreasingly popular
with consumers around the world but are targeted in a growing number of countries using behind-the-border
regulations to discriminate against foreign providers. These services are often referred to as “value-added
services” within trade agreements.

Technological innovations have changed consumer behavior in media and telecommunications markets. This
is especially the case in developing countries that have deployed mobile-phone services before (or instead of)
traditional phone services, thereby leapfrogging costly fixed-line infrastructure. It also contributes to the
development of a vibrant app and digital economy, as people are using smart phones in new ways. Firms and
individuals can use new platforms and digital services as intermediary services and as final consumer goods, such
as services for communications (e.g., Skype, Viber). For messaging, “over-the-top” (OTT) service providers
(suchasWhatsApp, WeChat, Skype, and Facebook) provideinstant-messaging servicesasanalternative to text-
messaging services provided by traditional mobile telephone and telecommunication companies. In
broadcasting, so-called OTT service providers (such as Netflix, Hulu, and HBO Go) deliver audio, video, and
other media over the Internet instead of being packaged with cable TV subscriptions.

Many countries categorize and regulate these services as OTT services because they utilize broadband Internet
networks that can manage voice, data, and multimedia traffic to provide services, often (though not always)
without the direct involvement of the ISPs, which are often traditional telecommunications and cable TV
operators. While there is no universal consensus on how best to differentiate and classify the various kinds of
platforms and services —whether as OTTs, but often mixed in with concepts such as the platform economy,
sharing economy, peer-to-peer economy, and others —itis clear that their role (whether direct and indirect) as
agents of digital tradeisimportantand that rulesand regulations thatimpede their ability to play thisrole
deserve attention.

The problem is that tech firms providing these new, innovative services face a growing range of barriers as
countries use legacy regulatory frameworks for traditional telecommunications and broadcasters to enact
discriminatory and restrictive regulations. While motivations vary, and often involve legitimate public policy
concerns (such as taxation), a common refrain is that restrictions are needed to “level the playing field” with
traditional telecommunications and broadcasting companies. In many cases, these measures serve to protect
incumbent and traditional telecommunications and broadcasting providers, impede trade in online services,
and make it substantially more difficult for U.S. platforms and Internet-based services to access and competein
local markets.

However, just because an OTT service like Netflix or YouTube provides video does not mean it is equivalent
to an over-the-air TV broadcaster, or that Skype or other voice-over Internet protocol (VoIP) services are like
circuit-switched telephony. The fundamental point to understand about these newer Internet protocol (IP)-
based services is that they are more like email than television or telephony. In other words, these new services
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simply transport digital bits, just like email, web surfing, and other applications. In some cases, the bits are
displayed astextonascreen, in other casesas sound coming out of acomputer’s speakers, and instill other
cases as video ona computer or smartphone screen. As such, they are not the same functionally as services that
use dedicated, single-purpose technology to deliver specific services (e.g., telephony). Moreover, the relationship
between OTT platforms and traditional telecom firms is not win-lose, but one of interdependence. For
telecommunications firms, the declining demand for traditional voice and text messaging services from OTT
services is counterbalanced by increasing demand not only for data but for connectivity itself, which is partly
driven by OTTs. OTTs need a reliable high-speed network, and telecommunication firms need Internet-based
applications to stimulate demand for datatraffic.

Countries are enacting discriminatory measures that target foreign OTT service providers as there is
considerable uncertainty about whether current international trade rules apply (or not). For example, a basic
question is whether OTT services are covered by existing trade services classifications. Are OTT voice and
messagingservicesaformof mobiletelephoneservices oraformof dataand message transmissionservices? The
answer is the latter. What about the online distribution of audiovisual content?” Is it a form of traditional
television distribution or an Internet service? Once again, it is the latter. Along similar lines, do commitments
countries took on at the WTO with regard to telecom services cover OTTs?” Countries are able to exploit the
lack of agreement on technical issues to enact measures that cut off or restrict market access. Thus, New Zealand
should use DEPA negotiations to bring clarity and certainty to trade rules involving OTT services in
digital trade.

Vietnam and Indonesia are two clear examples of countries using legacy frameworks alongside other new policy
concerns, such as how to address the dissemination of false information and to ensure tax arrangements work
in today’s digital economy, as a cover for digital trade protectionism.* For instance, Vietnam enacted new
regulations that require OTT firms to locate servers in Vietnam. The regulation also restricts how foreign OTT
services operate in Vietnam by forcing them to form a joint venture with Vietnamese telecommunications
companies. Meanwhile, it promulgates differentiated regulations for free- and fee-based OTT services, as the
latter need to get a license from the government, while the former do not.* Media reports also state that
Vietnam’s prime minister ordered the Ministry of Information and Communications to restrict free OTT apps,
such as Viber and Zalo (a local app), due to the impact these apps were having on traditional mobile carriers.
As a Zalo representative rightly pointed out, free email services took over from postal services, but no one
banned these services, yet the government seems intent on trying to do this with OTT services. Similarly,
Indonesia used restrictive policies to force foreign media firms to setup joint ventures withlocal firms as a
condition of market entry. In April 2017, the Indonesian state-owned telecommunication company Telkom
signed a strategic partnership with Netflix, after earlier blocking Netflix. Netflix CEO Reed Hastings told
CNBC that Telkom is the only ISP in Asia that bans the company’s service.*

New Zealand should pushfornew rulesinadigital trade chapter that prohibitcountries usinglegacy regulatory
frameworks and poor and opaque regulatory processes to discriminate against foreign Internet-based service
providers. In many ways, these digital trade provisions would complement the types of provisions that are
typically included in ‘good regulatory practices’ chapters in trade agreements. USMCA provides a useful
reference point as it took a step in the right direction by including provisions on value-added services in the
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telecommunications chapter that address regulatory process issues for telecommunication services, and
potentially, audiovisual and other sectors.

New Zealand should include these provisions within a digital trade chapter of a DEPA given the key role OTT
services play in facilitating digital trade. Reflecting this, the opening sentence for this section on value-added
services should explicitly recognize the importance of these services to innovation, competition, consumer
welfare,and digital trade. The DEPA shouldincludeaclearand detailed definition of these value-added services
in the digital trade chapter’s list of definitions. The CPTPP did not define value-added services, nor include
any specific provisions related to them. Within the context of telecommunication services, USMCA defines
value-added services as those “telecommunications services employing computer processing applications that:

(a) act on the format, content, code, protocol or similar aspects of a customer's transmitted information; (b)
provide a customer with additional, different or restructured information; or (c) involve customer interaction
with stored information.”

Similar to USMCA, New Zealand should seek to create a framework thataccounts for the key services targeted,
while also acknowledging the fact that countries have different regulatory frameworks for these. For example,
whetheracountry has one or multipleregulators for telecommunication, broadcasting, and related services will
determine the nature of the framework it needs. New Zealand should aim to replicate the central point of
USMCA’s value-added services provisions (article 18.14), which specify that countries should not have their
telecommunication regulators use legacy regulatory frameworks or new restrictions to unduly and unnecessarily
burden new (largely Internet-based) value-added communication services in order to “level the playing field”
(often code for protectionism) with traditional telecommunication providers (and potentially those in other
service areas for which the regulator is responsible).

New Zealand should look to build upon USMCA provisions to improve transparency and the need for clear
evidence in relevant rulemaking so as to prevent countries from being able to use vague regulatory processes
and criteria to enact protectionist measures. New Zealand should advocate for explicit language that would
require countries to justify any regulations by considering whether they truly contribute to achieving a legitimate
public policy objective. It should also require countries to consider the technical and economic feasibility of any
proposed requirements (as some measures that may be possible with traditional providers may not work for
Internet-based providers). The section for these two key provisions could detail further steps that ensure relevant
regulations reflect good regulatory practices and detail some form of cost-benefit analysis, such as requiring
countries to publish a regulatory impact statement that outlines the need for the measure, evidence that the
proposed policy is technically feasible, and proof that the proposed policy actually addresses the underlying
public policy issue and is not unnecessarily trade-restrictive. Inaddition to this, New Zealand should replicate
USMCA provisions that require that any licensing, permit, registration, or notification procedures that relate
to value-added services are transparent and non-discriminatory. Similarly, it should enact USMCA (article
18.14(b))-like provisions that prohibit methods by which countries can use non-tariff measures to unfairly
discriminate against foreign firms, such as by stipulating service coverage, mandating or justifying cost
structures, or forcing firms to use particular telecommunication networks or technical standards.
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New Zealand's goal should be to create a framework that ensures that policymakers looking to “level the
playingfield” betweenindustriesand firmsarefocused moreonequivalent protection, notequivalent
regulation. In other words, the goal should not be to subject new digitally-based business models to the same
regulations as incumbents, which often limits innovation and digital trade. Instead, the aim should be to
ensurethatregulation of new businessmodels provides thesame overalllevel of protection, evenif the
regulatory requirements themselves differ. The USMCA provisions are indicative of the many possible non-
tariff tools that countries can use to discriminate against foreign tech firms given they provide a similar, but
different, service to incumbent traditional telecommunication/broadcasting firms, many of which are
struggling to compete withnew providers. In using similarrules, New Zealand would be promoting
transparency and the use of evidence-based policy making among its trading partners so that they cannot use
behind-the-border rules to close off this promising area of digital trade. While Canada and Mexico do not
have OTTregulationsthatwould beaffected by USMCA, therules (if enacted) willhaveamajorimpactif
repeated in future U.S. trade agreements. The same scenario exists for New Zealand: Singapore and Chile do
nothaveany offendingregulations (thatITIFisawareof), butitremainsimportantfor the threepartiesto
sendasignal thattheyrecognizethatthesetypesof digital tradebarriersexistand thattheserulesarenot
acceptable within their framework for an ambitious, open, and rules-based global digital trading system.

SOURCE CODE AND ALGORITHM PROTECTION: USE DEPA TO FILL THE GAP

Today’s economy is a data economy as organizations use data and analytics to drive productivity and innovation.
But this is transitioning into an algorithmic economy, in which many more organizations invest in artificial
intelligence (Al) to automate processes, develop new products and services, improve quality, and increase
efficiency.® Using data, Al has the potential to impact virtually every sector of the economy, given its ability to
make and test assumptions (sometimes without human intervention) and learn autonomously. Al'simpact on
economic productivity holds the potential to be much broader, as various aspects of it can be understood as
being “general purpose technologies” (such as microprocessors) that have historically been influential drivers of
long-term technological progress as they affect most functions in an economy.* New Zealand needs to ensure
thatits digital trade policy explicitly protects the source code at the heart of A, whichis susceptible to theft. Al
is going to be increasingly central to competitiveness in the global digital economy, thereby making itan
increasingly attractive target for countries which don’t want to develop or pay for it as part of a fair exchange,
but instead seek to steal it.

New Zealand has already agreed to (much needed) new rules to protect source code in the CPTPP. However,
thereisonecritical, clear omissionin the source code provision (article 14.17), asit does notexplicitly cover
algorithms (as the similar provision does in USMCA).* The source code —the lines of computer code at the
heart of software —associated with Alis susceptible to theft and replication, and therefore relies on intellectual
property protections. A firm from New Zealand might invest many millions of dollars as part of the high-fixed
costs for research and development to bring the first copy to market, but given low marginal costs required to
produce subsequent copies, if the source code they develop is subsequently stolen, they risk losing the basis of
their competitive position going forward. Therefore, thisis animportant gap to address as it reduces the risk of
parties imposing mandates for algorithmic transparency on Al systems developed in other countries, which
raises considerable intellectual property risks.*It’s easy to imagine how some countries could misuse
algorithmic transparency requirements to force foreign firms to reveal intellectual property that would aid
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domestic firms. While this USMCA provision would still allow parties to enact algorithmic transparency
mandates for all firms, both foreign and domestic, this provision prohibits them from using algorithmic
transparency as a protectionist measure.

DEPA SHOULD ENACT A FRAMEWORK FOR OPEN DATA AND DIGITAL TRADE

“Opendata” refers to data thatis made freely available without restrictions.” Many governments have begun
to embrace open data as a way to encourage transparency and accountability, increase public participation,
and promote economic growth. By allowing open data, government agencies can foster data-driven
innovationnotonly within government, butalsoamong private-sector organizations, civil society, academia,
and individuals who can make use of these data sets. The impact of releasing open data can be substantial. A
2013 McKinsey Global Institute report estimated that open data could add over $3 trillion annually in total
value to the global economy.* The benefits of releasing open data can be grouped into three main categories:
economic growth; improving government services; and reducing fraud, waste, and abuse in government
programs.® It therefore represents another potential area of opportunity for digital trade if a firmis able to
freely accessand use comparable data from another country in providing digital goods and services.

However, there’s the potential for governments to undermine the “openness” of open dataregimes by
enacting measures (either directly or indirectly) that restrict foreign firms access and use of the many data
categories that could fall within “public” data frameworks, such as education, tax, mapping, financial, and
health data. While these policies don't exist in Chile or Singapore, the examples below highlight the potential
for countries to use economy-wide or sectoral data governance policies that resultin an open data framework
thatis ultimately discriminatory on a trade basis. For example, mapping data is a broad category of data that
governments often play a key rolein regulating. Yet, as it becomes a key input to emerging technologies (like
autonomous vehicles) and digital services (like mapping services), countries like China and South Korea have
enacted restrictive and discriminatory regime for the collection, preservation, ownership, usage, and export of
geospatial data, citing broad and vague concerns over national security, state secrets, and privacy.” Another
example involves countries (such as China and Indonesia) enacting overly broad, restrictive, and
discriminatory data classification regimes (which divide data into distinct categories based on sensitivity levels)
that would undermine foreign access and use of many types of public data. For example, China is enacting a
data governance regime that restricts the handling and storage of many public data categories by broadly
definingits high-sensitive category “important data” as “ data that, if divulged, may directly affect national
security, economic security, social stability, or public health and safety, such as undisclosed government
informationorlarge-scale dataonthe population, genetic health, geography, mineral resources, etc.””
Ultimately, these types of restrictions would give local firms preferential access to public data, which can be
useful for training Al (by improving their predictive capabilities). If domestic firms are given privileged access
to that data, it could (in effect) create an indirect subsidy to the domestic Al industry.”Such discriminatory
requirements would cut off New Zealand firms from the public data that they could otherwise use to provide
valuable digital goods and services into that market.
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New Zealand hashad anopendataframeworkin placeforseveral years.”? New Zealand ranks 29thof 178
countriesinthe OpenDataInventory (ODIN)’s globalindex (of open dataregimes fornational statistical
offices).” New Zealand clearly recognizes that opening up public information for re-use has considerable and
widespread benefits to government, industry, and the public. Digital trade provisions canact as an extension
of these domestic policy frameworks by ensuring that data-driven New Zealand firms know they are able to
access and use public data from other countries (as other firms should be able to do likewise with public data
from New Zealand) as part of their efforts to provide data-driven goods and services to respective
governmentsand consumersand the privatesector. Forexample, the Open DataImpactMap shows that
thereareatleast41 firmsfrom New Zealand using open government data, with these firms coming from
finance, real estate, mapping, infrastructure, engineering, and other sectors.” Digital trade provisions on open
data would ensure these and other firms would have the opportunity to use their existing business models to
provide the same or similar digital goods and services in other markets after accessing public data from that
country.

WhilebothSingapore (ODINrank 1st)and Chile (ODINrank121st) bothalsohave open dataframeworks
in place and do not discriminate against who uses such data, New Zealand should use provisions in DEPA to
provide certainty thatits firms will have access to open government data and to send a broader signal to other
trading partners that it considers free and fair access to each other’s public data to be part of its broader vision
for an open, innovative, and rules-based global digital economy.”* Here, New Zealand should build upon
USMCA, which was the first trade agreement in the world to promote the publication of open government
data. Article 19.18 of the agreement officially recognizes that “facilitating public access to and use of
government information fosters economic and social development, competitiveness, and innovation.” While
USMCA does not require parties to publish open government data, to the extent they choose to publish this
data, it directs them to adhere to best practices for open data, including ensuring it can be in open, machine-
readable formats. Additionally, the deal directs parties to try to cooperate and identify ways they can expand
access toand use of government data, particularly for the purposes of creating economic opportunity for small
and medium-sized enterprises (SMEs).

New Zealand should adopt and build upon these provisions. Within the digital trade chapter, New Zealand
should push for a specific section on open data, which should start with the general recognition that opening
up publicinformation for re-use has considerable and widespread benefits to government, industry, and the
publicand mentionthatinnovationisanexplicitreasontorelease public data. The DEPA should require
parties to have an open-by-default framework for government data in place (without being prescriptive, as
each country will approach the issue in their own way) and demand that trading partners should adhere to
best practices for open data, including ensuring itis published in open, machine-readable formats.

New Zealand should link these provisions to the fact that enacting data standards for government data (as per
global best practices) increase the value for everyone as itincreases both the quantity and quality of data firms
canusetoprovidenew, data-driven goodsandservices.Inline with this, New Zealand should explicitly
referenceinternational agreementsand partnershipsthatsignal thatacountryisactually committed to
enacting policy best practices. A good reference point for provisions on open government data is the G8 Open

29



Data Charter, which, as well as supporting the release of data to promote transparency, is more explicit about
thequality and formatin which datashould bereleased and, importantly,addsinnovationasareasonto
release data.” The four EU members of the G8 (now G7) —France, Germany, Italy, and the United
Kingdom —have all signed up to the charter (the EU has also endorsed the G8 Open Data Charter for its own
institutions). Another good initiative worth referencing is the Open Government Declaration, a global open
data initiative led by the Open Government Partnership (OGP), an international organization promoting
more open, effective,and accountable government.” New Zealand and Chile are already members of
the OGP.

DEPA SHOULD SUPPORT ELECTRONIC LABELLING FOR ICT PRODUCTS

As ICT products get smaller, manufacturers face the challenge of fitting multiple small labels on their
products to show a range of regulators and consumers that these products conform to regulations. This can
lead tojumbled collections of barely legiblelabels that convey little ornoinformation. AsITIFarguesin
“How E-Labels CanSupport Tradeand InnovationinICT,” allowing the display of regulatory and other
productinformation viaelectronicmeans —an“e-label” —isasensiblesolutionthatensureslabelsdon’t
inhibitproductinnovationwhilehelping tominimize costand maximizeconsumerconvenience.” New
Zealand should include a provision on e-labelling in the DEPA given its close connection to the devices which
drive the digital economy.

Traditionally, manufacturers have had to use physical labels on ICT products to convey the compliance
informationrequired tofacilitate marketaccess toacountry, such astoaddress concerns over safety,
electromagnetic interference, energy, materials, and/or recycling. Manufacturers tend to place product labels
onasingle panel so as to allow this information to be more easily located, fabricated, and controlled, as well
astominimize the negative visual impact to what may otherwise be asleek and innovative productappearance
(whichis critical for market appeal). Manufacturers must either etch or print these labels on the device or on a
label attached to the device or associated packaging. Complicating this process is the fact that some countries
dictate wherelabels mustbe physically placed. Given the number of suchlabels required for major ICT
products, the requirement to use physical labels increases costs and potentially limits design options while
ineffectively conveying information to consumers about products. A major problem with physical labels is
thatmanyICT productsaremadefordistributioninmultiple markets, meaning thata productcanhave20
or more regulatory labels.

Compliance markings serve two audiences —regulators and consumers. Buteven then, itis an open question
as to how much attention consumers give to physical labels. E-labeling does not undermine each country’s
righttoregulate ICT products for public health, safety, and other reasons. E-labeling is simply a way to
convey information toconsumers and regulators more effectively and efficiently thanis possible with physical
labels. Growing smart phone ownership means that many consumershave the ability to easily access
information about their products electronically, whether this is on their device or via alink to a webpage on
the Internet.
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There are a range of benefits to e-labeling:

Greater information and utility: Consumers and regulators are faced with the challenge of
deciphering a multitude of labels crammed together onto a single panel of an ICT product, which s
further complicated as ICT products get smaller. E-labels offer a more accessible and understandable
mechanism for users to find the mark that is relevant to them, accompanying product statements and
instructions, and any further details the manufacturer wishes toinclude, suchas product warranties,
contact details, recycling, and trade-in opportunities. Furthermore, e-labels can be more accessible,
comprehensive, and readable for the simple fact that there are fewer size constraints when it comes to
the electronic display of information, in contrast to the small font typically used in printed statements
that accompany ICT products when sold.

Easier enforcement: A master list of labelsand compliance information on the Internet or on the
device, keptup to date by manufacturers, would offer real-time compliance information far beyond a
simplemarkonatinylabel. For themostpart, thee-label hasthesameinformationasthe physical
label. Regulators can easily check if a manufacturer is abiding by e-labeling requirements (including
changes) by simply checking the e-label on devices with an in-built screen, or, if using a code or link
for devices with no screen, by checking the designated website of the product.

Reduced environmental impact: E-labels allow manufacturers toreduce the material they useinlabels
and the replacement of labels. This includes the waste involved in recalling products and replacing
labels (which oftenrequires replacing the product’s entire back plate) if requirements change after the
product is manufactured and distributed. Furthermore, an e-label provides an easier way for
manufacturers to provide details to consumers on how to environmentally dispose of the product.

Reducedimpactonproductinnovation: Technologicalinnovation means thatICT productsare
shrinkingin size such that physical labeling requirements may become a constraint on product design
as manufacturers reach a point where they need to alter the optimal design of a productjust to satisfy
labeling requirements. This could act as a brake on product design and innovation, which, in many
product categories, would otherwiselead to products getting smaller still. Furthermore, by making
product design easier, e-labeling can shorten the launch schedule for new products, as for major ICT
manufacturers a change in something as simple as a physical label can take months toinclude as part
of complex design and manufacturing processes.

Aliveand interactive label: Physical labels are static and problematicin terms of updating —it takes
time and money to recall products and remove and replace physical labels. In contrast, e-labels can
actasinteractive sites for productinformation that can be updated remotely to address any product
user issues, manufacturer contact details, regulatory changes, and inaccuracies, such as
typographical errors.

Costsavings: As ICT products have become smaller and more aesthetically appealing, etching or
applying physical labels requires more design time and expensive equipment. Manufacturers spend

31



significantamountsof money onthecreation, control, maintenance, and productionof product
markings, packaging, and instruction sheets that have traditionally been used to convey required
certification or conditions-of-use information. These costs increase if manufacturers need to modify
labels, re-work products, and perform in-country retrofits due to changinglabeling requirements. E-
labeling reduces or eliminates these costs without sacrificing a user’s access to relevant regulatory
information.

E-labelling remains arelatively new approach to conveying compliance and other information to regulators
and consumers. Whileseveral countries currently allow e-labeling, only afew companies have begun usingit.
However, this listincludes major ICT producers and markets for ICT products, including China, Japan, and
the United States. Other major economies, such as India, are considering following suit.

Besides Canada, Mexico, and the United States, other major trading partners also allow e-labels:

e Australia:In2015, Australiaenacted the Telecommunications (Labelling Notice for Customer
Equipment and Customer Cabling) Instrument 2015, which allowed e-labeling for devices with an
inbuiltdisplay as part of broader changes to the testing, labeling, and record-keeping obligations for
suppliers of specified telecommunications equipment.'® Australianindustry groups supported the
development of e-labeling.™ The compliance label for telecommunications productsin Australiais
the Regulatory Compliance Mark, which can be displayed electronically on products with
built-in screens.

e Japan:In2010, Japanenacted administrativereformstoallow e-labels for devices withaninbuilt
screen. Documentation that accompanies the device must show the user how to display the e-label."”

e Malaysia: On June 1, 2015, the Malaysian Communications and Multimedia Commission (MCMC)
enacted rules allowing e-labels for communications products with aninbuilt screen. The Malaysian
approachisvoluntary,notmandatory. Details of how toaccess themarks mustbeincludedinthe
accompanying documentation.'®

¢ Singapore:Since2012,Singaporehasallowed e-labelsascompliancelabelsfor deviceswithan
integral screen. The product documentation accompanying the product must explain how the label
is displayed.

The potential problem is that as more countries allow e-labeling, they might make it overly complicated and
prescriptive and substantially different from country to country. Divergent approaches to e-labeling would
undermine its benefits in terms of simplicity and efficiency. Furthermore, if countries design approaches that
aresignificantly different from one another (including a potential future international standard on e-labeling),
e-labeling then becomes a potential technical barrier to trade in ICT goods. As we’ve seen with other technical
issues, an outlier country could use its e-labeling approach as a barrier to keep foreign ICT products out, as
manufacturers must decide whether to spend the time and money to alter the design of their product to meet
the specific regulatory requirements for anindividual country. Recent history shows us that fragmentationisa
real threat to global tradein ICT products. ITIF demonstrated how this can happeninits “The Middle
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Kingdom Galapagos Island Syndrome: The Cul-De-Sac of Chinese Technology Standards” report, which
explained how China’s use of indigenoustechnology standards discriminatesagainstforeignfirmsinorder to
support domestic ones.'* This is why countries need to ensure that as they consider allowing e-labeling, they
work toward achieving adegree of alignment with other countries, ideally through aninternational standard,
to ensure e-labeling requirements don’t hinder the global design, production, and trade in ICT products.

Country-to-country differencesintechnical regulationand standardsand conformity assessment procedures
raise compliance costs for companies operating across multiple countries. Such costs are particularly daunting
for small-and medium-size enterprises. While itis difficult to estimate the precise costs involved, the need to
comply with such different approaches involves direct and indirect costs for producers and exporters. The
Organizationfor Economic Cooperationand Development (OECD) finds thatdiffering standardsand
technicalregulations, combined with the cost of testing and compliance certification, could constitute
between 2 and 10 percent of overall production costs.'®

New Zealand should use DEPA to setup a framework for members to allow e-labeling (at the moment, Chile
isthe only one of theinitial three members tonotallow e-labels). As the first trade agreement to include
language on electroniclabeling, USMCA isamodel for New Zealand. USMCA defines e-labels as “the
electronic display of information, including required compliance information.” Inarticle12.C.4in the
sectoral annexes chapter of USMCA, under Regional Cooperation Activities on Telecommunications
Equipment, the parties agreed that “If a Party requires equipment subject to electromagnetic compatibility
and radio frequency requirements to include alabel containing compliance information about the equipment,
it shall permit this information to be provided through an electronic label.” ' This should be the first step for
acountry moving toward a compliance labeling systems that accounts for digital innovation. Parties should
also reference ongoing work towards an international standard for electronic labeling (talks on ISO/IEC CD
22603 are ongoing at the International Organization for Standardization).'””

Thesecond stepwould be for New Zealand to use DEPA tosetup amechanismforrespectiveagencies to
cooperate and exchange information about their electronic labeling requirements, with a view to facilitating
compatibility."® Besides accounting for the fact that Chile does not currently allow e-labels, this would allow
a (technologically) flexible approach, as policymakersin New Zealand, Singapore, and Chile should view the
developmentofe-labeling policy asaniterative process. They canstartbyallowinge-labelingto display
information for products withaninbuilt screen, suchasasmart phone, before expanding the scope of
productsin subsequentrevisions, such as to include products that don’t have a screen but can connect to one.
This can eventually extend to allowing e-labels to be accessed through URL or QR (Quick Response) codes
for ICT products that don’t have a screen. In this way, policymakers can move forward with basic e-labeling
rules, even if they aren’t ready for advanced ones.

DEPA SHOULD SUPPORT OPEN DATA FRAMEWORKS AND TECHNICAL STANDARDS FOR APIS

Afundamental buildingblock of the data marketisaccess. Notinthecoercivesense,in terms of forcing
private firms to hand over data, butin sectors where there are clear benefits to all parties from allowing new
connectionsand digital goodsand services. Intheseselect cases, policymakersshouldlook toenacta
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frameworkthatcreatesaclear, standardized, and open process for firms toaccess data. Application
programming interface (API)-related frameworksare atanearly stage of developmentand vary around the
world (both between different domestic sectors and between countries). Given this, New Zealand could use
DEPA to make clear their interest in the issue by identifying it as an area for cooperation and information
exchanges. This could extend to developing shared high-level principles and standardized transmission
mechanisms (for APIs), which are likely to become a key tool to facilitate access to data and the delivery of
digital goods and servicesin the future. The greater the compatibility and commonality between standards
thatcanbeachieved atsuchanearly stage, the greater the potential forNew Zealand’sfirmstobeableto
develop and deliver digital products in these (and other) markets.

“Open APIs” are one of the best-practice tools to use to help facilitate access to data in certain publicand
private sectors, which hold valuable sensitive data, but lack mechanisms to securely and efficiently share it
with one another. Rules around APIs form the basis for all the “open banking” frameworks (for the voluntary
exchange of bank-held data) proposed to date." An APlisa set of commands, functions, protocols,and
objects that programmers can use to create software or interact with an external system. It provides developers
with standard commands for performing common operations so that they do not have to write the code from
scratch. APIsareroutinely used within organizations, but open APIs allow third-party access toinformationas
well. APl-related issues deserve attention, as they facilitate the sharing of data to promote innovation, trade,
and other societal benefits. However, policy discussions on open API frameworks should not be used as a
disguised attemptby misguided advocates thathave argued that businesses which possesslarge quantities of
data, such as social media companies, present inherent competition concerns.”® As ITIF argues in “The Myth
of Data Monopoly: Why Antitrust Concerns About Data Are Overblown,” these concerns are misplaced for a
number of reasons, one being that competitors can often obtain similar data from other sources.™

Beyond banking (detailed below), policymakers could consider mandated datasharing rulesand open APIs to
addressspecific casesin whicha smallnumber of firms have exclusiveaccess to particular datasets, which they
could use to exploit their market power to limit access to that data through both technical and administrative
means without any legitimate business justification. In “Blocked: Why Some Companies Restrict Data Access
toReduce Competitionand How Open APIsCanHelp,” ITIFanalyzed thisscenariointhe United Statesin
the real estate, banking, and air travel sectors.”* This type of anti-competitive behavior limits innovation and
hurts consumers, and when these problematic practices occur, policymakers should intervene. Open APIs
should be part of the antidote to these scenarios."?

The financial sectoris the sector where APIs are having their earliest, biggestimpact as banks and non-
banking fintech companies use new digital technologies and partnerships to compete for market share by
providing innovative digital goods and services. The evolution from a closed model, where each financial
institution retained and controlled the information it collected about its customers, to an open model, has the
potential toimprove competition in the sector and see the creation of new products and services based on that
data.” Open banking provides great opportunities for all sorts of businesses, including existing banks and
fintechs, toinnovate, strengthen customer relationships, and gain a share of new emerging financial product
and service markets. [talso holds potential for other financial services, such as insurance and superannuation.
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Thishasled to various regulatory reforms around the world, including on APIs, asit raises associated
concernsaboutfinancial stability, regulatory oversightand auditing, data privacy,and datasecurity."

Thereis a clear global trend toward open banking frameworks in the financial sector, including in Australia,
the EU, Singapore, and the United Kingdom. For example, the EU and member nations have taken
importantstepsintherightdirection on open APIs through the Payment Services Directive (PSD2)."In
Australia, Scott Farrell’s “Review into Open Banking: giving customers choice, convenience, and confidence”
laid outaregulatoryblueprint.” The United Kingdom’s Open Banking Standard demonstrateshow this
approach could be taken further by requiring banks to make their data available in a standardized format and
therefore easier for third parties to access and use to develop further innovations for consumers."® In the case
of both PSD2 and the United Kingdom’s Open Banking Standard, the overriding goal is to ensure consumers
can share their personal financial data with third parties and increase market transparency about bank fees,
not to force companies to turn over their own proprietary data. In contrast, there is no centralized approach
to data governance in the United States (although the U.S. Treasury Department has examined the regulatory
issues), whichhasgivenrisetoaseriesoffintechinnovatorsand a patchwork of one-off bank agreements
(such as partnerships struck in the United States by Chase and Wells Fargo with Xero and Finicity)."
However, the absence of a U.S. framework has also led to some financial institutions blocking certain firms
from accessing their APIs, variations in means of accessing data (i.e. inconsistent API standards), and
inconsistent policies for charging for access to use them. Meanwhile, Singapore has developed alarge fintech
market, built largely around APIs, for instance, for risk-decisioning in the absence of formal credit-scoring
agencies (the Monetary Authority of Singapore provides regulatory oversight).’®

Datasharing frameworks can vary significantly based on the entities obliged to make data shareable (including
whetheritismandatory or voluntary), the type of customers entitled toshare data, the timing of the data
sharing (real time vs. deferred), how data is shared between the parties, the entities with which data can be
shared, and the standardization of transmission mechanisms (APIs).” As it relates to New Zealand and the
DEPA, the central challenge for a section on open data would be to bring together respective domestic
agencies to try and develop standardized communication mechanisms via APIs. Table 1 below provides an
overview of how major, open banking frameworks deal with API standards.

Table 1: How Different Mandatory Data Sharing Frameworks Manage the Standardization of the Transmission.'?

. . Open API -
Opening PSD2 (EU) GDPR (EU) Open Banking F FinTech Law
- ’ ramework -
Banking (UK) (Australia) (Hong Kong) (Mexico)
. APIs will be .
Standardization Using Only basic No developed, but .Varlous. Standardized
mandatory -~ - : internationally ;
of the . standardization | standardization | screen scraping . APIs (pending
. standardized : : - recognized g~
transmission is necessary. is mandatory. will not be definition).
APIs. forbidden standards.

Whether common regional or global standards will emerge as countries begin to enact open banking systems
is unclear, but the stakes are high. If countries pursue conflicting standards for APIs, the resulting
fragmentation could inhibit the spread of open banking and other open data frameworks and the ability of
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firms in one country to achieve critical economies of scale through access to data in a foreign market.'” This
scenario would be similar to what we are already seeing with regard to countries enacting data localization
measures and country-specific cybersecurity standards. To the extent that these and related requirements
(suchas for APIstandards) heavily restrict the use of data across borders, efforts to integrate and rationalize
cross-border financial activity through open banking regulations may be limited." To promote open banking
ataregionaland globallevel then, New Zealand and itslikeminded trading partners should coordinate
their efforts.

New Zealand is already heading in the right direction in using APIs to improve competition and innovation
inthefinancial sector.'"”Inearly 2018, Payments NZ unveiled anindustry API pilot (with six partners) to
testopenbankingand digital paymentsin the country. Since then, Payments NZ has been working ona
shared API framework and pilot to bring common API standards and an APIstandards ecosystem to life.' It
isanemergingissuethatcould hold potential digital tradeimplications giveneachcountry’srespective
frameworks will set the terms and standards for access to data, which can be used as an input to design and
deliver new digital goods and services. It overlaps with other data-related issues covered by digital trade
agreements, such as privacy, cybersecurity, and consumer protection, without the need to be overly
prescriptive. However, conceptually, there’s no clear reason why technical standards should vary between
trading parties. Insuch a case, a firmin New Zealand that has developed an APl as part of aninnovative new
financial service could use the same software (pending other regulatory approvals and considerations) to access
data from a bank in a trading partner in other to provide the same service into this other market. Eliminating
or minimizing technical differences makes such digital trade easier.

DEPA negotiations are an opportunity for New Zealand to work with Singapore and Chile to outline their
commitment to share information and best practices as they each enact their own respective frameworks.
These discussions could lead to hortatory languageina digital trade chapter about the role that open APIs can
play in facilitating access to data in certain sectors, that such access promotes innovation, competition, and
trade, thatsuch frameworksshould be opento firmsfromanywhere (aslongastheyabide bylocal data
related laws and regulations), and that the parties will work towards developing compatible (technical)
standards in defining APIframeworks.

DEPA SHOULD SUPPORT THE ROLE OF ELECTRONIC SIGNATURES AND INVOICING IN
DIGITAL TRADE

Electronicsignaturesandinvoicesrepresentbasic building blocksfor firms wishing toengagein digital
trade.”” The parties need to be able to use electronic signatures as part of a digital trade transaction. Ensuring
that customers can provide approval or consent online when downloading a digital product, checking outof a
digital shopping cart, or validating payrolls are all basic steps for digital trade. Meanwhile, the widespread
adoption of electronicinvoice-based taxation and accounting systems facilitates digital trade (and traditional
trade) by facilitating easieraccountingand taxreportinginmultiplejurisdictions (especiallyif firmsuse
accounting service providers who operate across multiple countries) and help firms engaged in trade (such as
through more efficientfactoring or managing accountsreceivable). However, thereis the potential for
countries to enact unique technical standards that act as a barrier to digital trade, which New Zealand should
prohibit as part of DEPA negotiations.
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New Zealand should open sections on electronic signatures and electronic invoices by noting the importance
of bothissues to digital trade. At the heart of these efforts should be the three core principles advanced by the
United Nations Commission on International Trade Law (UNCITRAL, who set out model electronic
transaction and signature laws)- non-discrimination, functional equivalence, and technological neutrality."*
New Zealand should use DEPA negotiations to push beyond basic electronic signature and authentication
provisions (such as those in CPTPP, which are still very much needed) and aim to enactinteroperable systems
that prohibit country-specific technical requirements that barrier digital trade. Otherwise, divergent domestic
rules on electronic transactions, signatures, and invoices make cross-border digital activities more complex,
and more costly, for New Zealand firms doing business in multiple markets.'”

Buildingout these provisionsshould beachievable. New Zealand, Singapore, and Chileallhavenon-
restrictive electronic signatures and invoicing frameworks.” New Zealand obviously recognizes the broader
significance, givenitssupportincreating the Australiaand New Zealand Electronic Invoicing Board
(ANZEIB) and its intention to develop an interoperable framework for trans-Tasman e-invoicing.”! While
specific barriers related to these issues may not yet be a major problemin foreign markets, there are cases (in
Mexico and Brazil, as detailed below) that highlight how they could become another technical barrier to
digital trade. Given their essential role in facilitating digital trade, New Zealand should get out in front of
these potential barriers and push for strong provisions to provide certainty for its firms. Such a move would
seta clear, high bar for other countries that may eventually join the DEPA and would send a broader signal
aboutNew Zealand’s effort to set the gold standard inrelation to comprehensive digital traderules.

New Zealand should still cover the basics in DEPA negotiations by ensuring that its trading partners have a
legal frameworkin placeforelectronicand digital signatures, as withoutthese, users mustrely on paper
documents. According to the United Nations Conference on Tradeand Development (UNCTAD), 145
countries have enacted such laws, of which 104 are developing or transitioning economies. Almost half, 46.3
percent, of Africaneconomies haveadopted e-transactions laws, compared to 72 percent of Asian, 81.8
percent of Latin American and Caribbean, and 97.6 percent of developed economies.® While this will not be
anissue in Chile or Singapore, it remains an issue for many other countries. New Zealand should include this
commitment to reinforce its role as a necessary part of the legal framework for digital trade, as according to
the OECD-WTO Global Review 2017 Aid for Trade Monitoring Exercise, electronic signatures were ranked
fourth among the top ten challenges facing enterprises and consumers when accessing and using Internet
services." Given Chile’s and Singapore’s membership in the CPTPP, it should not be controversial to insist
thattrade partners maintainalegal framework governingelectronic transactions consistent with the principles
of the UNCITRAL Model Law on Electronic Commerce 1996 or the United Nations Convention on the
Use of Electronic Communications in International Contracts.’ In line with this, New Zealand and its
partners should again (as in CPTPP) include the explicit provision that no party shall maintain measures that
differentiate between the legal treatment of digital vs. physical signatures and that parties to a transaction
should be able to determine the authentication method.**

However, New Zealand needs to go beyond these basic provisions on electronic signatures, as there is the
potential for country-specific technical requirements to act as a barrier to digital trade.”® While many
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countries have enacted UNCITRAL model laws, there is no universal approach to implementation, which
givesrise to substantial differences between how economies enact their own e-signature laws.”” Hence, New
Zealand should push for parties to commit to enacting interoperable systems and to remove country-specific
technical requirements for electronic and digital signatures and electronicinvoicing systems. CPTPPincluded
the more limited commitment that parties “shall endeavor to avoid any unnecessary regulatory burden on
electronic transactions” and that parties “shall encourage the use of interoperable electronic authentication.”**
A more ambitious goal would be somewhat similar to other trade agreements countries have putin place to
banspecificactions, suchasthe Australia-Japan FT A, where both partiesagreed thatthey willnotenact
“measures regulating e-transactions that ...(b) discriminate between different forms of technology.”" This
extendsthe UNCITRAL central principle of non-discrimination and technological neutrality.

New Zealand's trade negotiations need to recognize that countries fall into one of two main categories in
terms of electronic signatures — prescriptive and minimalist—to better understand why they need these
provisions. Problems generally arise when countries pursue a prescriptive approach, which usually requires
firms to use a specific method or digital signature technology to sign documents electronically in order for
those documentstobelegally recognized. Indonesia, forexample, recognizes only digital signaturescreated
through a specific certificate provider.™*

Another exampleis Brazil, which allows for e-signatures, with important restrictions. Under Brazilian law, a
written signature may not be required for a valid contract but may be needed in case of a dispute. E-signatures
may be admissible as acceptance of a contract — for instance, confirming purchase orders, invoices, and sales
agreements."! However, while local technology standards and use are not required for an e-signature to be
considered valid under Brazilian law, there are exceptions for certain, government-regulated cases, such as
when parties are engaged in foreign exchange transactions, factoring, and transactions with the Brazilian
government. In these cases, Brazil forces the various parties to use e-signatures that use Brazilian IT
infrastructure and services in the form of a local government-authorized certification authority called ICP
Brazil "2 ICP Brazil maintains theroot certificationauthority and requirements that must be met for both
government-recognized timestamping and public key infrastructure (PKI) signature policies. When a local
certificate authority, such as a taxadministrator, updates their digital certificate requirements (so that they can
apply what they deem to be the most appropriate security measures), all digital providers need to revise their
country-level services to account for this, which can cause brief complications around compatibility. The use
ofthislocal tech standard diverges from UNCITRAL modellaw.Suchlocal certification protocolsarea
barrier for firms that aim to use a fairly standardized, region-wide IT systems. As DocuSign (a major
electronic signature and digital transaction management company) explains, due to the difficulty of
distributing and maintaining these digital certificates, use of ICP Brazil-backed electronic signatures in Brazil
is generally limited to a few high-value, high-volume transactions." This undermines the broader adoption
and use of Els in Brazil's economy.

Instead, New Zealand should seek toembed withinits trade agreements the framework and rules that support
the minimalistapproach, whichis considered business-friendly asitis easier to use and more adaptable tonew
technologies. Besides New Zealand, minimalistlaws have beenadopted in the United States, Canada,
Australia,and Singapore.**Forexample, Australia’s Electronic Transactions Act (1999) established that
electronic signatures can take the place of handwritten signatures for nearly all documents except certain
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exclusionssuchaswillsand powersofattorney.*Meanwhile,in2014, the EUadopted newlegislation
designed to provide, for the first time, a consistent single market for the cross-border trade use of electronic
signaturesacrossthe EU. Theregulationon electronicidentificationand trust services for electronic
transactions in the internal market (eIDAS) mandates mutual recognition of e-signatures across Europe.
Similarto thesituation with differential UNCITRALadoptionatthe globallevel, UNIDASreplaced an
earlier EU electronic signature directive that had beenimplemented in different ways by individual member
states that, in practice, meant that many members would notrecognize each other's electronic signature laws
(and that electronic signatures were not applicable across the EU). According to the European Commission,
the diverging national frameworks made it “de facto impossible to conduct cross border electronic
transactions.”** This is the scenario that New Zealand should aim to avoid in advocating for more
comprehensive rules on electronic signatures and invoices.

New Zealand should seek explicit provisions to fully articulate UNCITRAL's principle of technological
neutrality.Similar toexistingagreements, New Zealand andits partnersshould allow participantsine-
transactions to determine for themselves the appropriate authentication technology, in that, governments not
limit the transactions’ participants to using designated authentication technologies and implementation
models."”If there are exceptions to this general prohibition, New Zealand should get its trading partners to
explicitlyidentify the (hopefully narrow)specificinstances where parties may require authentication services
for certain transactions to meet performance standards or be provided by a legally established provider,
approved by an authority in accordance with the domestic law."**

New Zealand should ensure that electronic signatures and invoicing issues are explicitly mentioned as topics
forregulatory cooperation betweentrading partnerstoensure thatthereisamechanismforthe various
agencies to work together. Similarly, all recent EU regional trade agreements require parties to maintain a
dialogue onregulatory issues raised by e-commerce, addressing variousissues, including the recognition of
certificates of e-signaturesand facilitation of cross-border certification services." Additionally, the Korea-Peru
FTA commits parties to establishing cooperation mechanisms between the national accreditation and digital
certification authorities for electronic transactions."

Ultimately, New Zealand and its DEPA partnersshould aim to mutually recognize each other’s digital
certificates and electronic signatures. This could follow a period of engagement and cooperation between the
respective agencies involved in overseeing electronic signatures and electronic invoicing. New Zealand should
look to go one further than Pacific Alliance countries (Chile, Colombia, Mexico, and Peru), which negotiated
the “ Additional Protocol to the Framework Agreement of the Pacific Alliance,” whereby they agreed that
parties may consider recognizing advanced or digital e-signature certificatesissued by a certification service
provider operatinginthe territory of another party." The Additional Protocol alsorequires parties to
establish mechanisms and approval criteria that promote the interoperability of electronic authentication
between them, according to international standards. New Zealand should aim to replicate this mechanism
and approval criteria.
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Prohibit Local Encryption and Security Requirements for Electronic Invoicing

Modern cryptographic technology protects the authenticity and integrity of data, but country-specific
technical requirements canactasabarrier to dataflowsand digital trade, especially how often firms
(especially SMEs) rely on cloud-based data services to engage in digital trade. A recently revised policy in
Mexico provides a case inhow country-specific technical policies can act as a barrier to digital trade and the
use of electronic invoicing. New Zealand should ask its trade partners not to enact unique, country-specific
technical security requirements for electronic invoicing, which act as a de facto form of data localization.

Until recently, Mexico had a policy in place which created local data storage, protection, and encryption
issues. Mexico’s Tax Authority (known by its Spanish acronym —SAT) previously mandated that firms
wanting to manage electronic invoices in Mexico (known by their Spanish acronym —PAC) needed to use a
local Hardware Security Module (HSM).™*>

HSMs actas “trustanchors” that protect the cryptographicinfrastructure by securely managing, processing,
and storing cryptographic keys inside a hardened, tamper-resistant device within the data center. Electronic
invoicing relies on the authorized firm and its HSM and PKIs to generate a digital signature (i.e., the process
thatis commonly used to digitally signa document) and certify that digital signatures it receives are authentic,
thus ensuring the integrity of the transmitted data attached to the signature. The HSM's role is to generate an
asymmetrickey pair —apublickeyanda privatekey. The publickeyisused tocreateaspecificcertificate
request to be sent to a country’s tax authorities. The private key is stored within the HSM’s secure
cryptographic device. Acting as a trusted certificate authority, the tax authority usesits private key to sign the
PAC scertificaterequestand generates aseparate certificate (which contains certain otheridentifying
attributes and its public key) along with the initial, parent certificate to the PAC.

This allows the PAC and Mexico’s tax authorities to mutually authenticate entities and to ensure that their
communications are secure and trusted. Once mutual authentication has occurred, the PAC uses its private
key to digitally sign their customer’s financial information (which is stored in an XML-based file format in
accordance withlocal regulations (Mexico’s Miscellaneous Tax Resolution)). The PAC must use the Mexican
tax authority’s public key (enclosed in the digital certificate sent to the PAC for authentication) to encrypt the
data. Mexico’s tax authorities then use both the public and private keys to verify the PAC’s digital signature.
Oncethisprocessiscomplete, Mexico’s taxauthoritiessend thePACafinal validationmessage.’

Mandatingtheuseofalocal HSM meantthatfirmsthat provided El servicesacrossmany countrieshad to
pay for a duplicative and expensive HSM in order to install and use SAT’s digital certificate. This requirement
acted as a de facto datalocalization requirement given that the crypto key and associated El data, needed to be
stored within Mexico in case of an SAT query oraudit."

Thankfully, Mexico recently decided toremove thislocal data storage and protectionrequirement and allow
PACs to use cloud-based data protection and storage services. For example, cloud service providers like
Microsoft Azureoffera dedicated HSM servicefor clients. Thisservicehas beencertified by the Federal
Information Processing Standard (FIPS) 140 (Security Requirements for Cryptographic Modules). Thisis a
U.S. and Canadian government standard that defines a minimum set of security requirements for products
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that implement cryptography. This standard is designed for cryptographic modules that are used to secure
sensitive but unclassified information. Microsoft Azure’s HSMis certified as a level 4 device (on a scale of 1-4,
with4being the highestlevel).” This certification allows clients to meet the most stringent security and
compliance requirements of clients. As part of this service, clients have full administrative and cryptographic
control over Azure’s dedicated HSMs. Microsoft does not have visibility into its client’s cryptographic keys.
This serviceis provided directly ona client’s virtual network on Azure and can be connected to on-premises
infrastructure via a virtual private network.’*

All of this demonstrates that New Zealand should push for electronic invoice-focused provisions that ensure
thatdata protectionrulesdonotdepend onthe geography of datastorage,asmanyleading datastorage
providers can provide audited, best-in-class cybersecurity protection. Instead, New Zealand should work with
trade partners to explicitly identify those international, risk-based standards that firms should use to
demonstrate their commitment to data protection. For example, beyond FIPS certification for HSMs,
Microsoft pursuesand securesabroad set of international and industry-specificcompliance standards, suchas
the EU General Data Protection Regulation (GDPR), ISO 27001, HIPAA, FedRAMP, SOC 1 and SOC?2,
inamanner typical of many leading cloud service providers. Globally competitive cloud storage providers
simultaneously put their services throughrigorous third-party audits, such as those provided by the British
Standards Institute, to ensure that the services adhere to various standards."”
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